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Abstract

In order to develop the IPDR record format it is required that a framework be in place that formally classifies
the “IP network and service elements” and “support systems.” Next, the relationship between such subsystems
needs to be in place to determine the flow of information between components. Finaly, the requirements of
each subsystem must be determined in order to specify the type of “IP resource and service usage information”
that will be exchanged.

This document proposes a reference model to satisfy the above requirements. Chapter 2 proposes a genera |P
support system framework. This Chapter is intended to identify key components found in production IP
networks, present the relationship between them, and define basic terminology. The Chapter focuses on the
network and service element layer (NSE), and illustrates the concepts with example ISP network infrastructures.
Chapter 3 details the business requirements that the structures and systems defined in Chapter 2 must satisfy.
Next, Chapter 4 describes the information flow requirements between the NSE layer and the various support
systemsidentified.

The following summarizes the essential content of each revision of this document, as of that release:

1.0 — This revision of the document represents the state of the work at a point determined by the working
groups to be useful for broader review and validation. Many issues have been identified for further work
and are not fully addressed in thisissue. Additionaly, it is anticipated that domain experts will contribute
via liaison relationships currently being established. The services represented in this version may be
substantially atered once these contributions are considered, even if at the expense of backward
compatibility. Future revisions are expected to make every attempt to preserve investments made by
service providers and solution vendors by considering backward and forward compatibility whenever it is
practical.

1.1 - Thisrevision was editorial, reflecting comments received from public review and experiences of the first
prototype implementations. No significant changes to the 1.0 content occurred.

20 - Thisrevision aso introduces a major upgrade of the syntax notation of the protocol, namely XML
Schema versus XML 1.0. This upgrade has been introduced to allow the protocol to specify strong
typing of the usage attributes, thus conforming to the business requirements for data integrity. In
addition, the dynamic operation of IDPR document transport has been specified, using the consensus
choice for best conforming to business requirements, Simple Object Access Protocol (SOAP). Finadly,
the usage attributes for each of the services defined in the Business Requirements chapter are now
formally specified, using the XML Schema definition supplied in the Protocol chapter.

25 — This revision separates the service-specific requirements and associated formal specifications into
individual documents, thus allowing for addition and modifications on a per-service basis without
requiring a re-issue of this document. Also, the early results of the recently constituted Architecture
Working Group are reflected in Chapter 2. Finally, substantial upgrade of the transport protocol is
reflected in Chapter 4.

2.6 -- This revision expands the discussion of the architecture to differentiate the interfaces and nodes of the
reference model. The operations model has been moved to Chapter 2 and represented as individual
scenario variations. The file transfer protocol has been enhanced to bring it in alignment with the generic
requirements for revenue assurance. Finaly, the capabilities file has been defined and a schema
describing it isincluded.

3.0 -- Thisrevision adds the compact encoding of the IPDRDoc. This encoding, based on XDR, is defined to
address the operational efficiency of the NDM-U protocol in the dimensions of storage, transmission
time, and processing overhead. A preliminary SOAP mapping was specified in NDM-U versions 2.0, 2.5
and 2.6. It has been removed from version 3.0. This decision was based on the lack of implementation
and operational experience. A full mapping of the operations defined in this section are an area for
further study.
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3.1-- Thisrevision incorporates minor corrections and editorial style changes brought about by the early use of
3.0 by the reference code library project and various member feedbacks. A section on Quality of Service
(QoS) guidelines was added to section 3 and the Service Specification Guideline document was moved
into this document as Appendix A. The SOAP protocol mapping was re-introduced as Appendix B in
recognition of the ongoing study of this mapping and reference to it by various research projects.

3.1.1 This revision incorporates minor corrections and editorial style changes brought about by actual
implementations, both those using the reference code library and independently developed. Various non-
semantic XML Schema corrections are made, as well as alignment of version numbering in all of the
schemas and instance documents.
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1. Introduction

1.1 Pur pose

This document, in conjunction with the referenced Service Definition documents, is intended to specify
technical information that is sufficient for practical implementations of interchange of usage data among service
elements participating in the delivery of |P-based services, either within asingle enterprise or across multiple
enterprises.

The IPDR organization intends to submit this specification to selected accredited organizations for
consideration as an approved standard.

1.2 Scope

This document is limited to the discussion of issues as defined by the mission statement of IPDR.org, namely:

The IPDR Organization (the “Organization™) is organized and operates as a non-stock not for profit
organization for the following purposes:

= To create and promote the adoption of interoperability standards for exchanging service
usage and control information between IP network or hosting elements and operations or
business support systems.

= To provide a standardized framework for the development of carrier-grade support systems
that enable next-generation digital service providers to operate efficiently and cost effectively.

1.3 Compatibility

Future revisions are expected to make every attempt to preserve investments made by service providers and
solution vendors by considering backward and forward compatibility whenever it is practical. Version 3.1
represents the culmination of over two years of project work by the Working Groups, resulting in afully-
featured production-grade design, accompanied by working reference code libraries in Java and C implementing
the full specification. As design adoptions and production applications of thistechnology are put into servicein
actual commercial situations, the issue of compatibility takes on anew level of criticality. The IPDR
Organization fully intends to protect and preserve the compatibility of uses of NDM-U 3.1 for the foreseeable
future. Should the membership decide that significant features should be added, resulting in aversion 4.x,
backward compatibility will be a paramount consideration.

1.4 References

[1] Telecom Operations Map - Version 2.1, GB910, TeleManagement Forum
(TMF - http://mww.tmforum.org), March 2000.

[2] XML Schema Part 1: Structures, W3C Candidate Recommendation 24 October 2000. See
http://ww. w3. org/ TR/ xm schena- 0.

[3] XML SchemaPart 2: Data Types, W3C Candidate Recommendation 24 October 2000.

[4] Simple Object Access Protocol (SOAP) 1.1, W3C Note 08 May 2000.
Seehtt p: // www W3. or g/ TR/ SOAP.
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[5] OSF CAE Specification, Document C706, 1997, Appendix A, located at:
http://www.opengroup.org/onlinepubs/009629399/.

[6] IPDR Organization Home Page: http://www.ipdr.org.

[7] Application Service Provider Service Specification — ASP 2.5-A.0

[8] Voiceover IP Service Specification — Vol P 3.0-A.0

[9] Electronic Mail Service Specification — E-mail 3.0-A.0

[10] Authentication and Authorization Service Specification — A&A 2.5-A.0
[11] Internet Access Service Specification— IAC 2.5-A.0

[12] Wholesale Service Specification—WS 3.0-A.0

[13] Streaming Media Service Specification — SM 3.0-A.0

[14] Recommendation 1.350: General aspects of quality of service and network performance in digital
networks, including ISDNs—3/93,I TU-T

[15] Recommendation E.425: Internal automatic observations—11/98, ITU-T

[16] Recommendation E.431: Service quality assessment for connection set-up and release delays—6/92,
ITU-T

[17] Recommendation E.437: Comparative metrics for network performance management—5/99, ITU-T
[17] Recommendation E.458: Figure of merit for facsimile transmission performance—2/96, ITU-T

[18] Recommendation E.459: Measurements and metrics for characterizing facsimile transmission
performance using non-intrusive techniques—3/98, ITU-T

[19] Recommendation E.460: Measurements and metrics for monitoring the performance of V.34 Group 3
facsimile—3/00, ITU-T

[20] Recommendation E.600: Terms and definitions of traffic engineering—3/93, ITU-T

[21] Recommendation E.721: Network grade of service parameters and target values for circuit-switched
servicesin the evolving ISDN—5/99, ITU-T

[22] Recommendation P.561: In-service non-intrusive measurement device - Voice service
measurements—2/96, ITU-T

[23] Recommendation P.562: Analysis and interpretation of INMD voice-services measurements—5/00,
ITU-T

[24] Recommendation P.800: Methods for subjective determination of transmission quality—=8/96, ITU-T
[25] Recommendation P.831: Subjective performance eval uation of network echo cancellers—21/98, ITU-T
[26] Recommendation P.862: Perceptual evaluation of speech quality (PESQ), an objective method for end-

to-end speech quality assessment of narrowband telephone networks and
speech codecs-2/01, ITU-T
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[27] Recommendation G.107: The E-Model, a computational model for use in transmission planning-5/00,
ITU-T

[28] Recommendation G.1010: End-user multimedia QoS categories—11/01, ITU-T

[29] Recommendation J.143: User requirements for objective perceptual video quality measurements in
digital cabletelevison—5/00, ITU-T

[30] Recommendation J.144: Objective perceptual video quality measurement techniques for digital cable
television in the presence of afull reference—3/01, ITU-T

[31] TS-101-329-5 v1.1.2: Telecommunications and Internet Protocol Harmonization Over Networks
(TIPHON) Release 3; End-to-end Quiality of Servicein TIPHON systems; Part
5: Quality of Service (QoS) measurement methodol ogies—2002-1, ETS

[32] TS-101-329-2 v2.1.3: Telecommunications and Internet Protocol Harmonization Over Networks
(TIPHON) Release 3; End-to-end Quality of Servicein TIPHON systems; Part
2: Definition of speech Quality of Service (QoS) classes—2002-1, ETS

[33] Recommendation Y.1540: ITU-T, Internet protocol data communication service - |P packet transfer
and availability performance parameters

[34] Recommendation Y.1541: ITU-T, Network Performance Objectives for |P-Based Services

1.5 Overview

1.5.1 Document Overview
This specification is divided into three major chapters:

o |PDR Reference Model - a definition of the abstract and operational relationships between entities
involved in the generation, recording, storage, transport, and processing of usage attributes.

e Business Requirements - a definition of business requirements to be addressed by the protocol
specification and specific scenarios for the major process flows anticipated in actua application.

e Protocol - the notation, data unit syntax, and dynamic procedures involved in the operation of the
interfaces specified in the reference model.

The Protocol chapter represents the specific design produced through analysis of the Business Requirements
chapter, consistent with the Reference Model chapter.

In addition to the major chapters, guidelines for specifying services based on NDM-U are detailed in Appendix
A and atransactional transfer protocol mapping, based on SOAP, is detailed in Appendix B.

1.5.2 Revision Numbering Structure

The version number of this document is structured in the form M.m.e, where “M” is a major change in
requirements and technology content, “m” is a minor change within the scope of the requirements and
technology of the major release, and “€” is confined to editorial corrections (typos, inconsistent references,
formetting, etc.).
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1.6 Terminology and Glossary

1.6.1 Terminology

Term Definition

Accounting The process of collecting and analyzing service and resource usage metrics for the
purposes of capacity and trend analysis, cost alocation, auditing, and billing, etc.
Accounting management requires that resource consumption be measured, rated,
assigned, and communicated between appropriate business entities.

Mediation In view of network reference model, Mediation refers to the combination of the logical
entities IPDR recorder, IPDR transmitter, and |PDR store.

Resource A gquantifiable asset employed by a Service Provider, or on behalf of a Service Provider
by another Service Provider, to fulfill a request of a Service Consumer. (Examples
include: files, communications, goods, etc).

Roaming Service usage initiated by a service consumer and provided by a service provider other
than the one with which the service consumer have business rel ationship.

Service Network and/or application operation that provides the Service Consumer with the
requested resour ce.

Service The beneficiary (human or system) of a service.

Consumer

Service Any element that is responsible for fulfilling a Service Consumer request. (Examples

Element include: network equipment and system processes)

Service An enterprise that provides communications-based ser vices.

Provider

Session A set of related service usages; service usages may or may not be time based in the unit of
measurement.

Usage Consumption of resour ces and services by a Service Consumer .

Usage A parameter whose value indicates some aspect of usage of a given service and/or

Attribute I esour ce.

Usage Entry' | A Service-specific trigger resulting in the generation by a Service Element of a set of

Usage Attribute values related to Usage specific to agiven Service Consumer

! Because of legacy issues, a Usage Entry from a given Service Element will not initially conform to an IPDR
specification or, in some cases, may never conform. To be considered a Usage Entry the information presented
or made available by inference from the Service Element must minimally contain attributes from some of the
general attribute categories.

©2002 IPDR, Inc.
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1.6.2 Glossary:

ANI - Automatic Number Identification
ASP - Application Service Provider

BSS - Business Support Systems

Ccl - Cdll Clarity Index

CRM - Customer Relationship Management
DSS - Decision Support Systems

DTD - Document Type Definition

DSL - Digital Subscriber Line

EP - End Point
ESN - Electronic Serial Number
ETSI - European Telecommunications Standardization Institute

FolP - Faxover IP

GK - Gate Keeper

GPRS - General Packet Radio Service

GSM - Global System for Mobile Communications
IETF - Internet Engineering Task Force

IMSI - International Mobile Subscriber |dentity

IP - Internet Protocol

IS - IPDR Store

ISDN - Integrated Services Digital Network

ISO - International Standardization Organization
ISP - Internet Service Provider

IT - IPDR Transmitter

ITU-T - International Telecommunications Union — Telecommunications Standardization Section

MOS - Mean Opinion Score

NDM - Network Data Management

NDM-U - Network Data Management - Usage
NSE - Network Service Element

OSS - Operations Support System

PLMN - Public Land Mobile Network

PSTN - Public Switched Telephone Network
QoS - Quality of Service

RADIUS- Remote Access Dia-In Usage Server
RAS - Remote Access Server

SC - Service Consumer

SCN - Switched Communications Network
SE - Service Element

SMS - Short Message Service

SP - Service Provider

TIPHON- Telecommunications and | P Harmonization over Networks
TMF - TeleManagement Forum

TOM - Telecommunications Operations Map

UA - Usage Aggregators

ucC - Usage Collectors

VolP  -Voiceover IP

VPN - Virtual Private Network

WAP - Wireless Application Protocol

xDSL - Digital Subscriber Line of type x

XML - eXtensible Markup Language

©2002 IPDR, Inc. Page 12 of 100
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2. IPDR Reference Model

The IPDR organization has adopted the Telecommunication Management Forum’s (TMF) telecommunications
operation map (TOM) for the purposes of motivating the functiona role and interfaces of the IPDR
specifications relative to operations support systems (OSS). We have chosen the TOM because it is a well-
known, industry-accepted organizational model of telecommunications operations business processes used by
carriers and service providers today. The TMF Modé is useful as amodel of typical systems, and as motivation
for design decisions. However, the TMF Model itself is not part of IPDR, and the data structures and interfaces
of IPDR may be used in systemsthat vary substantially from the TMF Model. See[1] for more details.

2.1 IPDR and the TMF Model

The TOM, shown in Figure 1, identifies the core operation support processes found in a production carrier
business operation. The systems that implement the customer care, services development/operations and
network/systems management processes each provide a well-defined set of services that enable a carrier to
successfully deploy and manage telecommunications services. As the model shows, these systems are organized
in a layered fashion. Thus, each component builds on the services provided at a lower layer (and possibly
adjacent components) to deliver the required functionality. The IPDR organization’s charter is to facilitate the
integration of IP-based network elements into billing, reporting and assurance systems. In particular, one key
goa is to define a common usage record format and exchange protocol to facilitate the flow of usage
information from IP network elements managers to support systems. In the TOM, the network data management
(NDM) component (defined as part of the network and systems management processes) defines the device-
independent collection mechanism for such purposes. As such, the work of this specification falls primarily
within the domain of the Network Data Management component.
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Figurel

Telecommunications Operations Map (TOM)

2.2 IPDR NDM-U High-level Model

Within the scope of the NDM module, the TOM assumes interfaces to billing (i.e., rating and discounting) and
customer care systems (i.e., service quality management and problem resolution). Likewise, the TOM assumes
that the NDM component must interface directly with the network and service element manager to accomplish
their various services.
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The IPDR NDM-U reference model, shown in Figure 2, expands on the NDM definition by dividing the module
into layers; namely: (1) the network and service element layer, (2) the mediation layer, and (3) the business
support systems layer. Each layer is discussed below:

Network and service element layer (NSE): The NSE layer consists of al the network and service elements
required to provide an IP-based service to a given customer. For example, routers, access devices and
transmission facilities together provide basic connectivity; firewalls might provide a security service; email, file
and print servers provide application services; gateways provide a trandation service from circuit to packet
voice; and more. In addition to physical devices, the systems that configure and manage such devices are
considered part of the NSE layer (note, that this functionality is identified as adjacent component within the
“Network and Systems Management” layer in the TOM model). Examples here include a bandwidth
management system, H.323 gatekeeper, RADIUS, authentication server or network management platform.

Mediation layer: As shown in Figure 2, mediation systems sit between the network elements/infrastructure and
the business support systems. Typically, a mediation system provides a single interface to BSS systems that
provides all network usage data and often a single interface for service el ements provisioning. In terms of usage
collection, the goa of the mediation system is to capture all usage information required by the BSS systems,
and export it within the tempora requirements. Thus, the mediation system must determine the devices at the
service element layer and interface with that infrastructure to extract the relevant usage information. The second
mediation goal is to pass provisioning information from the BSS, to the network elements — again, within the
temporal constraints.

¢ Business support systems (BSS) layer: The BSS layer consists of the systems deployed by a Service
Provider or provider to support IP business operations. This layer corresponds to the “Systems
Development and Operation Processes” and “Customer Care Processes” in the TOM model. Some
examples include hilling (i.e., rating and discounting), customer care/relationship management, decision
support, and market analysis and fraud detection. The BSS layer is the highest layer in the model. Thus, the
BSS usage collection and provisioning requirements drive the mediation system and ultimately the services
provided at the service element layer.

Business Support " e
Systems Billing Care/CRM

Analysis & Network
Reporting Operations

T

Network and service elements

DSS, Fraud ...

Network and Service
Elements

Figure2
IPDR NDM-U High-Level Model

The IPDR NDM-U model shown in Figure 2 gives a layered perspective of the components and interfaces
designed to meet the NDM-U specification. The usage collection process represents a flow of usage data from
the network and service elements to the BSS processes. The mission statement given in the introduction limits
the organization’s current scope to the usage collection path (shown flowing upward in Figure 2). Thus,
provisioning or the internal design of any of the identified componentsis not considered in this document.

Figure 3 illustrates the usage data path from network elements (e.g., gateways, remote access servers (RAS),
routers, and bandwidth managers) to a mediation device in atypical IP network scenario. Note that this example
assumes the interface between the mediation device and network elements is based on a proprietary access
protocol, record format and API. The mediation system aggregates, normalizes and correlates the usage data as
required, and exports the data to the billing, decision support, or other business support systems.
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IPDR Record Flow Example

The IPDR NDM-U plays severa roles in this data transfer. First, the IPDR record provides flexible structure
that is sufficiently powerful to describe the usage attributes collected by the mediation system, and required by
the BSS system. Second, the IPDR NDM-U provides a set of interfaces that facilitate the exchange of IPDR
records between mediation systems and BSS systems, or potentially between IP network elements and BSS
systems (as demonstrated by dotted lines). Finally, the IPDR specification provides a common format that
facilitates the intermediate storage of IPDR records between |PDR-enabled components.

2.3 IPDR Record Contents

The IPDR record must be capable of characterizing any type of usage that might be collected from an |P-based
network or application service. As Figure 3 identifies, there are 5 attributes common to typical IPDR records.
Broadly, these components are the “who, what, where, when and why” values that describe a particular usage
event. Each is described briefly below (formal definitions are provided in alater chapter):

o {Who} (Responsible for the usage)
User ID

o {When}
End Time or Event Time

. {What}
Service

Usage measures / quantities

Ex: Bytes, packets, flows, hits, transactions, time duration...
QoS measures

State information

Event code (logon, logoff, threshold exceeded)
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Other information about state transition or current state (Start Time)?
o {Where}
Traceability / Context
Source ldentifier
Destination Identifier
Service Element identifier (originator)
. {Why} Event trigger type— (i.e., why is the network and service element reporting this data?)

In addition to the “5Ws” defined above, each record may include reference pointers to other IPDR records that
either capture related usage information, or contain usage information that was used to create the given record.

2.4 The NDM-U Reference Model

In addition to the IPDR structure, the NDM-U specification defines a set of interfaces for exchanging IPDRs
between NDM-U-enabled devices or systems. Aswill be specified in the Protocol chapter, IPDRs are packaged
in protocol data units (PDUs) known as IPDR Documents (IPDRDocs). These PDUs are the entities for which
protocol transactions and tracking are done. All future references to IPDR documents imply these formal
protocol entities. Figure 4 shows the key interfaces and elements found within the NDM-U reference model,
represented in an abstract form. For instance, a product solution might be developed that acts as the
"generator"/"sensor" of usage data by means of passive monitoring of IP packet streams, packaging sets of this
datainto IPDRDocs for forwarding to BSSs. Such a packaging of functionality would internalize the A, B, and
C interfaces, presenting to the “outside” only the D interface. Another "sensor”-only product might accept
proprietary-format records of usage data from a "generator" SE that offers such records via an FTP-based A
interface and offers them to BSSs via an NDM-U-compliant D interface. Both implementations are equally
valid and might offer different value propositions to various SPs looking for a usage solution. Note that this
model does not constrain implementations to be physically packaged as portrayed, nor to present al of the
interfaces to other systems.

Business
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NDM-U Reference M odel

This document focuses on the definition of IPDR Documents, the information content of IPDRs and the
interface between ITsand BSSs. The D interface is completely specified in this document while other
interfaces are identified here to aid in decomposing the problem statement.

Implementations adhering to this version of NDM-U are not required to explicitly separate the IPDR Recorder,
IPDR Store and IPDR Transmitter roles, since the B and C interfaces are, as of this release, unspecified.
Similarly, the E interface is not explicitly addressed in this release of the NDM-U. Asof thiswriting, the IPDR
organization working groups are beginning to address E interface. The E interface discussion will specify
detailed requirements and design (at least for IPDR-IPDR exchange scenarios).

2 Note that "always on" services may be measured via periodic emission of IPDRs, recording usage since the
last interval boundary.
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2.4.1 NDM-U Nodes

24.1.1 Service Consumer (SC)

This is the human or machine initiating requests for services from the Service Element (SE). The Service
Consumer requesting and receiving serviceistypically the end user on end system. Note that an SC may request
services from an SE via another SE that is providing access to the Internet, thus involving more than one SE in
the providing of a given service.

24.1.2 Service Element (SE)

Thisisthe set of equipment and software that provides a valuable service to a Service Consumer. The Service
Element provides access to services and a requested resource, authenticates Service Consumers, authorizes
access, performs accounting measurement for resources provided, provides services requested by Service
Consumer, and performs accounting measurement for services provided. Many classes of Service Elements
exist: Network routers, VOIP switches servers, ASP applications servers, etc. The IPDR reference model
appliesto any type of Service Element that is capable of generating accountable usage records (i.e. arecord of
which services were provided to which consumers). An SE isa generalized superset of Network Elements
(NE).

2.4.1.3 |IPDR Recorder (IR)

This entity performs two principal functions: 1) Mediating proprietary protocols and data transactions from a
Service Element; and 2) Producing IPDRs resulting from the transformation of that proprietary data. IPDR
Recorder packages usage information into IPDRs, it presents a stream of IPDRs to an IPDR Store and/or an
IPDR Transmitter. Multiple Service Elements can be connected to asingle IPDR Recorder.

2414 |IPDR Store(IS)

This is the entity that provides persistence to the IPDRs recorded by an IPDR Recorder. The IPDR Store
receives IPDRs from an IPDR Recorder and packages them into IPDR documents stored in a non-volatile
medium. The IS, also, provides a repository of IPDRDocs for transmission or retransmission of selected
IPDRDocs by the IPDR Transmitter to one or more Business Support Systems. An IPDR Store can receive
IPDRs from one or more IPDR Recorders and the IS can deliver IPDRDocs to one or more IPDR Transmitters.

24.1.5 IPDR Transmitter (IT)

The IPDR Transmitter delivers IPDR documents to Business Support Systems. These documents may be
retrieved from an IPDR Store, or they may be created directly by the IT. This entity performs three principal
functions: 1) Packaging of IPDRs from the IPDR Recorder into IPDRDocs; 2) Organization of IPDRDocs
containing usage of the same service type into Groups; and 3) Transmission (or retransmission) of IPDRDocs
from Groups to one or more Business Support Systems, using one of a set of transfer protocols. An IPDR
Transmitter can deliver IPDRDocs to one or more Business Support Systems.

2.4.1.6 Business Support System (BSS)

This entity is any system that implements a technical or commercia function to perform one or more processes
in a telecommunications enterprise. A Business Support System receives information contained in IPDRDocs
from an IPDR Transmitter, processes the information contained in the contained IPDRs for use in the
commercial activities of a Service Provider, and presents information for transmittal to other Business Support
Systems. A Business Support System can receive IPDRDocs from one or more IPDR Transmitters.
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2.4.2 NDM-U Interfaces

2421 A Interface

The A interface delivers usage information from Service Elements to IPDR Recorders. The IPDR does not
attempt to constrain the file naming conventions, format, transfer protocol, sequencing, or other details of the A
interface data transfer mechanism. It is not assumed to be real-time nor batch.

An A interface receives data generated by a Service Element. At the present state of the industry, thisis
typically a vendor-specific access protocol — often file-based, but sometimes CORBA, HTTP, or socket-based.
It typically includes high-volume data at a highly detailed granularity. However, the datais often very
equipment-level in detail (e.g. port number, I P address, or line number). Much of the A interface data may
require translation before it can be related to business-level entities (e.g. customer and price plan).

In addition to being equipment-level in detail, datatransferred on the A interface is often incomplete for
business purposes. For example, interim usage details are common. Interim usage details are describing a
service delivery event that cannot be correctly interpreted without context provided by other data. For example,
“Start Call” and “Stop Call” entries must be correlated to each other in order to determine call length. Other
examples of interim entries might be: Start Application, Service Query, Connect additional line to conference,
Drop line from conference, Convert text message to voice, etc.

Communication at this granular level and correlation/translation into useful business-level identifiersisa core
competency of mediation packages. NDM-U assumes the communication, translation, and correlation to be
revenue-grade.

The IPDR Organization may comment on the data elements required by the A interface for specific services.
Such comments are contained in the “Assumptions for other interfaces” section of the Service Specifications.

Not al requirements inherent to the A interface are well supported by the IPDR NDM-U standard. However,
some types of equipments (e.g. application servers) are good candidates for generating usage data using |PDR
format and NDM-U protocols. It is, therefore, possible for Service Elements to generate datain an IPDR
compliant format. Such an interface will be identified as an A interface with an IPDR compliant data format.

Typical requirements for the A interface (observed by the implementations of SE vendors, but not necessarily
by IPDR NDM-U) are:

e  Minimum encoding complexity

e Convenience of data collection and record construction

e  Minimum datasize

e Minimum imposition of data storage requirements on the SE

e  Support for custom vendor features and capabilities
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24.2.2 B Interface

The B interface delivers IPDRs from IPDR Recorders to IPDR Stores and to IPDR Transmitters. The payload
conforms to the schema definition of an IPDR. As of this issue of the NDM-U, the transfer protocol for this
interface is not specified.

24.2.3 ClInterface

The C interface délivers of IPDR documents from the IPDR Store to the IPDR Transmitter. Each IPDRDoc
contains one or more IPDRs from a particular Service Element served by a given IPDR Recorder. As of this
issue of the NDM-U, the transfer protocol for this interface is not specified.

2424 D Interface

The D interface delivers of IPDR documents from IPDR Transmitters to Business Support Systems. The
transfer protocol on thisinterfaceis specified in Chapter 4.

2425 E Interface

The E interface delivers IDPR documents from one Business Support Systems to another BSS. Various
scenarios of providing service can be anticipated which will involve a combination of transport technologies
and multiple service providers. In such scenarios, the business relationships involved will require the exchange
of usage data for a variety of business process applications (e.g., net settlement, retail bill detail, customer
service, fraud abatement, marketing studies). The interface dedicated to such exchange is the E interface. For
IPDR-compliant service providers, the data exchanged may very well be IPDRDocs being delivered via some
variant of the D interface protocol. In hybrid cases, the sending or receiving system may have to mediate the
data format and protocol from or to an NDM-U-compliant form. Other industry standards and practices will
require mappings with respect to NDM-U for this to be implemented. The definition of the details of the E
interface will address this requirement.

Note that this document focuses on the definition of IPDR Documents, the information content of IPDR records
and the interface between 1Ts and BSSs. The D interface is completely specified in this document while other
interfaces are identified here to aid in decomposing the problem statement. Implementations adhering to this
version of NDM-U are not required to explicitly separate the IPDR Recorder, IPDR Store and IPDR
Transmitter roles, since the B and C interfaces are unspecified. Similarly, interfaces A and E are not explicitly
addressed in this release of the NDMU. As of this writing, IPDR working groups are beginning to address
interfaces A and E.
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2.5 NDM-U Model Usage Scenarios

The focus for specifying requirementsis given to D interface though there may be implied requirements to other
interfaces. Section 3 provides genera requirements and general usage attributes applicable to any IP service.
Note that any new IP service added in the future may impact the general requirements and usage attributes.
Section 0 provides | P services covered and yet to be covered in this chapter.

A number of assumptions are made in the following usage scenarios:

e Home Service Provider handles all business needs (via BSS applications) of the Service Consumer.
e  Service Consumer may or may not be within the Home Service Provider’s service area.

e BSStoBSSinterfaces (E Interface) is outside the scope of this version of the NDM-U.

Some applications of NDM-U will result in large numbers of IPDRs being generated, requiring economical
storage, transport, and processing implementations. Several requirements stated below are intended to address
this assumption. However, no quantitative requirements regarding performance (end-to-end delay, transfer rate,
etc.) or efficiency (message size, compression ratio, etc.) will be stated in this document. The mechanisms
designed in later chapters of this document, which satisfy the general requirements in this area, should give
implementers adeguate tools to make cost versus technology tradeoffs, justified in light of the business problem
being solved. Product vendors designing implementations of this specification are assumed to be aware of the
overall marketplace requirements for such systems and service providers selecting one or more of these
implementations will be expected to require those vendors to demonstrate competitive features in the area of
performance.

2.5.1 SE Directly Interfaced to BSS

SE AID BSS

Service Consumer

Figure5

A service element can directly interface with the business support system. If an SE node supports the D
interface specifications including backing stores and the retransmission of IPDR documents, then the SE node
can communicate directly with the BSS node. The IR, IS, and IT nodes do not necessarily have to be
independent system entities. In thiscasethe IR, IS, and IT nodes are incorporated within the SE node.
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2.5.2 SE Interfaced to BSS Via Mediation System

CNoRGRT

Service Consumer

Figure6
When an SE node provides a proprietary usage record interface or when it cannot provide record aggregation or
it does not provide record retransmission capabilities, then an external IPDR compliant mediation systemis
required. The IPDR mediation system provides an interface to the SE node’s proprietary protocol viathe A

interface, provides the required NDM-U D interface protocol, and it provides an IPDR backing store for re-
transmitting the IPDR records to the BSS. Thisis the traditional IPDR NDM-U topology.

2.5.3 SE Interfaced to BSS Via Multiple Mediation Devices

OO
aorolorofott

Service Consumer

Figure?7

In some cases due to legacy mediation systems or for other reasons, more than one mediation system may be
cascaded between the SE and BSS nodes. Two case arise. In one case Mediation system 1 can transmit IPDRs
to Mediation system 2 using the D interface protocol. In another case, if both mediation systems know a
common proprietary protocol, compliant to the A interface specifications they can use that interface. In the
former case, both mediation systems need to be IPDR compliant, while in the later case only the second
mediation systems needs to be IPDR compliant. Thisillustrates the A interfaces requirement for being protocol
compatible with the D interface.
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2.5.4 Simple Roaming with Separate Access and Home Service
Providers

Roaming Network B

aToNC RoN

Roaming
Service Consumer

E-mail Service Home Network

Figure 8

If an ISP offers roaming to its subscribers then the cooperating roaming | SP needs to be able to deliver its
roaming IPDR settlement records to the home ISP BSS. Thisisimplemented over the NDM-U defined E
interface. IPDR settlement records may be transmitted directly between participating BSS systems asillustrated
here, or they may communicate via an intermediate clearing house BSS system. In either case, the settlement
records are exchanged viathe NDM-U E interface protocol standard.

©2002 IPDR, Inc. Page 22 of 100 10/9/2002



Network Data M anagement - Usage (NDM-U) for | P-Based Services Version 3.1.1

2.5.5 Service Provider also Provides an Application Service

Access Service

Service Consumer
E-mail Service  Application Service
Figure9
Access Service

Service Consumer

A@

Application Service
E-mail Service

Figure 10

If an ISP wants to unbundle its own local |P servicesto its subscribersit may offer severa application services
on itsown local network. Each of these services along with the basic access service would be treated as separate
SE nodes feeding into the common BSS system. Asin Figure 9 both SEs feed into a common IR node, which
then make shared usage of the IS node and the I T node. Figure 10 illustrates where completely separate IR, IS,
and IT node sets serve each SE but all the IPDR usage records are till transmitted to a common BSS system.
IRs are capable of receiving IPDRs from multiple SEs.
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2.5.6 Separate Home, Access, Transport, and Application Service
Providers Acting in Concert
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Service Service Prov@er 1
Consumer Access Provider
B C
Service Provider 2
Transport Provider
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o SN Service Provider 3
resentation . . . .
Broadcast Application Service Provider
Server E E
E
Serylce Proylder 4 . BSS4
Intermediate Service Provider
E
Service Provider 5 BSS5

Home Access Provider

Figure 11
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This scenario illustrates how I P service providers can jointly provide arealistic application to a service
consumer. The service consumer (SC) is

1. Roaming outside of his home wireless service area

2. Using adigital cellular network interface (e.g. GPRS or CDMA2000) on alaptop computer

3. To participate in net meeting, using an internet connection to

4. View abroadcast Power Point presentation and

5. Cdl into aconference call bridge using Vol P;

6. The conference bridgeis served by a PSTN, so the Vol P call isan IP-to-PSTN call, served by a gateway.

Figure 11 illustrates the interconnections among the service providers, while Figure 12 shows the sequence of
IPDR message interactions between them. Five service providers participate in this scenario:

1. Access Service Provider (SP1) - this provider grants roaming access to the service consumer.
2. Transport Service Provider (SP2) - this provider interconnects service providers SP1 and SP3.

3. Application Service Provider (SP3) - this provider offers the application service, relying on one or more
access/transport service providers to establish the session connection with service consumer.

4. Intermediate Service Provider (SP4) - this provider acts as an intermediate BSS on behalf of one or more
other service providers. Such applications as service bureaus, clearing houses, rating bureaus, fraud
bureaus, pre-paid authorization centers and other intermediate |PDR processing applications are examples
of the role of this service provider.

5. Home Access Service Provider (SP5) — thisis the service consumer’s home account service provider,
which ultimately bills the consumer. The other service providers deliver settlement IPDRs to SP5.

SE1 BSS1 SE2 BSS2 SE3 BSS3 BSS4 BSS5
event
event 2
event 3
event 4 event 5
event 6 event7
‘ ‘ event 8
event 9 event 10
Figure12

The following IPDR sequence of events occur:
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SC initiates access request to the SP1. SE1 send start IPDR to BSS1

SCinitiates Vol P call to conference bridge via SP2’s gateway server,]. SE2 send start IPDR to BSS2.
SC initiates connection to SP3’s presentation broadcast server. SE3 send start IPDR to BSS3

SC terminates Vol P call. SE2 send stop IPDR to BSS2

BSS2 send settlement |PDR to BSS5

SC terminates presentation session. SE3 send stop IPDR to BSS3.

BSS3 sends settlement |PDR to BSS4

BSA relays settlement IPDR to BSS5

SC terminates access. SE1 send stop IPDR to BSS1

10. BSS1 sends settlement IPDR to BSS5

© © N o gk~ 0w NP

To simplify this scenario the intervening IPDR messages passing to and from the IR, IS, and IT have been
omitted in Figure 12. These IPDR messages have previously been discussed.
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3. Business Requirements

3.1 Introduction

This chapter provides high-level requirements for BSS applications needs. It aso provides the framework for
specifying new | P services not already covered in the various standal one Service Specification documents.

Section 3.3 provides the general overview of the network model from previous chapters and its applicability to the
BSS applications needs. The focus for specifying requirements is given to D interface though there may be implied
requirements to other interfaces. Section Error! Reference sour ce not found.3.3 provides general requirements and
general usage attributes applicable to any 1P service. Note that any new |P service added in the future may impact
the general requirements and usage attributes. Section 03.4 provides IP services covered and yet to be covered in
this chapter.

3.2 Assumptions

Home Service Provider handles all business needs (via BSS applications) of the Service Consumer.

Service Consumer may or may not be within the Home Service Provider’s service area.

BSSto BSSinterfaces (E Interface) is outside the scope of this version of the NDM-U.

Some applications of NDM-U will result in large numbers of IPDRs being generated, requiring economical
storage, transport, and processing implementations. Several requirements stated below are intended to address
this assumption. However, no quantitative requirements regarding performance (end-to-end delay, transfer rate,
etc.) or efficiency (message size, compression ratio, etc.) will be stated in this document. The mechanisms
designed in later chapters of this document, which satisfy the general requirements in this area, should give
implementers adeguate tools to make cost versus technology tradeoffs, justified in light of the business problem
being solved. Product vendors designing implementations of this specification are assumed to be aware of the
overall marketplace requirements for such systems and service providers selecting one or more of these
implementations will be expected to require those vendors to demonstrate competitive features in the area of
performance.
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3.3 Generic Requirements

3.3.1 Mediation

The general requirements for mediation (defined here as all those functions performed between the A and D
interfaces) are, in amost all cases, service independent. Depending on the business model mediation tasks could
span a wide variety of actions. However, in general terms mediation tasks include the collection, generation,
aggregation and reconciliation of IPDRs across Service Elements, geographical areas and time.

1. Mediation shall support both polling and the producer can initiate pushing for data transfer, so that the data

transfer either by the consumer or autonomously.

Mediation shall support data transfer for both individual events and batches of events.

Mediation shall support retrieval of IPDR documents.

Service elements shall be uniquely identified within the scope of each terminating IPDR Recorder.

Each IPDR shall have a unique event identifier within service elements. If IPDRs are related and the relation is

visible to the IPDR Recorder (aggregator) then, a reference to the related record (base IPDR) shall contain this

unique identifier.

6. IPDR shal enable the interim recording across multiple service elements and time. That is, enabling event
information to exist in multiple records, over several IPDR documents.

7. Mediation shall support uniquely identifying IPDR documents for the purpose of gap and duplicate detection.

arwd

3.3.2 Format
This set of requirements pertains to the IPDR format.

1. The IPDR format shall be extensible permitting the addition of any set of services and service specific usage
attributes.

2. ThelPDR format shall be able to self-describe its usage attributes.

3. ThelPDR format shall capture sufficient information to identify an IPDR Service Consumer.

4. The IPDR format shall provide specified data types, so that various systems can interpret the data properly.
Times in IPDR should be expressed per SO 8601 format for the purpose of facilitating data exchange. The
specific time precision requirements vary with applications (e.g. IP packet time as opposed to billing time) and
are individually specified in the attribute list. For billing purpose, time stamp accuracy should be 1 second or
better. Local time zone offset with referenceto GMT should be provided and should reflect local time of calling
party for correct billing.

5. ThelPDR format shall support efficient encoding.

3.3.3 Application Protocol

The NDM-U protocol shall support encryption of IPDR documents.

The NDM-U shall use open protocols and description languages.

NDM-U protocol/format shall separate the record format and exchange protocol.

NDM-U protocol shall support transfer capabilities negotiation.

NDM-U protocol shall support both individual and batch transfers of data

NDM-U protocol shall support resynchronization to a particular point in the order of delivery of IPDR
documents.

ok wNE

3.3.4 Usage Attributes

1. TheIPDR format specification shall indicate, for all usage attributes, if the information is required, optional or
conditional .

2. ThelPDR format specification shall indicate usage attributes data type.

3. Where appropriate, a data type of value/unit shall be specified to denote the unit of measure of an associated
attribute value.
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3.3.5 Settlement

1. The NDM-U protocol and format shall support roaming.
2. The NDM-U protocol and format shall support mobile service consumer.
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3.4 Listing of Services

3.4.1 Services Covered

For describing the context environment of the business requirements listed in this chapter, a set of services is
analyzed. Then, for each service multiple use cases, stated from the perspective of the Service Consumer, are
depicted. See references [ 7] through [13] for the specifications of the services analyzed to date.

3.4.2 Services Considered by other Organizations

It is recognized that the specification of services requires expertise and experience in the providing or equipping
such services. The IPDR organization encourages domain experts and service providers to submit specifications of
services whose usage would be recorded by an IPDR Recorder. The form of such submissions should conform to the
templates and guidelines described in Appendix A.
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3.5 Quality of Service (QoS) Metric Guidelines

Every service considered in Service Specification documents should contain metrics for Quality of Service (QoS).

3.5.1 QoS Metrics — General

Quality of Service (QoS) metrics characterize the quality level of a certain aspect of a service being offered, and
ultimately the customer satisfaction. They represent the subjective and abstract “quality” as perceived by the user in
terms of quantified values. QoS metrics can be used by service providers to manage and improve their service
offering, as well as by the customers (end users or partner providers) to ensure that they are getting the level of
quality that they are paying for. QoS metrics have now been used to support commercial applications such as SLA
(service level agreement) formulation and verification. They are also used in call-minute trading, where priceis
determined by volume and quality grade. The IPDR service specifications have incorporated relevant QoS metrics to
support such needs.

Telecom standards organizations, such as ITU-T study groups and QSDG (Quality of Service Development Group),
have been working on extensive studies and recommendations on quality-assessment methodol ogies and metrics for
the voice-band services (voice, fax, and modem) over PSTN. Their objective isto produce QoS metrics that are
meaningful, validated to be accurate, and standardized for industry-wide use. These standards are now being
enhanced, and new metrics being developed, to meet the needs of the emerging converged networks that use new
technologies (e.g., IP, wireless), and offer new types of services (e.g., steaming media, web browsing, e-mails).

3.5.2 Categories of Quality of Service and Network Performance Metrics
QoS metrics can be primary parameters that are determined by direct measurement of call characteristics or events,

such as circuit noise, echo path loss, or signaling release cause. Alternatively, QoS metrics can be derived from a
collection of primary parameters— for instance,

e Statistical calculation (e.g., call completion rate for calls to a given destination for a day),

e Opinion modeling (e.g., Call Clarity Index estimated based on measured circuit parameters
during acal), or

e Decision thresholds.
ITU-T (Rec. 1.350) distinguishes conceptually between Quality of Service (QoS) and Network Performance (NP)
metrics. QoS metrics pertain to end-user perceived, service-oriented attributes, while NP metrics pertain to network-
provider focused, connection-oriented attributes (e.g., protocol parameters). QoS and NP metrics can be used to
serve different objectives. For example, NP is useful for supporting wholesale SLA between two service providers,
and QoSis useful for SLA applications involving end users.
ITU-T categorizes generic QoS parametersin terms of three functions (Access, User information transfer, and
Disengagement) and the three performance criterion (Speed, Accuracy, and Dependency). Under this generic
framework, specific QoS metrics can be defined to serve different applications and service types, such as:

o QoS metricsfor different signal types, e.g., voice, fax, video

e QoS metricsfor one signal type (voice), but different service types, e.g., telephony
conversational voice, streaming audio, voice-mail

o QoS metricsfor the same signal type and service type, but different classes of commercial
offering, e.g., premium-price high-quality telephone voice service, as opposed to toll-free
best-effort telephone service with advertisements.

3.5.3 Survey of Standardized QoS Metrics
This section provides a survey of existing standardized QoS metrics.

Call/Session Setup Success

This metric relates to the question “How successful am | in reaching the called party or the requested session?” For
each call/session setup attempt, the completion code attribute in the IPDR represents the success/failure status of the
setup attempt and indicates the reason for afailure. Meaningful statistical metrics can be derived over collections of
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calls— for instance, callsto a given destination per hour using a given carrier. ITU-T recommendations E.425 and
E.600 provide definitions of the commonly used ASR (Answer-to-Seizure Ratio, the ratio of number of answered
callsto number of seizures), and NER (Network Effectiveness Ratio). A similar statistical metric can be used to
characterize the session-setup success rate for the generic | P-based services.

Call/Session Setup Delay

This metric relates to the question “How long is the waiting time to get to the called party or the session after the
initial setup request?’ For PSTN, thisis represented by the commonly used PDD (Post Dialing Delay = time
between the last dialed digit and the beginning of ring-back), or newer PGAD (Post Gateway Answer Delay) as
defined in ITU-T Rec.E.431 and E.437. Target values for call setup delay have aso been specified by ITU for local,
toll and international connections (Rec. E. 721). For the new | P-based networks, generic “session setup delay” can
be similarly defined.

Conversation and Voice Quality

This metric relates to the question “After | succeed in making a voice connection, how satisfactory isthe
conversation quality or voice quality during the call?” Conversation or voice quality can be affected by parameters
such as noise, echo, speaking volume, transmission delay, and impairments due to voice compression, packet |oss,
and jitter. In particular, two-way interactive conversation quality is critically affected by transmission delays. There
are anumber of standards that relate to conversation or voice quality.

Subjective Evaluation
The most direct way to assess voice quality is evaluation by human subjects. ITU-T Recs. P.800 and P.831 provide
specifications for a 5-point Mean Opinion Score (MOS) for voice quality assessment (1 = bad, 2 = poor, 3 = fair, 4 =
good, 5 = excellent). Because subjective evaluation is costly and time-consuming in practical terms, objective
evaluation techniques have been devel oped to estimate user-perceived MOS by means of psycho-acoustic models,
which can be signal-based or parameter-based.

Call Clarity Index
ITU-T Rec. P.561 defines In-service Non-intrusive Measurement Devices (INMDs) for measuring voice-grade
parameters (e.g., speech level, noise, and echo loss and delay) from live calls. ITU-T Rec. P. 562 describes the Call
Clarity Index (CCl), a conversation opinion model that transforms per-call IMND parameters into a pair of MOS
indices (1 to 5) to characterize the interactive conversation quality as perceived by the two participantsin the call.

Transmission Rating R-factor
ITU-T Rec. G.107, “The E-model, a Computational Model for Use in Transmission Planning,” generates a
transmission rating R-factor (0 to 100) that is based on input parameters pertaining to voice signal-to-noise ratio,
impairment due to loudness and quantization, impairment due to echo and delay, and impairment due to equipment
processing, as well as a customer-expectation factor.

User-Perceived R-factor
An alternative user-perceived R-factor can be derived from additional information pertaining to the occurrence
characteristics of |P network impairments (e.g., packet loss). ETSI TS-101-329-5V1.1.1 (2000-11), Annex-E,
provides descriptions of such techniques.

Perceptual Evaluation of Speech Quality (PESQ)
ITU-T Rec. P.862 provides a standardized signal-based psycho-acoustic model (PESQ) for assessing speech
listening quality (MOS) by comparing the received degraded signal against the transmitted reference signal, taking
into account of different impairment effects that can be present in the emerging networks. New non-intrusive models
also being evaluated in ITU can measure voice quality by comparing the live speech signals against known human
speech characteristics, without using a transmitted reference signal.

Fax Transmission Quality

Fax transmission quality isimportant for business applications, especially in an internationa environment. Fax
transmission QoS parameters are defined in ITU-T E.4xx recommendations. For example, Rec. E.458 specifiesa
figure of merit of fax transmission based on fax completion, maximum speed, and image errors. Rec. E.459 specifies
fax transmission performance metrics using non-intrusive techniques. Rec. E.460 specifies fax performance metrics
for V.34 Group 3 fax.
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Network Performance Parameters

ITU-T Recommendation Y .1540 defines network parameters that may be used in specifying and assessing IP
network performance. They are applicable to network segments or end-to-end connections. The defined parameter
set includes the commonly used parameters of IPTD (1P Packet Transfer Delay), IPDV (1P Packet Delay Variation,
or jitter), IPLR (1P Packet Loss Ratio), and IPER (IP Packet Error Ratio). In conjunction with the accompanying
Rec. Y.1541, which providestarget values for different QoS classes, these network performance parameters are
useful for supporting SLA management at the wholesale level as well as at the end-user level.

Video Transmission Quality

The ITU-T VQEG (Video Quality Experts Group) and ITU-T SG9 are focused on video-quality issues. Rec. N.64
defines five-grade scales (1,2,3,4,5) that can be quality-based (bad, poor, fair, good, excellent) or impairment-based
(Very annoying, Annoying, Slightly annoying, Perceptible but not annoying, Imperceptible). These scales can be
used for subjective assessment of video quality. Objective video-quality measurement techniques have also been
addressed in Rec. J.143/J.144.

3.5.4 QoS Classes and Performance Objectives

Classes of QoS have been defined to facilitate QoS management for service and business applications. For example,
QoS classes can be selected for different service types, or the same service type but different price brackets.
Performance targets can be specified for each QoS class in terms of the value ranges of pertinent QoS metrics. The
following are examples of QoS class definitions provided by standards organizations.

VoIP QoS Classes

ETSI TIPHON TS 101329-2, “Definition of Speech Quality QoS Classes,” provides guidelines for narrowband
VolP QoS classes (4 = high, 3 = medium, 2 = acceptable, and 1 = best-effort/no-guaranty) in terms of transmission
rating R-factor, speech quality (eguivalents of known voice-codec quality) and end-to-end delay. A new QoS class
has been recently added for the wideband voice service.

Guidance for IP QoS Classes

ITU-T Rec. Y.1541, “Network Performance Objectives for | P-based Services,” defines six IP QoS classes (0 to 5)
from the network perspective, on the basis of:

o Applications (from “real-time, jitter-sensitive, highly interactive” to “traditional application
of default IP networks”)

¢ Node mechanism (from “separate queue with preferential servicing, traffic grooming” to
“long queue, drop priority”), and

o Network techniques (from “constrained routing & distance” to “any route/path™).
For each QoS class, |P network-performance objectives are defined in terms of value ranges (upper bound) of
measured | P network parameters: IPTD, IPDV, IPLR, and IPER. Because this guidance is specified from the
network perspective, it is particularly useful for SLA support at the wholesale level (between service providers),
where end-users’ perception may not be directly measurable.

End-user Multimedia QoS Categories

A new ITU-T recommendation (Rec. G.1010) specifies different multimedia QoS categories from the end-user’s
perspective. Performance considerations are addressed in terms of three parameters (delay, delay variation, and
information loss) for different service applications, including:

e Audio: Conversational voice, voice messaging, high-quality streaming audio
e Video: Videophone, one-way video

e Data: Web-browsing (HTML), bulk data transfer/retrieval, transaction (e-commerce,
ATM), command/contral, still image, interactive games, Telnet, email (server access), e-
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mail (server-to-server transfer), fax (“real-time”), fax (store & forward), data—|low-priority
transactions, data—Usenet
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4. NDM-U Protocol — IPDR Document Structure and Transfer

This section contains a complete discussion of protocol; namely, the notation, encoding, message format, procedure
and semantics needed to implement the requirements specified in sections 2 and 3.

4.1 Overview of Encoding

This document defines two schemes for encoding |P usage records. Oneis atext-based XML encoding and the
other is a compact encoding based on XDR. A one-to-one mapping exists between each encoding scheme. The
XML encoding was developed first. Its strengths are that it is easy to read, debug, and deploy, while its weaknessis
that it has alow information density and can slow down the exchange of information. The compact encoding
scheme was introduced in NDM-U v3.0 and is a high-performance alternative to XML, allowing information to be
exchanged at faster rate due to the vastly higher information density of the usage records. XML Schemais used to
completely describe the names, types and order of elementsin the XML encoding. It also provides the starting point
for the compact encoding since there is a one-to-one mapping between the XML encoding and the XDR-based
compact encoding. Section 4.2 describes the XML encoding scheme and section 4.3 describes the compact
encoding scheme.

Note that the version numbers embedded in the various encodings below reflect the major and minor release number
of this specification. They do not reflect the editorial release level, since thisis defined as having no material effect
on the design or implementation of the specification. Use of any schema definition with the same version number
should result in correct operation, even if one of the schemas reflects editorial changes (e.g., thosein version 3.1.1).

4.2 XML Encoding

A single Master IPDR Schema Document declares elements common to all I1P-based Services. A service-specific
schema document is then used to define the usage attributes which describe usage events for a particular type of
service. For example, an IPDR instance document that corresponds to Streaming Media services must account for
the Movie Names, however an IPDR instance document corresponding to email services would not. For this reason
Streaming Media and email services require separate service-specific schema documents.

The IPDR Document hierarchy allows an IPDRDoc to contain many usage records (IPDRs). Details about the
consumer, service elements, and usage attributes are contained within each IPDR element. The master schema does
not define any child elements for the IPDR element because these details are specific to a particular service and in
fact may be different for each service. Note: Previous versions of the NDM-U defined child elements (SS), (SC),
(SE), and (UE) for the IPDR element, these sub-elements have been deprecated and are no longer used in NDM-U
3.0 and subsequent versions.

Figure 4.1 graphically presents the different IPDR elements and their relationship to each other.

# docld # yersion # creationTime # [PDRRecorderinfo
=tring string dateTimehsec =tring

+ |PDRcreationTime
Q dateTimeht
_@ & |PDRE 2 [ Imehzec
IPDRType +* seqNum
H
+ |PDRD0CE= 2 integer

_@ + IPDRDoc.EndE # count # andTime
irteger dateTimetizec
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Figure4.1

The document’s main body is made up of one or more IPDRs that represent single usage events.
The document has an optional ending block of information represented by IPDRDoc.End.

An IPDR contains data describing the consumer, service provider, and metrics or parameters of a specific usage
event. The usage represented may be measured as a discrete event, or part of an ongoing session.

Service specific schemas extend the base IPDR Schema by defining elements that are needed to characterize a usage
event for that particular service.

4.2.1 IPDR Master Schema

The Master IPDR Schema Document formally describes how al IPDR documents are constructed. Additional
details describing element use are included and considered part of the overall IPDR Document specification.
Comments do not form part of the specification.

The Master IPDR Schema document is used as the basis for construction of Service specific schemas. Appendix A
in this document provides detailed guidelines around the creation of service specific schemas and instance
documents.

The most recent version of the Master IPDR Schema Document is available at:

http://www.ipdr.or g/public/[PDRDoc3.1.xsd

The entire Master Schema is presented below and is followed by an annotated section containing further description
and restrictions on the various elements. The annotations are considered part of the specification. The service-
specific schema and annotations for the actual service specifications for the services listed in Chapter 3 follow in
References [ 7] through [13].
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"1.0" encoding = "UTF-8"7?>
"http://ww. w3. org/ 2001/ XM_Schema"

<?xm version
<schema xml ns

t ar get Nanespace = "http://ww. i pdr. or g/ nanespaces/i pdr"
xm ns:ipdr = "http://ww. ipdr.org/ namespaces/i pdr"
version = "3.1">

<el ement nane = "| PDRDoc" >

<annot at i on>
<docunent at i on>
The | PDRDoc el enent is the top-level container of a set of
| PDRs. The docunment will al so define the entity which
recorded these | PDRs via the | PDRRec el enent.
</ docunent ati on>
</ annot ati on>
<conpl exType>
<sequence>
<el ement ref
<el enent ref
</ sequence>
<attri bute nane
<attri bute nane
<attri bute nane
“i pdr: dat eTi neMsec"/ >
<attri bute nane
</ conpl exType>
</ el enent >
<el ement name = "| PDRDoc. End" >
<annot at i on>
<docunent at i on>
The | PDRDoc. End el ement optionally marks the end of the
I PDR bl ock. It may contain sone check information |ike a
count of | PDRs.
</ docunent ati on>
</ annot ati on>
<conpl exType>

"ipdr: 1 PDR'" maxQccurs = "unbounded"/ >
"i pdr: | PDRDoc. End" mi nCccurs = "0"/>

"docl d" use = "required" type = "string"/>
"version" type = "string"/>
"creationTi me" type =

"| PDRRecor der | nfo" type = "string"/>

<attribute name = "count" type = "integer"/>
<attribute name = "endTi me" type = "ipdr:dateTi neMsec"/>
</ conpl exType>
</ el ement >
<el enent name = "I PDRCreati onTi me" type = "ipdr: dateTi neMsec"/ >
<el enent nanme = "seqNunm’ type = "integer"/>
<conpl exType nane = "| PDRType"
final = "restriction">

<annot at i on>
<documnent ati on>
This is the base type for the I PDR el enent. The
servi ce-specific schema can extend this by deriving
fromit.
</ docunent at i on>
</ annot ati on>
<sequence>
<el enent ref
<el ement ref
</ sequence>
</ conpl exType>
<el ement nane = "I PDR' type = "ipdr:| PDRType" >
<annot at i on>

"] PDRCr eat i onTi ne" ni nCccurs = "0"/>
"seqNunmt’ m nCccurs = "0"/>
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<docunent at i on>
An | PDR descri bes an event between a service consuner

and a service elenent. Details of the event are contai ned
within this record. All IPDR el enents have a tine
i ndi cati ng when the event occurred.
</ docunent at i on>
</ annot ati on>
</ el ement >
<si npl eType name = "dat eTi neMsec" >
<annot at i on>
<docunent at i on>
This type supports tinme resolution at the mllisecond | evel
It is further constrained to al ways use the tinmezone
designator "Z" indicating GMI. Quantities of this type can
optionally use 3 digits of fraction after the second to
represent the milliseconds. |If absent, it is assuned the
mllisecond conponent is ".000"
Exampl e:  1999- 05- 31T13: 20: 00. 561Z
</ docunent ati on>
</ annot ati on>
<restriction base = "string">
<pattern value = "[0-9]{4}\-[0-9]{2}\-[0-9] {2} T[0-9]{2}:[O-
9]1{2}:[0-9]{2}(\.[0-9]{3}) 22"/ >
</restriction>
</ si npl eType>
<si npl eType nanme = "i pV4Addr" >
<annot at i on>
<docunent at i on>
An | P version 4 address in dotted notation deciml. Exanple: 15.13.120.22
</ docunent ati on>
</ annot ati on>
<restriction base = "string">
<pattern value = "[0-9]{1,3}\.[0-9]{21,3}\.[0-9]{1, 3}\.[O-
91{1,3}"/>
</restriction>
</ si npl eType>
<si npl eType nane = "i pV6Addr" >
<annot at i on>
<docunent at i on>
An | P version 6 address in colon separated 2 byte bl ock
hexadeci mal notation
Exanpl e: FEDC: AB19: 12FE: 0234: 98EF: 1178: 8891: CAFF
</ docunent ati on>
</ annot ati on>
<restriction base = "string">
<pattern value = "[0-9a-fA-F]{4}:[0-9a-f A-F] {4}:[0-9a-fA-
F1{4}:[0-9a-fA-F]{4}:[0-9a-fA-F] {4}:[0-9a-fA-F]{4}:[0-9a-f A-F] {4}:[0-9a-f A-
Fl{4}"/>
</restriction>
</ si npl eType>
<si npl eType nanme = "UU D'>
<annot at i on>
<document at i on>
A uni versal unique id in hex dash notation
Exanpl e: f81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6
</ docunent at i on>
</ annot ati on>
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<restriction base = "string">
<pattern value = "[0-9a-fA-F]{8}\-[0-9a-fA-F]{4}\-[0-9a-fA-
Fl{4}\-[0-9a-fA-F] {4}\-[0-9a-f A-F] {12}"/>
</restriction>
</ si npl eType>
</ schema>
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4.2.2 Annotated IPDR Master Schema

A description of each element in the IPDR Schema Document is presented below.

IPDRDoc
<el enent name = "I PDRDoc" >
<annot at i on>
<docunent at i on>
The | PDRDoc el ement is the top-level container of a set
of IPDRs. The docunent will also define the entity
whi ch recorded these I PDRs via the | PDRRec el enent.
</ docunent at i on>
</ annot ati on>
<conpl exType>
<sequence>
<el enment ref = "ipdr:|IPDR' maxCccurs = unbounded"/>
<el enent ref = "ipdr:|PDRDoc. End" mi nOccurs = "0"/>
</ sequence>
<attribute name = "docld" use = "required" type =
"string"/>
<attribute nanme "version" type = "string"/>

<attribute name
“i pdr: dat eTi neMsec"/ >
<attribute name = "| PDRRecorderl|nfo" type = "string"/>
</ conpl exType>
</element>

"creationTime" type =

The attributes of the IPDRDoc element are described below.
e docld - A Universally Unique Identifier (UUID)
e version - identifies the version of the Master IPDRDoc Schema being used. This version shall be <3.1°.
e creationTime - indicates the time this document was created. (See the “Generic Requirements” section
for more information about timestamps”)
o |IPDRRecorderinfo — identity of the IPDR Recorder responsible for the creation of this IPDRDoc.

|PDRDoc.End

<el enent nanme="1 PDRDoc. End" >
<conpl exType content="enpty">
<annot at i on>
<documnent ati on> The | PDRDoc. End el enent optionally marks the
end of the IPDR block. It nmay contain sone check
i nformation |i ke a count of |PDRs.
</ docunent at i on>
</ annot ati on>
<attribute name="count" type="integer" use="optional"/>
<attribute name="endTi ne" type="dateTi neMsec" use="optional "/>
</ conpl exType>
</ el ement >

The attributes of the IPDRDoc.End element are described below.
e count - the number of IPDRs contained in this document (used as a check)..
e endTime - the time this document was completed. (See the “Generic Requirements” section for more
information about timestamps”)
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IPDR

<el ement nane = "I PDR' type = "ipdr: | PDRType" >
<annot at i on>
<document at i on>
An | PDR descri bes an event between a service
consunmer and a service elenment. Details of the event
are contained within this record. Al |PDR el enents
have a tinme i ndi cati ng when the event occurred.
</ docunent at i on>
</ annot ati on>
</element>
<element name = "IPDRCreationTime" type = "ipdr:dateTimeMsec"/>
<element name = "seqNum" type = "integer"/>
<conpl exType nane = "| PDRType"
final = "restriction">
<annot at i on>
<docunent at i on>
This is the base type for the I PDR el enent. The
servi ce-specific schema can extend this by deriving
fromit.
</ docunent at i on>
</ annot ati on>
<sequence>
<el enent ref
<el enent ref
</ sequence>
</complexType>
The default child elements of the IPDR element are described below.
o |PDRCreationTime - the time the recorded usage event occurred. (See the “Generic Requirements”
section for more information about timestamps™)
e segNum - an optional integer value for auditing sets of IPDRs. Thefirst IPDR in each IPDRDoc has a
segNum value of 0. Each subseguent IPDR within the same IPDRDoc has a monotonically increasing

segNum.

"] PDRCr eati onTi ne" mi nQccurs = "0"/>
"segNumt m nCccurs = "0"/>

| PDRtypes

<si npl eType nane = "dateTi neMsec" >
<annot at i on>
<docunent at i on>
This type supports time resolution at the mllisecond
level It is further constrained to al ways use the
ti mezone designator "Z" indicating GUI. Quantities of
this type can optionally use 3 digits of fraction after
the second to represent the nmilliseconds. |f absent, it
is assuned the mllisecond conponent is ".000"
Exampl e:  1999- 05- 31T13: 20: 00. 561Z
</ docunent at i on>
</ annot ati on>
<restriction base = "string">
<pattern value = "[0-9]{4}\-[0-9]{2}\-[0-9] {2} T[O-
9]1{2}:[0-9]{2}:[0-91{2}(\.[0-9]{3}) 22"/ >
</restriction>
</ si npl eType>
<si npl eType nanme = "i pV4Addr">
<annot at i on>
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<docunent at i on>
An | P version 4 address in dotted notation decinmal. Exanpl e:
15. 18. 120. 22
</ docunent at i on>
</ annot ati on>
<restriction base = "string">
<pattern value = "[0-9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}\.[0O-
91{1,3}"/>
</restriction>
</ si npl eType>
<si nmpl eType nane = "i pV6Addr" >
<annot at i on>
<docunent at i on>
An | P version 6 address in colon separated 2 byte bl ock
hexadeci mal not ati on
Exanpl e:  FEDC. AB19: 12FE: 0234: 98EF: 1178: 8891: CAFF
</ docunent at i on>
</ annot ati on>
<restriction base = "string">
<pattern value = "[0-9a-fA-F]{4}:[0-9a-f A-F] {4}:[0-9a-fA-
Fl{4}:[0-9a-fA-F]{4}:[0-9a-fA-F] {4}:[0-9a-f A-F] {4}:[0-9a-fA-F] {4}: [ 0-9a-f A-
Fl{4}"/>
</restriction>
</ si mpl eType>
<si nmpl eType name = "UUl D'>
<annot at i on>
<docunent at i on>
A uni versal unique id in hex dash notation
Exanpl e:  f81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6
</ docunent ati on>
</ annot ati on>
<restriction base = "string">
<pattern value = "[0-9a-fA-F]{8}\-[0-9a-fA-F] {4}\-[ 0-9a-
fA-F]{4}\-[0-9a-fA-F] {4}\-[0-9a-f A-F] {12}"/ >
</restriction>
</simpleType>

The schema fragment above islexically included in the IPDRDoc schemato provide the default types required
to be used in service definition schemas (see [7]).
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4.3 Compact Encoding

4.3.1 Introduction to the Compact Encoding

This section defines a document format that offers a compact and efficient representation of usage accounting
data. Thisformat has the additional benefit of providing awell-defined equivalent XML encoding. Both the
compact and XML formats are based on a common service definition specification defined by IPDR. The
service specification is expressed as one or more XML Schema documents, which follow particular guidelines.

+ +
| Service Definition(s) |
| (in XML Schema) |

+ +
| |
% %
+ + + +
| Usageinformation | |Usageinformation |
| (an XML Document) | | (acompact document)|
+ + + +

The details of the XML encoding are contained in Section 4.2.

The compact encoding represents integers and floating point valuesin a binary format as opposed to XML that
uses an ASCII format. Thisincreases the efficiency of reading and writing these values. The identification of
usage attributes is done using the same ASCII names used in the XML format. These names are defined in the
Service Definitions. XML namespace concepts that prevent name collisions are also supported.

The primary space savings comes from the separation of description of the usage attributes (i.e. their name and
type) from the actual event values.

In situations where multiple instances of the same event format occur, this separation allows description
information to be written only once in the document. Only the values are written for every event.

The exact format used to encode the values is defined in the RFC1832 External Data Representation (XDR).
The compact document format allows for both encoding and decoding entities to process the documentsin a
stream-oriented fashion. That is, a decoding entity does not need to read to the end of the document before
beginning to extract information. Similarly, an encoding entity does not need to have all the information in
memory before beginning to write the document.

This streaming property can be critical when exchanging large sets of accounting information.

4.3.2 Requirements

The IPDR Protocol Working Group set the following requirements for a compact encoding format:
e Theformat should be more space efficient than the XML equivalent (preferably by several times).

e Theformat should alow for efficient parsing and processing.
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e  Complexity should be minimized in order to spur adoption and inter-working systems, and aid in
debugging.

e Theformat would ideally draw from existing standards work.

e Theformat should provide performance and size characteristics that are comparable to known vendor
proprietary formats.

e There must be well defined mapping from the service definition to the encoding.
e Theformat should alow for easy extension and expansion of the of defined services.

o Theformat should be self-describing. That is, knowing an encoding is an IPDR document, a system
should be able to extract the recorded usage information without additional external control.

4.3.2.1 Space Efficient

The exact savings is dependent on the length of the attribute names from the service definition, the ratio of
primitive types to string oriented data, and the number of occurrences of similar usage eventsin a document.

Consider arecord which contains the following five usage attributes:

<IPDR xsi:type="AA-Type">
<subscriberl d>joe</subscriberld>
<ipAddress>192.168.2.64</ipAddress>
<nasl dentifier>nasl.foo.com</nasld>
<acctl nputOctets>13444</accti nputOctets>
<acctOutputOctets>77777</acctOutputOctets>
</IPDR>

Not including blanks and linefeeds, this record occupies 219 bytes.
The compact encoding of thisrecord is as follows:
00000002 00000001 FFFFFFFF 00000003
j 0 e 00 CO0984020 0000000C n as 1
f oo . com 00003484 00012FDF
The compact encoding takes 48 bytes and is about 4.5 times more compact than the equivalent XML encoding.
Note that one time header costs in either document format are not shown or counted. 1f only one or two usage

events are encoded in an instance document, then the compact format savings will be significantly less than this
factor. However as the number of events of asimilar type increases, the savings approaches this val ue.

4.3.2.2 Efficient parsing and processing

Because numeric values are represented in binary format, they may be mapped directly into variables. Likewise
when producing this format, variable contents may be simply written to thefile.
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The descriptor format allows processing entities to operate in atable driven approach to the production and
consumption of different record types.

4.3.2.3 Low Complexity

There are only eight basic primitive types to encoded and decode. Record descriptors have a simple name
based format. Records themselves consist of only simple primitive types. The overall document structureis
closely related to XDR which allows the format to be described in a C-like language, which is concise and well
understood.

4.3.2.4 Existing standar ds wor k

The encoding policy for primitive valuesis based on XDR [RFC1832], the service definition format is common
with that for XML IPDR Services and is a subset of XML-Schema. Support for multi-byte character content is
based on UTF-8 (RFC2279).

4.3.2.5 Perfor mance and size characteristics

Preliminary resultslook promising. However this document can’t provide any quantitative data since the
member companies are somewhat reluctant to share this data.

4.3.2.6 Well defined mapping

The names of usage attributes are common in the XML and compact encoding model and derive from the same
service specifications. [Note to ensure this, further restrictions on the use of XML-Schemawere defined in
NDM-U 3.0]

4.3.2.7 Extension and expansion

The means for extending service definitions by third parties as well as within IPDR.org has been clarified in
NDM-U. It simply involvesthe creation of additional XM L-Schema documents to describe the new service and
the proper use of XML-Namespaces.

4.3.2.8 Self-describing

The document contains versioning information at the front of the header to support changes over time. The
document contains references via URI to namespace and service definitions and contains descriptor blocks that
identify usage attributesin events according to their XML-Schema based service definition. This produces a
fully self-describing document.
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Note that this assumes that the service definition URI information is present and accessible to the processing

entity.

4.3.3 XDR Structure Definition

The compact encoding structure is defined using XDR notation. This provides a concise and readable means to

convey the elements of the encoded format.

This definition first presents the XDR specification language for the format and then describes the key elements

of the compact form in the following sub-sections.

/* IPDRDoc.xdr
*

This file defines the structure of IPDRDocumentsin a
compact format. It is expected that IPDRDocuments will
be stored in External Data Representation (XDR)
format according to the structures defined in this
file.

XDR is defined in RFC1832.

*

*

*

*

*

*

*

*

* In order to accommodate efficient encoding of large
* sets of data, the compact IPDR deviates from XDR

* when encoding the length field associated with

* |PDRRecordData and the set of |PDRStreamElements.
*
*
*
*
*
*
*
*
*
*

In particular the length field uses a value of
OXFFFFFFFF, in order to indicate that the element
count isindefinite. The number of elements for
theseitemsisimplicit as part of decoding the
content of those items.

Note that only data structures are defined here.
This defines a format/structure to encode IPDRDocs it
does not define any transport.
*/

/*
* Define our own string type, UTF8String. This emphasizes

* that the content may not be ASCII, but may be UTF-8 encoded

* representation of Unicode/l SO character set.
*

* Note that strings consisting of basic 7-bit ASCII characters
* are unchanged when represented in UTF-8.

*/

typedef opaque UTF8String<>;

/*
* Allowed primitive data types
*
/
enum AttributeType {
INTEGER =1,
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UNSIGNED_INTEGER = 2,

HYPER =3
UNSIGNED_HYPER =4,
FLOAT =5,
DOUBLE =6,

BYTE_ARRAY =7,
UTF8_ARRAY =8

[* AttributeDescriptor

* An attribute descriptor defines one attribute which will
* gppear in arecord. It contains the attribute name and

* the attributes type.

*/

struct AttributeDescriptor {

UTF8String attributeName; /* The name of an attribute. This name will either
* come from the default namespace or it will come
* from an aternate namespace as defined in the
* header. If an alternate namespace is used, the name
* will use XML syntax of the form nameSpacel d:attributeName
*/

Attribute typeCode; /* Describesthe type of this attribute. Explicitly
* including the type alows us to continue parsing
* arecord even when the attribute name is unrecognized.
*/

—

~
*

RecordDescriptor

A record descriptor defines the set of attributes which are
carried in each record of adesignated type. If different
subsets of attributes are carried in different records, then
arecord descriptor is required for each.

E R

* The record descriptor contains a sequence of attributeDescriptors
* which identify the name and type of the attributes which are

* associated with this record type. The type definition will

* alow an entity which does not recognize some of the attributes

* to till successfully parse the document.

*/

struct RecordDescriptor {

int descriptorld; [* The descriptorld is an integer which will allow
* individual recordsin a given document to specify
* which descriptor describes their layout.
*/

UTF8String typeName;  /* identifies arecord type defined in a service definition.
* Record types specify the optional and mandatory fields.
* Note that there may be multiple descriptors associated
* with the same named type if they use different sets of
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* optional attributes.
*/

AttributeDescriptor attributes<>; /* Liststhe attributesin the order they will appear
* in records in this document. A record which points
* to this descriptor's descriptorld, must exactly
* match the set of attributes identified in thislist.
*/

1

/* IPDRRecordData

* Anindividual record is a packed set of attribute values

* determined by arecordDescriptor. The values are encoded
* into the octet array according to their primitive format

* and the XDR encoding rules. The overal length of the

* opaque array is specified using the indefinite form (a

* deviation from RFC 1832) in order to enable the output

* to be produced efficiently.

*/

typedef opague |PDRRecordData<>;

~
*

IPDRRecord

An ipdrRecord structure represents a single recorded usage
event. Itisaflat set of unique attributes. The specific
attributes are determined by the a recordDescriptor which is
referenced by index value.

The set of attribute values are encoded according to CDR rules
asif astruct had been defined with elements of the type
identified in the recordDescriptor and in the order defined

by the recordDescriptor.

L T T T I

*/
struct IPDRRecord {
int descriptorld; /* Theindex value of the descriptor which
* describes this records attributes. 1t must
* match the descriptor id in arecordDescriptor
* encountered earlier.
*/

IPDRRecordData data; /* The packed set of attributes */
|

/* IPDRDocEnd

*

* An IPDRDocEnd element is the last element in a sequence of
* jpdrStreamElement's contained in the doc.

*/
struct IPDRDocENd {
int count; /* indicates the number of usage elements carried

* in this stream of usage events, or -1 if
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* not used.
*/

hyper endTime;  /* 64-bit time representation, defined to be
* the number of milliseconds since
* Jan. 1, 1970 0:00 GMT.
*
/
|3

/*

* Types of StreamElements

*/

enum ElementType {
RECORDDESC =1, /* Describesarecord structure */
IPDRREC =2, [* Thevaluesof asinglerecord */
DOCEND =3 /* Indicates the end of the element stream */

};

/* IPDRStreamElement
*
*  AnipdrStreamElement defines the types of non-header
* records which are contained in an IPDRDoc.
*
/
union IPDRStreamElement switch (ElementType kind) {
case RECORDDESC: RecordDescriptor desc;
case IPDRREC: |IPDRRecord rec;
case DOCEND: IPDRDocEnd docEnd;

h

/* NameSpacelnfo

* This associates a namespace URI with asimpleidentifier. Itisused
* to incorporate namespaces besides default from which attributes

* are defined.

*/

struct NameSpacel nfo {

UTF8String nameSpaceURI; /* The URI for an alternate namespace. For example
* http://www.foo.com/ipdr/namespace
*/

UTF8String nameSpacel D; /* A string identifier which will be used to prefix attributes
* which come from this namespace (e.g. "foo" would
* result in attributes being named like "foo:special Attr"
*/
|

/* IPDRHeader

*

*  The IPDRHeader contains general information about this document,
* including versioning, information about the recorder and
* referencesto IPDR Service definitions and their namespaces.
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*
/
struct IPDRHeader {

int version; /* The compact format version. Currently =3 */

UTF8String  ipdrRecorderlnfo; /* Identification information for the producer
* of thisdocument. Typcially URI, or blank
*/

hyper startTime; /* Number of seconds since the Epoch
* (00:00:00 UTC, January 1, 1970)
*/

UTF8String defaultNameSpaceURI; /* Identifies the default Namespace associated with
* thisrecord. Those attribute names which are
* unqualified will be assumed to be from this namespace
* (e.g. "http://www.ipdr.org/namespace)
*/

NameSpacel nfo otherNameSpaces<>; /* Identifies additional namespaces from which
* attributes are derived. Thislist may be empty.
*/
UTF8String serviceDefinitionURIs<>; /* Identifies the set of service definitions from
* which the records are produced.
*/
opague docld<>; /* The UUID associated with this document */

1

~
*

IPDRDoc

An IPDRDaoc represents a collection of usage events recorded
in acompact binary format consistent with the Externa
Data Representation (XDR defined in RFC1832).

The information content of the compact format is equivalent
to that contained in an XML encoded form.

Note that the length of the elements array uses the
indefinite form (a deviation from RFC1832). To support
efficient encoding of large sets of events.

L B T

*/
struct IPDRDoc {

IPDRHeader header;  /* containsinformation describing this
* |PDR document
*/

IPDRStreamElement  elements<>; /* The descriptors and ipdrRecords may be
* intermixed. An ipdrRecord may not refer
* to a descriptor which has not previously
* appeared. TheipdrDocEnd must be the final
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* element.
*/

4.3.4 Compact Format Definition

The basic structure is shown below:

B S +
| Header |
B S +
| Descriptor |
R +
| Usage Event |
B +
B +
| UsageEvent |
S +
| DocEnd |
. +

Multiple descriptors may appear in asingle document. The descriptors may be intermixed with usage events.
The only requirement is that a descriptor must appear before any usage event which referencesiit.

The Doc End element may appear exactly once and must be the last element in the document.

It should be noted that in order to support the stream based encoding and decoding there are two points where
arrays will be encoded using an indefinite length indicator. Thistechnique is a deviation from

RFC1832, but is necessary in order to reduce the possible memory and data copy requirements which could
result from requiring the length be calculated up front.

The use of indefinite length does not produce any ambiguity when decoding the document, because in both

cases where it is used, the process of decoding the indefinite length content will clearly identify where the end
of the indefinite length set is located.

4.3.4.1 Compact Document Header

The document header is structured as follows.

+ +
| Version |
+ +
| Recorder Info |
+ +
| Creation Time |
+ -+

| Default Namespace |

| Other Namespaces |
+ +

©2002 IPDR, Inc. Page 51 of 100 10/9/2002




Network Data M anagement - Usage (NDM-U) for | P-Based Services Version 3.1.1

| Service Defs |
+ +
| Document UUID

+. 4
T T

4.3.4.1.1Version

The version number is recorded as a 32-hit integer.

The version number associated with this specification shall be 3.

4.3.4.1.2 Recorder Info

The recorder info is encoded as a 32-hit length indicator followed by a sequence of bytes of the specified length.
Padding with bytes containing zero are used to ensure the set of bytes ends on a 4-byte boundary (in accordance
with XDR encoding policy).

The length specifies the number of bytes (not including any padding). The length does not include the 4-bytes
which the length indicator itself occupies.

The content of the Recorder Info is not specified in this document. It may be a URI reference or other
information which aids in the identification of the element which created the document.

4.3.4.1.3 Creation Time

The creation time is a 64-bit integer value representing the time the time the recording entity began creating
this document. The value represents the number of milliseconds since Jan. 1, 1970 0:00 GMT.

4.3.4.1.4 Default Namespace

The Default Namespace is encoded as a 32-bit length indicator followed by a sequence of bytes of the specified
length. The Namespace, if present, should be in the form of aURI.

This namespace creates an association between unqualified attribute names and the default namespace, as
specified in the "Namespaces in XML" W3C Recommendation.

4.3.4.1.5 Other Namespaces

The Other Namespaces should enumerate those namespaces used in addition to the Default Namespace in a
given instance document.

If al of the attribute references come from a single namespace, then the Default Namespace will suffice and
Other Namespaces will have alength of 0.
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Namespaces are defined by the various schemas which are used for a given instance document. Multiple
schemas may belong to the same namespace (for instance all IPDR-defined Service Definition schemas arein
the namespace http://www.ipdr.org/namespaces/ipdr). Note that namespaces may be directly referenced by a
schema (via the targetNamespace directive) or may be used indirectly when one schema imports another
schema from a different namespace.

In either caseit isimportant that all namespacesin use for an instance document be identified by the
combination of the Default Namespace field and the Other Namespaces field.

4.3.4.1.6 Service Definitions

The Service definitions are encoded as 32-bit integer representing the number of UTF-8 strings which represent
the service definition URIs. It is recommended that these URI's be accessible to the reader.

Each Service definition is a 32-bit length indicator followed by a sequence of bytes of the specified length.

It is assumed that the service definition URL's point to instances of XM L-Schema documents which are further
constrained to conform to the guidelines defined by the IPDR Service Definition Guide.

These Service Definitions will contain XML element definitions including typing and descriptive information.
Thisinformation can be used to by a consuming entity to derive additional details about the individual usage
attributes.

The usage attributes referenced in the document descriptors should correspond to entity definitions (with the
appropriate namespace qualification) appearing in these Service definitions.

Note however if attributes do not appear in a Service definition or no service definitions are present or the
service definition URIs are unreachabl e, the document itself is still able to be processed. There will merely be
less explicitly available information about the attributes. And thereis a greater risk that documents may refer to
attributes using the same name with a different meaning.

4.3.4.1.7 Document UUID

Each document produced by arecorder will have a globally unique identifier to aid in the tracking of usage
information delivery.

The UUID shall be encoded as a 32-hit length specifier (which will always have the value 16) followed by the
16-byte UUID sequence. UUID's are defined in the OSF specification for Distributed Computing Environment
(DCE).

4.3.4.2 Stream Elements

The compact document format contains a header followed by a sequence of Stream Elements. Stream Elements
are one of three types:

o Descriptor - adescriptor defines the structure of an IPDR Record. The descriptor is composed of a
sequence of Attribute Descriptors which define the name and type of each Usage attribute as it will
appear in an record.
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e |PDR Record - arecord consists of areference to a descriptor followed by a sequence of values
encoded in the order defined by the descriptor. Each value is encoded following the rules for the
primitive type identified in the descriptor.

e Document End - this structure is used to mark the end of a series of stream elements. It also contains a
count of IPDR Records and a timestamp indicating when the recorder completed production of this
document.

In the XDR description language presented earlier the sequence of Stream elements is defined in the IPDRDoc
structure as:

IPDRStreamElement  elements<>;

XDR specifies the rules for encoding the variable length array of elements as encoding a 32-bit integer
indicating the total number of elements followed by the encoded instances of those elements.

+ +
| Element Array Count* |
| Encoded Element |
| |

+ +
| Encoded Element |
| |

+ +

+ +
| Encoded Element |
| |

Requiring that the number of elements be encoded before the elements themselves are laid down in the record is
impractical in applications where avery large set of usage events are to be recorded. In some casesitis
desirable to begin recording the set of events before all the usage events have even arrived. In this casethe
recording entity will not have knowledge of how many elements are to be produced at the time the array length
isto be encoded. This specification deviates from the XDR encoding, by instead requiring that the length
always be specified by the value OXFFFFFFFF. This indicates that the number of elements must be determined
through the process of decoding the sequence of elements.

The end of the sequence of elements is unambiguously determined by the presence of a Document End element.
After decoding this element the sequence is considered complete.

4.3.4.2.1 Record Descriptor

The record descriptor defines the structure of one set of usage events which may appear later in this sequence of
stream elements.

It is encoded as follows:

+. +
T T

| Union Discriminator |
+ +
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| Descriptor ID |
+ +
| TypeName |

| Attribute Desc Count |
+ +
| Attrribute Descriptor |
+ +

| Attrribute Descriptor |
+ +

+ +
| Attrribute Descriptor |
+ +

The union discriminator field is the mechanism used by XDR to distinguish among different instances of a
union type. Thisfield is always represented by a 32-bit integer. Stream elements which are Record Descriptors
use the value 1, to distinguish them from other stream element types.

The descriptor ID is a 32-bit integer identifier used to distinguish between other record types which may appear
in the same stream. It is recommended to begin issue descriptor ID's beginning with 1 or 0 and assign
sequential id's as new descriptors are added to a given document.

The typeName is a 32-hit length indicator followed by a sequence of bytes of the specified length. It isintended
to refer to a ComplexType definition which appearsin a service definition. The typeName may be namespace
qualified if the type definition is from one of the other namespaces and not the default namespace.

The attribute descriptor count is encoded as a 32-bit integer. It represents the number of attribute descriptors
which are present.

The order of the attribute descriptors indicates the order in which values for this record type will be encoded in
IPDR Record data stream elements.

Each attribute descriptor consists of two fields:

+
| Attribute Name

4.

| Primitive Type
+

+— +— +

4.3.4.2.1.1 Attribute Name

The Attribute Name is encoded as a 32-bit length indicator followed by a sequence of bytes of the specified
length.

The attribute name is a character string identifying an attribute. The name is formulated according to the
conventions defined in the W3C Recommendation, Namespacesin XML. Specifically the presence of the ":"
character is used to indicate a non-default namespace. The substring on the left of the":" should match a prefix
defined in the Other Namespaces section of the header. If no ":" is present then the name is considered to be
taken from the default namespace. In either case, the name should match an attribute definition in one of the
referenced service definitions. Although the presence of the service definitions are not required, if thereisno
match, then additional information about the attribute will not be directly known to a consuming application.
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An application may have additional information about a named attribute through external means not provided in
this specification. However in this situation it should be noted that the self-describing nature of the document is
diminished.

4.3.4.2.1.2 Primitive Types

The primitive type is encoded as a 32-hit integer value.

The atomic primitives provided by this specification are the following, have the following identifier
assignments:

INTEGER =1,
UNSIGNED_INTEGER = 2,
HYPER =3,
UNSIGNED_HYPER =4,
FLOAT =5,
DOUBLE =6,

BYTE_ARRAY =7,
UTF8_ARRAY =8

An Integer is a 32-bit signed integer value.

An Unsigned integer is a 32-hit unsigned integer value

A Hyper isa64-bit signed integer value.

An Unsigned hyper is a 64-bit unsigned integer value.

A Float is a 32-hit floating point value.

A Doubleis a 64-bit floating point val ue.

A Byte array is a sequence of bytes of a specified length.

A UTF8 array is a byte sequence which represents the UTF8 encoding of a string of characters. The length
indicates the number of bytes which UTF8 encode this string. Strings are not null terminated. ASCII strings
which are made up of characters exclusively in the range 0x00-0x7F do not require any transformation to be
represented in UTF8. Character code points which are in the range 0x80-OxFF and those which require multiple
bytes have a simple mapping function defined in RFC 2279.

UTF8 is defined as a separate primitive type, because the use of information encoded as stringsis a broadly

applicable distinction from data which consists of a sequence of byte values which do not represent character
code points.

4.3.4.2.1.3 First Normal Form

The sets of information which can be encoded for a single usage event are considered to bein "first normal
form". First normal form isabasic relational database concept which states that the basic properties of tables
are that they are made of atomic primitives and do not have multiple values for any attribute.
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Usage events which consist of lists of information can still be represented by dividing the information content
into different record descriptors and linking the events with some common identifier(s). Alternatively some
simplelists could be carried in string or byte array fields, although this is discouraged, because the self-
describing nature of the document, in particular the embedded list, is diminished.

4.3.4.2.2 | PDR Record Data

The record data identifies the descriptor that defines the layout of the encoded values followed by the encoded
values themselves packed according to the XDR encoding rules for the primitive type associated with each
attribute.

+
| Union Discriminator
=+
| Descriptor ID

| Length *
+

| Encoded value
+

| Encoded value
+

t—t—+— = +— 4

+.

| Encoded value |
+ +

The union discriminator field is the mechanism used by XDR to distinguish among different instances of a
union type. Thisfield isalways represented by a 32-bit integer. Stream elements that are IPDR Record Data
use the value 2, to distinguish them from other stream element types.

The descriptor id is a 32-bit integer identifier that should match a descriptor id defined previoudly in this
document instance in a Record Descriptor stream element.

The encoding of the length element diverges from the XDR specification. Ordinarily this would represent the
number of bytes that make up the series of encoded values contained in the data. However, because the
encoded values may contain variable length byte arrays, and strings that must be UTF-8 encoded, it can be
inefficient to calculate the length separately from the process of encoding the values. Therefore the length is
represented by the value OxFFFFFFFF that indicates that the individual values must be decoded according to the
specified record descriptor.

The end of the sequence is determined unambiguously upon decoding the last value of the sequence of
attributes.

4.3.4.2.3 Document End

The document end identifies the last element in the sequence of stream elements. It aso provides summary
information about the document. Specifically the number of usage events in the stream and the time when the
document was compl eted are recorded.

+ +
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| Union Discriminator
+

| Usage Event Count

| Document Completion Time
+

=+ — +—

The union discriminator field is the mechanism used by XDR to distinguish among different instances of a
union type. Thisfield isalways represented by a 32-bit integer. The Document End stream element uses the
value 3, to distinguish it from other stream element types.

The usage event count is encoded as a 32-bit integer value. It should match the number of IPDR Record Data
stream elements that appeared in this document.

The completion timeis encoded as a 64-bit integer value representing the number of milliseconds since Jan. 1,
1970 0:00 GMT.

4.3.5 References

Note that all RFCs are available from http://www.ietf.org/rfc/rFCNNNN.txt.
All W3C recommendations are available from http://www.w3.org/ TR/#Recommendations.
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http://www.ipdr.org/technical-work/document-rel eases.htm.

R. Srinivasan, "XDR: External Data Representation Standard"”,

RFC 1832, August 1995

Bray, T., J. Paoli, and C. Sperberg-McQueen, "Extensible
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"XML Schema Part 2: Datatypes', W3C Recommendation, May 2001.
"XML SchemaPart 1: Structures', W3C Recommendation, May 2001.
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T. Berners-Lee, R. Fielding, U.C. Irvine, L. Masinter, "Uniform
Resource Identifiers (URI): Generic Syntax". RFC 2396,
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N. Brownlee, A. Blount, "Accounting Attributes and Record Formats”,
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K. McCloghrie, J. Heinanen, W. Greene,A. Prasad, "Accounting
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4.4 Document Transfer

4.4.1 Introduction

First, it should be noted that the transfer protocol described in this version of the document is limited to the D
interface.

The NDM-U Transfer Protocol provides three models of delivery:

e |T Push, where the IPDR Transmitter is responsible for delivering IPDR documents to a known BSS
system.

e BSSPull, where a BSS system requests specific documentsfroman IT.

e Demand Poll, where the IT system natifies the BSS of the availability of IPDR documents and the BSS
isresponsible for pulling them.

The Transfer Protocol is defined in atransport neutral manner. The working groups of IPDR.org will define
specific mappings. In 3.0 there is asingle specified transport mapping, the file based transfer protocol. Thisfile
based mapping is aminimal implementation of the demand poll model. For the file based mapping, a subset of
capabilities are supported and communication is done through the file system rather than over the network.

A preliminary SOAP mapping was specified in NDM-U versions 2.0, 2.5 and 2.6. It has been moved from the
body of the document to Appendix B in version 3.1. This decision was based on the lack of implementation and
operational experience. Full mappings of the operations defined in this appendix are an area for further study.

The following sections define the Protocol :

e “Groups, Segquence numbers, Document ids and Subscriptions” describes how the IPDR Transmitter
organizes IPDRDocs for retrieval and delivery to BSS systems. The protocol primitives are dependent on
these concepts.

o  “NDM-U Protocol Primitives and Parameters” specifies the set of operations available in the 3.1 version of
the Transfer Protocol, and illustrated by the State Diagrams. These are again presented in a protocol
neutral format. One exception is the definition of a “Capability file”. This XML document is further
described in the next section.

e A statediagram view of the protocol interchanges; note that this does not specify any particular encoding or
transfer mechanism. The protocol neutral model allows for the assignment of different mappings for the
same basic protocoal.

o  “Capability Files, A Means for Subsequent Extension” describes how the XML based capability record can
be exchanged between an IT and BSS, and how extensions are managed.

o “Simple File Scheme Mapping,” describes the file based transfer protocol used in several IPDR
interoperability demonstrations. Note that thisis now considered an instance of the defined protocol (albeit
atrivial one).

e  “Security Considerations”, describes the security mechanisms available with the currently defined protocol
mappings.
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4.4.2 Groups, Sequence Numbers, Document Ids and Subscriptions

An IPDR Transmitter organizes IPDRDocs into groups. A sequence number and a unique document id identify
the documentsin agroup. BSS systems access IPDRDocs by explicitly pulling specific documents, or by
subscribing to a group to request delivery by the IPDR Transmitter.

4.4.2.1 Groups

An IPDR Transmitter will receive either IPDR Documents from an IPDR Store or individua IPDRs from one
or more IPDR Recorders. If individual records are received, it isthe responsibility of the IPDR Transmitter to
assign sets of records to an IPDRDaoc and to place themin alogical IPDR Store.

Each IPDR Document the IPDR Transmitter must process is assigned to zero or more groups. The business
rules, which assign IPDR Documents to groups, are alocal matter for the IPDR Transmitter. Similarly the set
of groups maintained by the IPDR Transmitter is alocal matter.

Groups are named with a string identifier. The assignment of group names are alocal matter, the only
restriction is that an IPDR Transmitter with multiple groups must have a different name for each group. Two
different IPDR Transmitters may use the same group name, but no relationship between these groupsisimplied.

4.4.2.2 Group Sequence Numbers

When the IPDR Transmitter assigns an IPDR Document to a group the document is given the next available
sequence number for that group. Sequence numbers within a group are never repeated. To guarantee this
property 64-bit integers may be needed to prevent roll over.

Sequence numbers are positive integers that increase by one for each new document. When anew group is
created, the first document assigned to that group should be given the sequence number of 1.

As1PDR Documents are aged off based on policy, the corresponding sequence number within that group is no
longer considered available.

4.4.2.3 Subscriptions

The NDM-U Transfer protocol provides a Push, Pull and Demand Poll based model for delivering IPDR
Documents.

The concept of asubscription isintroduced for the Push and Demand Poll models. A BSS system subscribes to
a document group maintained by the IPDR Transmitter. During the life of this subscription the IPDR
Transmitter will attempt to transfer each document in that group to the BSS. As new documents are added to
the group these will also be delivered. Note that in the case of Demand Poll the document identifiers are
delivered, but the BSS must pull the IPDRDoc itself.

Subscriptions may be explicitly requested by a BSS system through the subscribe primitive. Subscriptions may
also be explicitly ended by a BSS system using the unsubscribe primitive.

Alternatively subscriptions may be set up on the IPDR Transmitter through local means (i.e. configuration).
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During the subscription, the IPDR Transmitter will attempt to deliver each IPDR Document in the associated
group to the configured BSS system exactly once.

The simplest mechanism to accomplish such atransfer isto serially deliver each document in order of their
assigned sequence numbers.

Alternative mechanisms which deliver documentsin parallel over multiple communication channels to the
BSS may also be desirable, however the mechanism to recover documents is not defined by this protocol.

4424 Document lds

An IPDR Doc should have a globally unique identifier associated with it. These are Universal Unique
Identifiers (UUIDSs).

Thisidentifier is assigned when the IPDR Document is created. When the IPDR Transmitter assigns a
document to a group, the document's Id is not modified. Rather the document is assigned a sequence number
within that group. If the same document is assigned to multiple groups, the sequence number assigned for each
group isunrelated. However the document maintains its single unique document identifier, so that instances of
the same document in multiple groups can be identified.

The definition of Universal Unique Identifiers residesin the OSF specification for Distributed Computing
Environment (DCE). OSF CAE Specification, Document C706, 1997, Appendix A, located at:

http://www.opengroup.org/onlinepubs/009629399/

UUIDs are equivalent to Microsoft’s Globally Unique Identifiers (GUIDS).

An open source C implementation of UUID generation is available in the appendix of the IETF draft, draft-
leach-uuids-guids-01.txt. Thisdraft has expired, but an archived copy is available at:

http://www.i pdr.org/public/draft-leach-uuids-guids-01.txt

Note: the IETF draft was allowed to expire because the group considered the OSF work a referenceable
standard and did not chose to duplicateit.

©2002 IPDR, Inc. Page 62 of 100 10/9/2002


http://www.opengroup.org/onlinepubs/009629399/
http://www.ipdr.org/public/draft-leach-uuids-guids-01.txt

Network Data M anagement - Usage (NDM-U) for | P-Based Services Version 3.1.1

4.4.3 Protocol Primitives and Parameters
The following sections summarize the parameters to each NDM-U Transfer protocol primitive.

Unless otherwise indicated all parameters are required.

4.43.1 CapabilityReq

A reguest for a BSS to determine the modes of transfer and the versions of the transfer protocol supported by an
IT.

It has the following parameters.

e version - theversion of the NDM-U protocol in use. (string, e.g. “3.1”). Another level of subidentifiers
could be introduced to represent bug fixes or minor corrections (e.g. 3.0.1), but isdiscouraged. This
version uses the major revision number 3 and minor number of 1.

e requestorld - an identifier of the requestor. Thisisuseful for log and audit purposes today and BASIC
authorization. (string, URL identifying the requestor, e.g. “http://voip_bss.example.com:6615/bss1”).

4.4.3.2 CapabilityRsp+

The response carries a description of al available NDM-U transfer capabilities supported by thisIPDR
Transmitter (1T).

NOTE: The XML encoding of the capabilitiesis considered the canonical description for all subsequent IPDR
Transmitter protocol revisions and alternate mappings. All I'T implementations must support exporting
information regarding their capabilities viaflat filesin thisformat. Similarly it is assumed that systems
interested in accessing the services of an IT implementation will be able to consume this description.

It has the following parameter:

e supportedProtocolList - alist of items, which describe the capabilities of thistransmitter. Eachitem
consists of three subfields, plus optional extensions:

e version - aprotocol version that this IPDR Transmitter supports. (string, e.g. “3.1”)

e primitiveList - alist of the operations. A single name identifies the request, response+ and response-
primitives, which are supported by this IPDRTransmitter. (string list, e.g. “Capability, ListGroups,
Subscribe, and Push”). Note that Unsubscribe isimplied if Subscribeis offered.

e protocolMapping - a specific transport that is supported. Currently the only mapping specified is
“File”.

e extension - acontainer for version specific information. The contents of the extension are determined
by the version and protocolMapping, and can be ignored by systems not supporting them. For version
3.0 the only supported subfield isidentification information for the transmitter. Example:

<extension>
<transmitterld>http://voip_itl.example.com:6614/voip_it</transmitter|d>
</extension>

See the following section on Capability Files and Extensions for a complete example.

4.4.3.3 CapabilityRsp- (see general NegativeRsp)
Rejects a capability request.
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4434 ListGroupsReq
A request for the BSS to determine the available groups of an IT.

It has the following parameters:

e version - the version of the NDM-U protocol in use. (string, e.g. “3.1”)
e requestorld - an identifier of the requestor. Thisisuseful for log and audit purposes today and BASIC
authorization. (string, URL identifying the requestor, e.g. “http://voip_bss.example.com:6615/bss1”)

4435 ListGroupsRsp+
Carries the response to the request.

It has the following parameters:

e grouplnfoList - alist of items, which describe the groups currently available from this transmitter. Each

item consists of five subfields:

e groupld - the name of a group supported by this transmitter. (string, e.g. “voipl _group”)

e beginTime - the time the first document currently available from this group was created. (timestamp,
e.g. “2000-12-31T23:59:00Z”)

e  beginSegNum - the sequence number of this document within the group. (integer, e.g. 7013)

e endTime - the time the last document currently available from this group was created. (timestamp, e.g.
“2001-01-10T23:59:00Z)

e endSegNum - the sequence number of this document within the group. (integer, e.g. 10987)

44.3.6 ListGroupsRsp- (seegeneral NegativeRsp)
Rejects agroup listing request.

4.43.7 ListDocsReq
A request for the BSS to determine the documents in a group.

It has the following parameters:

e version - the version of the NDM-U protocol in use. (string, e.g. “3.1”)
e requestorld - an identifier of the requestor. Thisisuseful for log and audit purposes today and BASIC
authorization. (string, URL identifying the requestor, e.g. “http://voip_bss.example.com:6615/bss1”)
e groupld - the name of the group on this transmitter to have its documents listed. (string, e.g.
“voipl_group™)
e [optional any one of the following three, if none are specified it is equivalent to sinceSeqNum=0]
e sinceTime[optional] - only list documents in this group, which were since the specified time,
inclusive. (timestamp, e.g. “2001-01-08T00:00:00Z”)
e groupSegNum [optional] - only list the document in this group assigned this sequence number.
(integer, e.g. 9188)
e sinceSeqNum [optional] - only list documents in this group with a sequence number greater than or
equal to thisvalue. (integer, e.g. 9100)
e maxltems[optional, default=all] - the returned list should not exceed this number of items. (integer, e.g.
50)
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4.43.8 ListDocsRsp+
Carries the response to the request.

It has the following parameters:

e docinfoList - alist of items, which describe the documents meeting the criteria specified on the request.
Each item consists of three subfields:
e docld - the universally uniqueidentifier (UUID) for this IPDRDoc. (UUID, e.g. 2fac1234-31f8-11b4-
a222-08002b34c003. See[1])
e docTime - the time this document was created. (timestamp, e.g. “2001-01-08T00:00:00Z”)
e groupSegNum - the sequence number associated with this document in the group. (integer, e.g. 9188)

4439 ListDocsRsp- (seegeneral NegativeRsp)
Rejects a document list request.

4.4.3.10 SubscribeReq

A request for the BSS to acquire a subscription to a group (either document push or demand poll).
It has the following parameters:

e version - theversion of the NDM-U protocol in use, and expected for responses. (string, e.g. “3.1”)

e requestorld - an identifier of the requestor. In the context of a subscription request, this contains the
necessary information for the IPDR Transmitter to initiate messages back to the requestor. (string, URL
identifying the requestor, e.g. “http://voip_bss.example.com:6615/bss1”)

e groupld - the group, which the requestor wants to receive, push indications of subsequent IPDR documents.
(string, e.g. “voipl_group™)

e  beginSegNum [optional, default=0] - the earliest sequence number from which to begin transmitting
documents. If the IPDR document of this sequence number exists in the group, then this document and al
subsequent documents (ordered by sequence number) in the group will be transmitted. If this document has
aready been aged out within the group, then the lowest sequence number available which is greater than
beginSegNum should begin the stream. (integer, e.g. 7000)

e idOnly [optional, default="N"] - a Boolean flag indicating whether the requestor wants the documents
transmitted on the PushReq, or just the documents identifier (the latter case corresponds to the “Demand
Poll” model vs. true Push). (boolean, e.g. “Y”)

4.4.3.11 SubscribeRsp+

Carries the response to the request.
It has the following parameters:

e groupld - the group actually subscribed to. For thisversion, this value should match that requested. (string,
e.g. “voipl_group”)

e beginSegNum - the actual sequence number within the group from which PushReq’swill begin. (integer,
e.g. 7132)

4.4.3.12 SubscribeRsp- (see general NegativeRsp)

Rejects a subscription request.
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4.4.3.13 UnsubscribeReqg

A request for the BSS to release a subscription to a group.
It has the following parameters:

e version - the version of the NDM-U protocol in use, and expected for responses. (string, e.g. “3.1”)

e requestorld - an identifier of the requestor. Thisis necessary to identify an existing subscription. (string,
URL identifying the requestor, e.g. “http://voip_bss.example.com:6615/bss1”)

e groupld - the group that the requestor wants to unsubscribe from. (string, e.g. “voipl_group”)

4.4.3.14 UnsubscribeRsp+
Carries the response to the request.

It has no parameters.

4.4.3.15 UnsubscribeRsp- (see general NegativeRsp)
Rejects an unsubscribe request.

4.4.3.16 PushReq

A request sent by the I T to the BSS when the next document is available or it wakes up to retransmit, an
unacknowl eged document.

It has the following parameters:

e version - the version of the NDM-U protocol in use, and expected for responses. (string, e.g. “3.1”)

e requestorld - an identifier of the requestor. Note that in this case the requestor isthe IPDR Transmitter in
all other casesit isthe BSS end of the D interface. (string, URL identifying the requestor, e.g.
“http://voip_itl.example.com:6614/voip_it”)

e groupld - the subscribed group that this document is associated with. (string, e.g. “voipl_group™)

e docld - the universally unique identifier (UUID) for this IPDRDoc. (UUID, e.g. 2fac1234-31f8-11b4-a222-
08002b34c003. See[1])

e groupSegNum - the sequence number associated with this document in the group. (integer, e.g. 9188)

e |PDRDoc [optional, dependent on the “idOnly” flag setting at time of subscription] - the information
content of the IPDRDocument. (IPDRDaoc, this may be either the compact encoding or XML encoded
document.)

4.4.3.17 PushRsp+

Carries the response to the request.

It has no parameters.
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4.4.3.18 PushRsp- (see general NegativeRsp)

Rejects a document push request.

4.4.3.19 PullReq

A request sent by the BSS to the I T to retrieve a specific document.
It has the following parameters:

e version - theversion of the NDM-U protocol in use, and expected for responses. (string, e.g. “3.1”)

e requestorld - an identifier of the requestor. Thisisuseful for log and audit purposes today and BASIC
authorization. (string, URL identifying the requestor, e.g. “http://voip_bss.example.com:6615/bss1”)

e groupld - the group that this document is associated with. (string, e.g. “voipl_group”)

o [exactly one of the following two is required]
e docld - the universally unique identifier (UUID) for this IPDRDoc. (UUID, e.g. 2fac1234-31f8-11b4-

a222-08002b34c003. See[1])

e groupSegNum - the sequence number associated with this document in the group. (integer, e.g. 9188)

4.4.3.20 PullRsp+

Carries the response to the request.
It has the following parameters:

e groupld - the group that this document is associated with. (string, e.g. “voipl_group”)

e groupSegNum [optional, default none] - the sequence number associated with this document in the group.
(integer, e.g. 9188)

e docld - the universally unique identifier (UUID) for this IPDRDoc. (UUID, e.g. 2fac1234-31f8-11b4-a222-
08002b34c003. See[5])

e |PDRDoc - the information content of the IPDRDocument. (IPDRDoc, this may be either the compact or
XML encoded document.)

4.4.3.21 PullRsp- (see general NegativeRsp)

Rejects arequest to retrieve (pull) a document.

4.4.3.22 NegativeRsp

The negative response is a single primitive whichprimitive that is used to indicate a failure on any request.
It has the following parameters:

e reasonCode - a numeric identifier indicating the recipient of arequest failed to processit. (integer, e.g. 3)

Current code set:

1- nosuchversion. The recipient does not support the version requested.

2 - nosuch primitive. The recipient accepts the proposed version, but does not support this particular
primitive.

3- unauthorized. The requestor is not recognized as having permission to perform this request.

4 - no such group. A group specified on arequest does not exist.

5- groupSegNum not yet available. No documentsin this group have been assigned this high of a
seguence number.
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6 - groupSegNum aged off. The document in this group is no longer available to this transmitter.

7 - changeSegNum. The receiver would like a different sequence number pushed.

8- docldisnot available. The requested document is not available in this group (either because the
document Id was never available or because it has been aged off)

9 - dready subscribed. A subscription request has aready been fulfilled for this requestor and group.

10 - already unsubscribed. An unsubcribe request has arrived for arequestor that is not recognized as
subscribed.

e delayHint [optional, default none] - hint indicating a recommended amount of time in milliseconds for the
requestor to wait before issuing asimilar request. The requestor may ignore the hint if present. (integer,
e.g. 60000)

¢ segNumHint [optional, default none] - hint indicating the closest sequence number, which can be delivered
or isexpected. A requestor may use thisinformation to ater the next document in a group pushed or
pulled.

e versionHint [optional, default none] - indicates a preferred version, which may not result in errors. (string,
eg. “3.1”)

e primitiveHint [optional, default none] - indicates the set of primitives, which are supported by the receiver
of arequest. A single name identifies the request and response primitives that are supported by this
IPDRTransmitter. (string list, e.g. “Capability, ListGroups, Subscribe, Unsubscribe, Push”)
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4.4.4 State Diagrams
The following state diagrams depict the states and transitions used by the NDM-U Transfer Protocol.

For each transfer scenario, there is a state diagram associated with the IT and another associated with the BSS.

The state diagram attempts to provide a protocol neutral way to depict the behavior of the IT and BSS during
exchanges of IPDR documents.

4441 Readingthe State Diagrams

Each diagram depicts a set of states and the transition arcs between states are labeled with the Stimulus ("S")
which causes a state transition and the Response ("R") to the stimulus.

All of the state machines contain the start state. Most state machines do not define aterminal state, as normal
operation of these entitiesis to continue indefinitely. The behavior on system shutdown and restart is for the
state machine to begin again at the start state. It is assumed that necessary state information is maintained across
system restart. Thisincludes last sequence number sent, information about subscriptions, etc.

Some of the stimulus or response items in the diagram al so describe a condition. Thisis represented by a
parenthesis after the name of the stimulus or response event. For example "S: PushReq (gap)", indicates a push
request arrived but it is not the expected next document.

4.2.4.2 Subscription Services (IT)

The IPDR Transmitter supports various inquiries about its capabilities and documents. These are lumped
together as the Subscription Services. The diagram shows that upon start up any inbound request arriving at the
IT issimply serviced by the appropriate positive or negative response.

I'T states (IT Subscription Service)

S:CapablityReq

S: ListGroupsR
ISESTOUPSREY - o apeilityRsp

R: ListGroupsRsp

S:SubscribeReq (valid group)
R: SubscribeRsp + and create new

S: ListDocsReq state machine to service subscription.
R: ListDocsRsp or
ListDocsRsp- (invalid group, S:UnsubscribeReq (existing sub)

R: UnsubscribeRsp + and end state
machine for that BSS.

/'S:SubscribeReq (invalid group)
R: SubscribeRsp -

S: startup

R: none
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4.4.4.2 Push Service (IT)

The IPDR Transmitter manages a separate state machine for each active subscription. As new documents arrive
in the group, the transmitter attempts to deliver them to the BSS via PushReq messages. The transmitter will
typically await aresponse before proceeding. If aresponseis not received in a configured amount of timetl,
the sender will pause for a configured interval of time t2 and then attempt to deliver the same document. This
implies that areceiver may receive aduplicate IPDRDoc after acommunication failure and recovery. The
docld, or groupld and groupSegNum fields allow a BSS to identify duplicates.

Moving to the unsubscribed state effectively ends this instance of the state machine.

Note that parallel transmission of documents between an IT and BSS system could be conducted across multiple
communication channels.

I'T states (IT Push Scenario)

S: subscription created
R_none

S: subscription ended
R: none

S: startup
R: none

S: wakeup or next doc in group avail
R: PushReq
T

S: PushRsp(+ or - gap,
R: update seqnum

4.4.4.3 Push Service (BSS)

A subscribing BSS system must first complete a subscription to an IT and then will receive a stream of
documents. The documents contain a sequence number associated with the group identifier allowing gaps or
duplicatesto be detected in the stream.

Moving to the unsubscribed state effectively ends this instance of the state machine.

Note that parallel transmission of documents between an IT and BSS system could be conducted across multiple
communication channels.

©2002 IPDR, Inc. Page 70 of 100 10/9/2002



Network Data M anagement - Usage (NDM-U) for | P-Based Services

Version 3.1.1

BSS states (I T Push Scenario)

S: timeout
R: SubscribeReq

S: operator requests Await
subscription. inti
R SubscrjbeReq Subscription

S: PushReq (gap)

; A/S% beRsp-
UnSUbS:I’I bed R: none S: operator requests ungdb @ R: PushRsp-
R: UnsubscribeReq b\
S: UnsubscribeRsp+ S: PushReq
h g \Gap detect
update expected next seq

R: none R: PushRsp+

S: SubscribeRsp+ O S: PushReq (acceptable)

R: none

S: timeout
R: UnsubscribeReq

S: startup
R: none

4.4.44 Pull Service (IT)

The pull serviceis effectively stateless from the I'T’s perspective. Documents are requested in the context of a
group either by Docld or groupSegNum. If available they are delivered, otherwise an error is sent.

| T states (BSS Pull Scenario)

S:PullReq (available group/id or aged off id or futureid)
R: PullRsp (+ or - gap or - not ready)

S: startup
R: none
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4.4.45 Pull Service (BSS)

The BSS can continue to pull documents by incrementing the groupSegNum parameter. When aresponse

indicates the document is not available, the BSS will wait and then repoll for events. An alternative to timer
based polling, demand polling may be used.

BSS states (BSS Pull Scenario, Simple)

S: startup S: timeout or
R: Set seqnum to next expected PullRsp-
Set timer to 0. R: update timer

44.4.6 DemandPoll Service (BSS)

The BSS can maintain a subscription to a group, but chose to only receive the docld and groupSegNum, not the
document itself. These notifications can then replace the need for timers.

BSS states (BSS Pull Scenario, Demand
Poll)

S: timeout
R: SubscribeReq

S: operator requests
subscription.
R: SubscribeReq

unsubscribed

S: PullRsp+ (more in seq)
S: SubscribeRsp+ R: PullReq

: SubscribeRsp-

S: operator requests Ut
R: none

R: UnsubscribeReq

Await
nsubscriptio

S: UnsubscribeRsp+
R: none

S: timeout or
S: timeout PullRsp -
R: UnsubscribeReq R: set timer
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4.4.5 State Definitions

4451 Unsubscribed

For the Push and Demand Poll dialogs there is a state associated with being "unsubscribed". BSS systems
subscribe to receive events from the IPDR Transmitter. Once subscribed the state machines will begin from the
"start" state, but prior to subscription, the system is considered unsubscribed.

4452 Start

Thisisthe starting point for each state machine. When initialization of the system is complete, represented by
the stimulus "startup”, this state isleft. Systems only return to the Start state by some externally defined restart
mechanism.

4253 ldle

A system isin this state when there is no active communication with its peer.

4254 Await Response

A systemisin this state when an IPDR document has been transmitted or requested, but acknowledgement from
the peer has not yet been received.

4255 Await Subscription
A BSSwill enter this state when subscribing to a group.

4.2.5.6 Await Unsubscription

A BSSwill enter this state when unsubscribing from a group.

4257 Gap Detect

This state is entered by a BSS system when it receives an IPDRDoc from the IT that it does not expect.. This
can happen when a BSS is down for a prolonged period of time and aging policieson the IT side result in an
IPDR document being removed from the IT system.

The methods for addressing this situation are considered a policy of the system. The protocol provides some
simple means to attempt resynchronization. A BSS System always has the pull mechanism availableto retrieve
documentsin an "out of band" manner.

A BSS system may |leave the Data Gap state either based on automated policy or operator intervention.
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4.4.6 Stimulus and Responses

The mgjority of the stimulus and responses in the system are messages: push or pull requests or responses or
administrative requests or responses.

In addition to the protocol messages, the systems maintain timers in states containing the word "Await". Timer
expiration is the second most common stimulus.

The duration of the timers is an implementation matter and is not defined by this protocol.

The state machine al so has some decisions keyed off the IPDR Document sequence number specified. The
sequence numbers allow the IT and BSS to maintain synchronization of the documents transferred.

4.4.7 Capability Files and Protocol Extension

To address anticipated work by the IPDR Organization’s Protocol Working Group in the area of both refining
the protocol and creating additional mappings to address compactness and processing efficiency, a general
extension model is defined.

Thismodel allows aBSS to identify the capabilities available from a given IPDR Transmitter. In particular it
defines a ssimple “bootstrapping” model to identify all future capabilities.

All 1T’s should have associated with them a “Capability URL”. This URL identifies afile, which contains the
XML encoding of a CapabilityRsp primitive (see Primitives and Parameters section).

For example an IPDR Transmitter may have the Capability URL of
http://voipl.myco.com/voipl capabilities.xml. The specific file naming is determined by the IT itself, but itis
recommended to end with the “.xml” suffix.

Thiswould imply through the default HTTP port, there should be an XML document describing the capabilities
of that IT.

By parsing this XML document an implementation can identify instances of all versionsit recognizes,
supported by the IT. In addition for those recognized protocol versions and mappings, additional extension
information can be parsed.

The capabilities file documents the particulars of the protocol implementation for the IT with which it is
associated. Thefollowing is the schema of the capabilitiesfile:

<?xml version = "1.0" encoding = "UTF-8"?>
<xsd:schema xmins = "http://www.ipdr.org/namespaces/ipdrCap"
targetNamespace = "http://www.ipdr.org/namespaces/ipdrCap"
xmins:xsd = "http://www.w3.0rg/2001/X ML Schema'
version ="3.1"
elementFormDefault = "qualified"
attributeFormDefault = "unqualified">
<xsd:complexType name = "extensionType">
<xsd:sequence minOccurs = "0" maxOccurs = "unbounded">
<xsd:any namespace = "##any" processContents = "lax"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name = "supportedProtocol ltemType"'>
<xsd:sequence>
<xsd:element ref = "primitiveList"/>
<xsd:element ref = "extension"/>
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4.4.8 File Sharing Protocol Mappings

4.4.8.1 Rationale

Thisisafile sharing implementation of the transfer protocol. It supports minimal demand polling. IPDR.org
has hosted several interoperability demonstrations based on this file-oriented scheme. It isrelatively easy to
implement, but lacks the rich feature-set supported by the full state machine specification of the transfer
protocol.

4.4.8.2 Overview

This section describes the basic terminology and mechanics of the file sharing implementation of the transfer
protocol, while sections 4.2.10.3 thru 4.2.10.7 provide a more thorough description of the file sharing transfer
protocol.

The abstract transfer protocol, described in sections 4.2.1 thru 4.2.7, is based on the assumption that thereis
request/response based communication channel between an IPDR Transmitter (for the purposes of this
discussion thiswill be referred to as the IPDR Producer) and a BSS (henceforth referred to as an IPDR
Consumer). Since thisfile sharing implementation of that transfer protocol has no such formal communication
channel, many of the details presented in the transfer protocol section won’t map to this file sharing scheme in
an explicit way. However many key concepts do map from the transfer protocol to this file sharing approach.
Section 4.2.10.2.6 describes how the primitives defined in the general transfer protocol map to the elements of
the file sharing implementation of the transfer protocol.

4.4.8.2.11PDRDocs and Subscription Groups

Asan IPDR Producer creates IPDR documents (abbreviated as IPDRDocs) it places them into ASCI| files, with
one IPDRDaoc per file. The IPDR Producer sorts each IPDRDoc into one or more groups. IPDRDocs will
often be grouped by service type, by customer name, or by a combination of the two, though the IPDR Producer
isalso allowed to use any other useful policy to sort IPDRDocs into groups. These groups are referred to as
subscription groups to match the terminology used in the transfer protocol. Subscription groups provide an easy
way for an IPDR Consumer to access only those subsets of IPDRDaocs that are of interest to it.

4.4.8.2.2 Control filesand Contral file Rolling

Asthe IPDR Producer places an IPDRDoc into a subscription group, it adds the name (and possibly the
location) of the IPDR document file to the last line of the current control file for that subscription group. The
names of the control files follow a predictable naming convention, which is
<prefix><sequenceNumber><suffix>. The IPDR Producer may periodically create a new control file and name
it by incrementing the current sequence number by one. This process of periodically switching to a new control
fileisreferred to as“rolling”. When the Producer doesthis, it places a specia end-of-file string at the end of
the previous control file, so that any consumers who are reading from subscription group will know to stop
reading the old control file and to open the new control file. A common rolling policy is one that uses date-time
stamps, such that the IPDR Producer would change control files every hour or every day. However the IPDR
Producer is free to implement any “rolling” policy.
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4.4.8.2.3 Capability File

The IPDR Producer maintains a capability file, which has alist of all the subscription groups. The capability
file contains all the information an IPDR Consumer needs to “subscribe” to one or more subscription groups. In
this file sharing implementation, subscribing simply involves the IPDR Consumer copying or ftping the
IPDRDocs from a subscription-group. In this file-sharing scheme, the IPDR Producer has no knowledge of
which IPDR Consumers are reading its IPDRDocs, nor does it know which IPDRDocs have been accessed.

4.4.8.2.4 RangeFile

All of the control files for a specific subscription group are contained in one directory and the path to this
directory isin the capability file. The control file directory also contains arange file for that subscription group.
It may also contain the IPDR document files to which the control filesrefer but thisis not required. The range
fileis used IPDR Consumers subscribed to the subscription-group to determine which control files currently
exist for that subscription group, and most importantly which control file is currently having the names of new
IPDR document files appended to it. The range file contains two sequence numbers separated by adash. The
first is the sequence number of the oldest control file. The second is the fixed-length sequence number of the
current control file. At times, if the size of the sequence number isn’t large enough to handle the number of
control files, the sequence number may reach its maximum value and then roll back to al zeroes. Soitis
possible that the left-hand sequence number in the range file may be larger than the right-hand sequence
number. An IPDR Consumer that has just subscribed to a subscription group would read the range-file for that
group to get the sequence number of the oldest control-file. Using that sequence number, the IPDR Consumer
could determine the name of the oldest control-file and start reading the IPDRDocs to which that file refers. By
consecutively incrementing the sequence number, it could then read through al control-filesin order till it
reached the end of the most recent one

4.4.8.2.5 Aging of IPDR Documentsand Control files

Multiple control files are used to make it easy for the IPDR Producer to periodically remove old IPDRDoc, a
process known as “aging”. Using the range file the IPDR Producer can easily identify the oldest control files
and remove those control files as well as the IPDRDocs to which those control files refer. When removing old
IPDR documents and control files, the range file would a so be updated to reflect the recent deletions. The
IPDR Producer is free to implement any aging policy. One common aging policy would involve checking the
control fileson adaily basis, and deleting all contral files that are more than aweek old. However, in high
volume environments the check might be done on an hourly basis and the IPDR Producer might remove al files
that are more than a day old. The file sharing implementation of the transfer protocol provides an infrastructure
that supports a variety of aging policies, so the choiceis up to the IPDR Producer.

4.4.8.2.6 Mappings from Transfer Protocol to File Sharing I mplementation

There are no explicit primitives for CapabilityReq, ListGroupsReq, and ListGroupsRsp; however the functions
performed by these primitives can still be accomplished within the file sharing implementation. Instead of
issuing a ListGroupsReq and waiting for the ListGroupsRsp, the IPDR Consumer can get a list of subscription
groups by reading the capability file and reading the <grouplnfoList> and <grouplnfoltem> elements. Rather
than exchanging ListDocsReq and ListDocsRsp messages to get alist of al the documentsin a subscription
group, the IPDR Consumer reads the range file and control files for that subscription group. The IPDR
Consumer subscribes to a subscription group simply by monitoring available files without the explicit
knowledge of the Producer, so there are no analogues in the file-sharing mapping to the SubscribeReq,
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SubscribeRsp, UnsubscribeReq, UnsubscribeRsp, PushReq, or PushRsp primitives. The IPDR Consumer
accomplishes a PullReg/PullRsp simply by copying or ftping an IPDRDoc referred to in a control file for a
particular subscription group.

4.4.8.31PDR Document Files

Each IPDR document must be placed in an ASCI| file. Each file must contain exactly one IPDRDoc. These
IPDR document files are not required to follow any specific naming convention, however, each IPDR document
file name must be unique. The IPDR Producer is responsible for ensuring that no two IPDR documents are
created with identical names. It may be useful to incorporate such information as the IPDR Producer name, a
date/time stamp, and/or the IPDRDoc UUID into the file name.

4.4.8.4 Subscription-group Control-files

Each subscription group has one or more control files. Each control fileisan ASCII file that lists a subset of
file names corresponding to the IPDR documents included in that subscription group. Thefirst line of each
control file must aways be "VERSION 3” followed by alinefeed character.

Each subsequent line of the controal file contains the either the URL or the file name of exactly one IPDR
document file. If just the IPDR document file name is used, it is assumed to reside in the same directory asthe
control file that referencesit. Each line of text in the control file should be terminated with exactly one
linefeed.

The IPDR Producer must append a “VERSION 3” to the end of the control file to denote that no more IPDR
document filenames will be added to that control file

The maximum number of linesin acontrol fileisunconstrained. The minimum number of linesin a control file
is 1 whilethe control fileis still “active” (ie. the IPDR Producer is still adding IPDR document filenames to that
control file), and 2 once the control fileis no longer having new IPDR document filenames added to it. A
minimal control file, that is no longer active would look like this (where <EOF> denotes the end-of -file):

VERSION 3
VERSION 3
<EOF>

The name of the control fileis required to follow the naming convention specified in the IPDR Producers
capability file. The control file name has unchanging prefix and suffix, which are defined in the capahility file
using the <control FilePrefix> and <control FileSuffix> elements. In between these there must be a sequence
number. The sequence number is a decimal integer with the number of digits specified by the
<controlFileNamePolicy> in the capability file. The sequence number part of the control file name must aways
have the number of digits specified in the capability file and must use leading 0’sto effect this.

The presence of an IPDR document filename or URL in the control fileimplies that the named IPDR Document
file must exist. The IPDR Producer isresponsible for ensuring that files cited in the control files are actually
available at the referenced location.

The IPDR Producer is responsible for ensuring that control file references point only to valid, fully formed,
completed (no longer changing) IPDR documents. Thisimplies that the IPDR Producer should finish writing to
an |PDR document file before appending that files name to the control file, and should delete control files
before deleting IPDR documents.

When reading the control file, the IPDR Consumer isrequired to open it in read-only mode. When adding new
IPDR documents to a subscription-group, the IPDR Producer should open the control file in append mode.
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4.4.8.5 Control File Rolling and Aging

In production environments, a single control file isinsufficient because over timeit will grow very large. In
addition this would imply that the referenced IPDR document files are kept indefinitely (since they are
referenced by the control file).

An optional rolling policy can be employed to indicate that a new control file will be created periodically. The
use of the rolling option requires that control file names contain a sequence number embedded between the
prefix and the suffix. The number of digitsin that sequence number shall be held constant and the numeric
value shall riseincrementally (recycling to O upon hitting the highest value).

If the <controlFilePrefix> was “voip_IT1 ”, the <control FileNamePolicy> was “NNNNNN”, and the
<controlFileSuffix> was “.log”, then the control file names would be generated in the following order:

voipl IT1_000000.log
voipl IT1_000001.log
voipl_1T1 000002.log

voipl IT1 999997.log
voipl 1T1 999998.10g
voipl 1T1 999999.log
voipl IT1_000000.log
voipl IT1_000001.log

Note how the sequence number wraps around from 999999 to 000000. Thisisthe only time that the sequence
numbers won’t be monotonically increasing. It isthe responsibility of the IPDR Consumers to sequence
number rollover in the particular case where the range file has aleft-hand sequence number that is larger than
the right-hand sequence number. 1PDR Producers are strongly encouraged to choose a sufficient number of
digits for the sequence number to prevent rollover from occurring within the time interval in which thisfile
sharing transfer protocol will be used in a production environment.

If therolling policy is used, the last line of a completed control file shall alwaysbe"VERSION 3". This
implies that no additional appends will be made to this control file and a higher numbered control fileis
available; the I T is responsible for ensuring this to be true. Only one control file per group may be open for
appending by theIT.

The IPDR Producer may delete old control files and corresponding IPDR document files based on locally
defined aging policies; however the list of existing control files must always remain contiguous. For instance, it
would be incorrect for an IPDR Producers to delete control file voip-0004.1og if both voip-0003.log and voip-
0005.10g still exist, since that would introduce a discontinuity in sequence numbers.

4.4.8.6 Capability File Annotated Description

The capability set documented here corresponds to the following entry in the capability file:

<supportedProtocol ltem version=3.1 protocol M apping="File” encoding="XML”>
<primitiveList>
<primitiveltem>Pull</primitiveltem>
</primitiveList>
<extension>
<grouplnfoList>
<grouplnfoltem>
</grouplnfoltem>
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</grouplnfoList>
</extension>
</supportedProtocol ltem>

Each subscription group must have a groupl nfoltem element containing the following
sub-elements:

<groupld></groupl d>

<control FileDirectory></control FileDirectory>
<control FilePrefix></control FilePrefix>

<control FileNamePolicy></control FileNamePolicy>
<control FileSuffix></control FileSuffix>

All of these elements are constrained to contain a string containing only the following characters. ‘0-9’,‘az’,
cA_Z” c"' c_c, 4:7, ‘/’, and c_"

4.4.8.6.1 <groupld>

The <groupld> element must contain the name of the subscription group described by this <grouplnfoltem>
element. [t should be a non-zero length string of alowable characters. Some examples might include: “voip”,
”email-1”, and “best-hosting-co”.

4.4.8.6.2 <controlFileDirectory>

The <control FileDirectory> contains the URL that points to the directory containing the control files and the
range file for the subscription group. A URL isrequired here to avoid the complications that can arise when
local O/S file naming conventions are used. For instance, Microsoft Windows and Unix/Linux operating
systems use different characters to denote path’s (Windows uses ‘\’, while Unix uses ¢/*). The URL can either
be a“file:” or an “http:”. Some examples might include: “file://C:/IPDR/voip1/”, “http://www.best.com/voipl”.

4.4.8.6.3 <controlFilePrefix>

The <control FilePrefix> element contains a string of allowable characters that denotes the first part of the name
of al of the control filesin the subscription groups. Some possible examples include: “voip-", “internet-
access ”, and “best.com.”

4.4.8.6.4 <contr ol FileNamePolicy>

The <control FileNamePolicy> element must contain one or more ‘N’ characters, where the number of ‘N’
characters denotes the number of digitsin the sequence number embedded in the name of all control filesfor
this subscription group. Some examplesinclude: “NNNNNN, and “NNNNNNNNNN”,

4.4.8.6.5 <controlFileSuffix>

The <control FileSuffix> element contains a string of allowable characters that denotes the last part of the name
of al of the control files in the subscription groups. Some possible examplesinclude: “.log”, “-control” and “.

4.4.8.6.6 Sample Capability File
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<CapahilityRsp>
<supportedProtocol List>
<supportedProtocolltem version=3.1 protocolMapping="Fil€” encoding="XML”>
<primitiveList>
<primitiveltem>Pull</primitivel tem>
</primitiveList>
<extension>
<grouplnfoList>
<groupl nfoltem>
<groupl d>sm</groupl d>
<controlFileDirectory> http://www.best.com/sm</control FileDirectory>
<control FilePrefix>sm-</control FilePrefix>
<control FileNamePolicy>NNNNNNNN</control FileNamePolicy>
<control FileSuffix>-control </control FileSuffix>
</grouplnfoltem>
<groupl nfoltem>
<groupl d>voip</groupld>
<controlFileDirectory>file://C/IPDR/voip/</control FileDirectory>
<controlFilePrefix>voip_IT1 </controlFilePrefix>
<control FileNamePolicy>NNNNNN</control FileNamePolicy>
<control FileSuffix>.log</control FileSuffix>
</grouplnfoltem>
</grouplnfoList>
</extension>
</supportedProtocol Item>
<supportedProtocol List>
<CapahilityRsp>

This capabilities file describes two subscription groups: vod and voip.

The voip subscription group has all its control files located in “file://C:/IPDR/voip/”. The names of the control
fileswould all look likevoip_1T1 000001.log. The following name would not be allowed voip IT1 1.log
since the control file nameis required to have an eight digit sequence number embedded between the prefix and
the suffix.

The sm (sm stands for Streaming Media) subscription group has al its control files located at
“http://www.best.com/sm”. The names of the control-files would all ook like sm-00000001-control.

4.4.8.7 Rangefile

Each subscription group must have arange file. The range file is used by both the IPDR Producer and any
IPDR Consumers subscribed to the subscription group to determine which control files currently exist for that
subscription group, and most importantly which control fileis currently having the names of new IPDR
document files appended to it. The range file contains two sequence numbers separated by adash. Thefirstis
the sequence number of the oldest control file. The second is the sequence number of the current control file.
The name of the range file must be the name of the subscription group, found in the <groupld> element,
concatenated with the string “-range-file”. The range file for a particular subscription group must reside in the
same directory as the control files for that subscription group. This directory is specified by the
<controlFileDirectory> element for that subscription group in the capability file.

4.4.9 Security Considerations

There is one mapping of the transfer protocol for NDM-U 3.1: File based. The File based mapping is dependent
on the underlying security model maintained by the file system (or network shared file system). In a user/group
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model, group level permission could be associated with specific document groups. This protocol does not
currently provide any details related to the usage of file system permissions.

4.4.10 Implementation Considerations

IPDR.org is currently developing reference libraries implementing the various aspects of the protocol defined in
this specification. Availability of these APIsto IPDR member companies is expected in the spring of 2002.
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Appendix A Service Specification Guidelines

A.l Service Specification Template

Service Specification documents shall conform to the following outline;

e Title Page— in the style of thetitle page of this document

e Preface — containing subsections contained in this document

e Introduction — containing subsections contained in this document, modified as appropriate to the
specific service

e Use Case— abusiness process description of one or more service usage scenarios, as viewed from the
perspective of the Service Consumer and Service Provider

o DataDefinitions— alist of the usage attributes to be generated by an SE and recorded in an IPDR by
an IR

e  Service Definition — the annotated XML schema document implementing the packaging of the usage
attributesin an NDM-U compliant IPDRD

A.2 Use Case Guidelines

The preferred representation of use cases for NDM-U Service Specification is UML. All components of UML
that apply to the business scenario(s) described are encouraged to be used. The use cases should be expressed
from the perspective of the Service Consumer, namely the events and metrics described should be in terms of
those visible to the SC and of relevance to them with respect to service quality and units of usage. In cases
where there are industry standards and practices describing a service, deference should be made to these
sources. The NDM-U service definition is not intended to diverge from industry standards and practices, but
rather focus on the unique aspect of defining the IPDR recorded by an IR from usage data generated by an SE.

©2002 IPDR, Inc. Page 84 of 100 10/9/2002



Network Data M anagement - Usage (NDM-U) for | P-Based Services Version 3.1.1

A.3 Data Definition Guidelines

The data attributes documented in the Service Specification should be derived from analysis of the use case(s)
presented in the prior section. Events and metrics generated by the SE, in response to the service consumed by

the SC should be enumerated in atabular representation as follows:

Category Name Type Presence Possible Remarks
Values
One of the A unique name | One of the One of the An Supporting
choicesfromthe | describingthe | typesspecified | choice: enumeration | explanation of
high-level attribute. The | inthe Required-the of specific particular
architecture first sourceof | following IPDRis not values (if considerations
model, namely: | namesisthe section. complete applicable) that were borne
Who NDM-U data without this that the inmind asa
When dictionary, attribute present | attribute may | result of the
What (under Optional-the or must take | analysisof the
Where construction). IPDR can be on, possible | use case(s).
Why Every attempt considered under
should be complete conditions
made to reuse without this specified in
names from the attribute present | the prior
data Conditional-this | column.
dictionary, attribute is
thus promoting required to be
the use of present if
common data another
formats and attribute is
minimizing the present (or
casual attainsa
proliferation of specified value)
names. or this attribute
must attain a
specified value
(or values) if
another
attribute takes
on a specified
value (or
values).
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A.4 Service Definition Guidelines

This section describes guidelines that should be followed when writing NDM-U service definitionsin order to
support the effective mapping to both the XML based encoding and compact encoding forms.

A.4.1 Schema Partitioning

A minimal NDM-U service definition involves at |east two separate schema definition files:

e |PDRDocX.Y .xsd - definesthe XML structure of an IPDR document in XML Schema format.
[Note: X.Y denotes the major and minor revision levels of the NDM-U schema document defining
the IPDRDoc structure.]

o <service>.xsd - an XML schema description of the elements associated with a particular service and
their type. In addition it specifies accounting record types indicating whether el ements must appear
inan IPDR record. A service should use the XML schema <include> or <import> mechanism on
the previous two schema definitions.

As new services are defined by IPDR, new service definitions are defined in XML Schemaformat. Service
definitions may be created within IPDR.org working groups or may be defined by third parties. Third party
defined service definitions should use a different name space to clearly separate them from those defined by
IPDR.org.

A.4.2 Element Specification

The service definitions must separate the element specification from the complex type definition that specifies
the content of accounting records. Although thisis not required by XML-Schema, it will aid in the processing
of service definition files that are also utilized by the compact encoding format.

An example explicit element definition would appear as:

<element name="movield" type="string">
<annotation>
<documentation>
Anidentifier used to unique identify this movie.
</documentation>
</annotation>
</element>

Element definitions must not be present in complex type definitions. When describing the contents of an IPDR
record, ref attributes must be used.

Correct:

<complexType name="V od-IPDR">
<complexContent>
<extension base="ipdr:IPDR">
<sequence>
<element ref="movield" minOccurs="1"/>
<element ref="movieName" minOccurs="1"/>

Incorrect:
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<complexType hame="Vod-IPDR">
<complexContent>
<extension base="ipdr:IPDR">
<sequence>
<!-- name s used rather than ref -->
<element name="movield" type="string"/>
<element ref="movieName" minOccurs="1"/>

Element definitions must not contain any attributes. Previous IPDR service specifications had some elements
that used attributes to specify units of measure. The units are now considered fixed for a given element
definition. And should be made explicit by using the "ipdr:units" application annotation mechanism described
later.

A.4.3. ComplexType Specification

ComplexType definitionsin IPDR Schemas are used only to define extensions to the base |PDR type defined in
the base IPDR Schema definition.

ComplexType definitions used in IPDR Service Specifications should always declare their content in terms of a
sequence.

The elements making up the sequence should be references to elements defined in the previous section.
In addition the element declarationsin the complexType declaration may not have a maxOccurs attribute with a

value other than one (the default). This restriction guarantees that all IPDR records arein First Normal Form
and hence are compatible with the requirements of the Compact XDR based format.

A.4.4 Element Typing

Element specifications must all derive from the XML Simple types. Complex types are not allowed. This
restriction is necessary to preserve the mapping to the compact format.
Today all Service definitions utilize simple types.

The types allowed are further constrained to be the subset of base data types defined below, enumeration based
restrictions of strings (which use the ipdr:enumid annotation) or the simple types defined as part of
IPDRTypes.xsd.
The following XML -Schema simple data types are allowed in IPDR Service definitions:
e string - for non-numeric data which does have a more specific IPDR speciaized type. The XML-
Schema type string should be used. The compact format will encode this as an octet array containing
the UTF-8 encoding of this string.

e integer orint - either typeis acceptable, however int is prefered. In both cases the compact encoding
will assume that thisis a signed 32-bit integer quantity.

e long - thistype should be used for integer quantities which may exceed 231 and are less than 263
(~9 quintillion). Valuesthat may exceed this value or have a fractional component should be
represented as afloat or double.

o float - the compact encoding will represent this quantity as a 32-bit floating variable.

e double - the compact encoding will represent this quantity as a 64-bit floating variable.
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e dateTime - the compact encoding will represent this quantity as a 32-bit integer representing the
seconds since EPOCH (Jan 1, 1970 0:00 GMT). It isfurther constrained to always use the timezone
designator "Z" indicating GMT.

The additional two base types are alowed but discouraged:

e unsignedint - thistypeis allowed but discouraged. It isrepresented as value between 0 and 2°32. If
the additional positive integers beyond that provided by the int type are to be used it is recommended
to use the long type.

e unsignedLong - thistypeis alowed but discouraged. It only differsfrom longinits ability to represent
values between 263 and 264 (9-18 quintillion). If these  values are desired, the use of doubleis
recommended.

In addition to these basic types, IPDR defines the following type extensions. Any additional types must be
defined by IPDR, and will be added to the IPDRTypes.xsd schema definition.

e ipdr:dateTimeMsec - thistype is supports time resolution at the millisecond level. Its compact
representation uses a 64-bit integer quantity to represent the msec since EPOCH (Jan 1, 1970 0:00
GMT). Itisfurther constrained to aways use the timezone designator "Z" indicating GMT.
Quantities of this type can optionally use 3 digits of fraction after the second to represent the
milliseconds. If absent it isassumed the millisecond component is".000".

e ipdriipV4Addr - an IP version 4 address in dotted notation decimal (e.g. 15.13.120.22). Thisis
represented in the compact encoding as an unsigned 32-bit integer. Thisform is used rather than octet
strings because it is expected to be common and requires 4 vs. 8 bytes to encode.

e ipdriipV6Addr - an IPv6 address in colon separated 2 byte block hexadecimal notation (e.g.
FEDC:AB19:12FE:0234:98EF:1178:8891:CAFF). Thisisrepresented in the compact encoding asa
16 byte octet string.

e ipdr:UUID - auniversal uniqueid in hex dash notation (e.g.f81d4fae-7dec-11d0-a765-00a0c91e6bf6).
Thisisrepresented in the compact encoding as a 16 byte octet string.

Additional type definitions must be registered through IPDR.org, and will be reflected in updated versions of
IPDRTypes.xsd. For al other types, string should be used. And the compact format will also encode as a
string.

A.4.5 Enumerations

Enumerations are allowed in service definitions. They must derive from the base class of "string”. In addition
each enumeration item specified may contain an "ipdr:enumid" annotation element which provides the numeric
equivalent.

If such an annotation is present, the compact representation will be represented as a 32-bit integer containing the
appropriate numeric value. If the annotation is not present, then the compact format must use the string
representation of the value.

Example:

<element name="compl etionCode">
<simpleType>

©2002 IPDR, Inc. Page 88 of 100 10/9/2002



Network Data M anagement - Usage (NDM-U) for | P-Based Services Version 3.1.1

<restriction base="string">
<enumeration value ="success'>
<annotation>
<documentation>
Indicates this operation completed successfully
</documentation>
<appinfo>
<ipdr:enumid>1</ipdr:enumid>
</appinfo>
</annotation>
</enumeration>
<enumeration value="busy">
<annotation>
<documentation>
Indicates the line was in use.
</documentation>
<appinfo>
<ipdr:enumid>2</ipdr:enumid>
</appinfo>
</annotation>
</enumeration>
<enumeration value="no answer">
<annotation>
<documentation>
Indicates the call was terminated without answer.
</documentation>
<appinfo>
<ipdr:enumid>3</ipdr:enumid>
</appinfo>
</annotation>
</enumeration>
</restriction>
</simpleType>
</element>

A.4.6 Annotations of element definitions

The XML-Schema document describing a service definition should constitute a standal one document. As such
the use of annotations are critical in conveying the intent of each attribute defined for a service.

XML-Schema provides for documentation based annotation as well as application specific annotation that can
consist of additional elements.

All elements defined as part of a service definition must provide a documentation element that describes the
meaning of this element.

In addition to the textual documentation, the following application based annotation may appear:
e ipdr:units - defines the unit of measure associated with this element.

e ipdr:reference - specifiesa URL which provides additional (human readable) information about this
element.
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e ipdr:status - takes on the value "current" or "deprecated".
Note that as service definitions are updated, elements should never be simply removed. If it is determined that
they should not be used in future revisions, they should be marked as deprecated.

Example:

<element name="greenStampCount" type="integer">
<annotation>
<documentation>
The number of Green Stamps earned for using this service.
Note that green stamps are no longer issued, as of
Jan. 30, 2001.
</documentation>
<appinfo>
<ipdr:units>one stamp</ipdr:units>
<ipdr:reference>http://www.greenstamps.com/stamps</ipdr:reference>
<ipdr:status>deprecated</ipdr:status>
</appinfo>
</annotation>
</element>

A.4.7 Composition of schemas to create service definitions

An |PDR service definition that adds to the IPDR namespace will be constructed using the <include>
mechanism of XML-Schema:

<schema xmlns="http://www.w3.0rg/2001/X ML Schema"
xmins.ipdr="http://www.ipdr.org/namespaces/ipdr"
targetNamespace="http://www.i pdr.org/namespaces/ipdr">

<include schemal ocation="http://www.ipdr.org/public/IPDRDoc3.1.xsd"/>

An IPDR service definition that is devel oped external to IPDR should use an alternate namespace to protect
from naming collisions. In this case the service definition will specify a different target namespacein itsinitial
declaration. To incorporate the appropriate IPDR base named types, the <import> mechanism of XML-Schema
should be used asfollows:

<schema xmins="http://www.w3.0rg/2001/X ML Schema"
xmins:ipdr="http://www.ipdr.org/namespaces/ipdr"
targetNamespace="http://www.foo.com/ipdr/namespace"
xmins:foo="http://www.foo.com/ipdr/namespace" >

<import namespace="http://www.ipdr.org/namespaces/ipdr"
schemal ocation="http://www.ipdr.org/public/IPDRDoc3.1.xsd"/>

A.4.8 Schema references in IPDRDoc instance documents
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When defining an instance document, the namespace and schemal ocation should be specified as follows:

<IPDRDaoc xmins="http://www.ipdr.org/namespaces/ipdr"
xmins:xsi="http://www.w3.0rg/2001/X M L Schema-instance”
xsi:schemal_ocation="http://www.ipdr.org/namespaces/i pdr
http://www.ipdr.org/public/servicel.xsd">

If there were multiple servicesin a single document, then the header would appear as.

<IPDRDoc xmIns="http://www.ipdr.org/namespaces/ipdr "
xmins:xsi="http://www.w3.0org/2001/X M L Schema-instance"
xsi:schemal ocation="http://www.ipdr.org/namespaces/ipdr
http://www.ipdr.org/public/servicel.xsd
http://www.ipdr.org/namespaces/ipdr
http://www.ipdr.org/public/service2.xsd">

If non-1PDR defined service definitions were used in the document, then the header would appear as.

<IPDRDoc xmins="http://www.ipdr.org/namespaces/ipdr "
xmins.foo="http://www.foo.com/ipdr/namespace”
xmins:xsi="http://www.w3.0rg/2001/X M L Schema-instance"
xsi:schemal_ocation="http://www.foo.com/ipdr/namespace
http://www.foo.com/ipdr/fooService.xsd">

A.4.7.1 NoNamespace Alternative for Schema references

The Compact data format model is intended to provide equivalent information content as the original XML
encoding format. However, the information around Schemas and Namespace which is explicitly contained in
the compact model does not directly preserve the association between the schema’sidentifiers and the target
namespace. This association information is retrievable from the schema, by examining the targetNamespace
directive. However, it may not be practical in some situations to inspect the schema for this information.

In this situation an entity trandlating from the compact to the XML format, may not be able to populate both
fields of the xsi:schemalocation directive. To facilitate this situation an IPDR implementation may use the
xsi:noNamespaceSchemal ocation directive.

An example using this and multiple schemas:

<IPDRDoc xmIns="http://www.ipdr.org/namespaces/ipdr "
xmins:xsi="http://www.w3.0rg/2001/X M L Schema-instance"
xsi:noNamespaceSchemal_ ocation="http://www:.ipdr.org/public/servicel.xsd
http://www.ipdr.org/public/service2.xsd" >

An example using this aternative and an external schema:

<IPDRDoc xmlns="http://www.ipdr.org/namespaces/ipdr "
xmins:foo="http://www.foo.com/ipdr/namespace”
xmlns:xsi="http://www.w3.0rg/2001/X M L Schema-instance"
xsi: noNamespaceSchemalocation ="http://www.foo.com/ipdr/fooService.xsd">
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Appendix B SOAP Protocol Mappings

B.1 Overview

The Simple Object Access Protocol (SOAP) 1.1 is used as the underlying transport mechanism for document
transfers. A SOAP based implementation can support al of the primitives defined in the protocol neutral
description. The URL for the SOAP version used in this document is:

http://www.w3.0rg/TR/2000/NOT E-SOA P-20000508

The Capability set documented here corresponds to the following SupportedProtocol Element:

e Veson=3.1
e PrimitiveList= any of the following:
Push
Pull
Subscribe
Capability
ListGroups
ListDocs
e  ProtocolMapping="SOAP1.1”
e Valid extensions:
o <transmitterld>http://voip_itl.example.com:6614/voip_it</transmitterld>

All operation names are from the http://www.ipdr.org/namespaces/ipdr namespace.

The NegativeRsp primitive is mapped to SOAP Faults.

B.2 Rationale
SOAP was chosen in the interest of utilizing emerging standards rather than recreating existing work.

In particular, SOAP specifies a means to map an XML based transfer protocol on top of HTTP. HTTP is
attractive because of its ubiquity, affinity to XML (perhaps more emotional than technical) and its ability to
easily traverse firewalls.

The SOAP specification is more than a mapping of XML documents to HTTP. SOAP is intended as an
aternative means for remote procedure invocations similar to those offered by COM, CORBA or RMI, but with
XML based seriaizations.

The use of SOAP by NDM-U utilizes the concept of remote procedures, but one of the parametersin an IPDR
exchange is the IPDR document itself.

Unfortunately, the base SOAP specification focuses on the transmission of basic data types such as integers,
floats and strings, but not intact XML documents. Therefore, this convention is currently defined by NDM-U.

The SOAP 1.1 specification does not preclude the usage described here, nor does it require the exclusive use of
its defined RPC mechanism. Specifically the typing mechanism described in Section 5 "SOAP Encoding”, is
declared as optional in section 4.1.1, "SOAP encodingStyle Attribute”.

B.3 Mapping Details

Section 4 of the SOAP specification describes the structure of SOAP messages. The NDM-U-specific aspects
related to the various sections are described here:
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e The Envelope element will use the encoding Style attribute (see 4.1.1) defined by the URI:
"http://www.ipdr.org/soap/encoding/"

o No Header elements as defined by 4.2 are required for NDM-U.
e Body elementswill be namespace qualified with the URI:

"http://www.ipdr.org/namespaces/ipdr"

B.3.1 Data Types

The following data types are used by the NDM-U transport operations and are defined by "XML Schema Part 2:
Datatypes:

e int
e dtring
e uriReference

In addition, IPDR documents are avalid datatype. An IPDR document isintroduced with the IPDRDoc
element name from the http://www.ipdr.org/namespaces/ipdr namespace.

B.3.2 XML Mappings

Each of the protocol primitives has a set of well-defined parameters (see Transfer Protocol Primitives and
Parameters section).

Each parameter is carried either in an IPDR specified body element, or in the case of a negative response, a
SOAP specified Fault element (see section 4.4.1).

The following sub-sectionsillustrate the XML mapping for each of the primitives.

B.3.2.1 PushReq Example

POST /IPDRDocs HTTP/1.1
Host: bssl.xyz.com
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn
SOAPAction: "http://www.ipdr.org/soap"

<SOAP-ENV:Envelope

xmins:SOAP-ENV ="http://schemas.xml soap.org/soap/envel ope/”

SOAP-ENV :encodingStyle="http://www.ipdr.org/soap/encoding">

<SOAP-ENV:Body>

<m:PushReq

xmlns:m="http://www.ipdr.org/namespaces/ipdr">
<versionld>3.1</versionld>
<groupld>voipl_group</groupld>
<groupSegNum>2921</groupSegNum=>
<docl d>2fac1234-31f8-11b4-a222-08002b34c003</docl d>
<requestorld>http://ipdr_it1.xyz.com:6000/voip_it</requestorld>

<!-- Indentation level reset to fit on page -->

<d:IPDRDoc xmlns.d="http://www.ipdr.org/namespaces/ipdr"
xmlns:xsi=" http://www.w3.0rg/2001/X M L Schema-instance"
xsi:schemal_ocation="http://www.ipdr.org/namespaces/ipdr SM3.1-A.0.4.xsd"
docld="2fac1234-31f8-11b4-a222-08002b34c003"
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verson="3.1">

<IPDRRec info="aggregator.ipdr.org"/>
<IPDR segNum="1" time="2000-02-01T07:37:00Z">
<SSid="ses10" service="RTSP">
<SC xsi:type="SC-VOD-Type">
<subscriberld>Joe Blow</subscriberld>
<ipAddress>192.168.1.10</ipAddress>
</SC>
<SE xsi:type="SE-VOD-Type">
<hostName>rtsp.ipdr.org</hostName>
</SE>
</SS>
<UE xsi:type="UE-VOD-Type">
<movieName>Rocky CIX</movieName>
<startTime>1999-12-31T23:59:00Z</startTime>
<endTime>2000-01-01T04:15:00Z</endTime>
<numA udioStreams>1</numAudioStreams>
<numVideoStreams>1</numVideoStreams>
<terminati onStatus>normal </terminationStatus>
</UE>
</IPDR>
</d:IPDRDoc>

<!-- Indentation level restored -->
</m:PushReg>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

B.3.2.2 Positive PushRsp Example

HTTP/1.1 200 OK
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn

<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/" >
<SOAP-ENV:Body>
<m:PushRsp xmins:m="http://www.ipdr.org/namespaces/ipdr” />
</SOAP-ENV:Body>
</SOAP-ENV:Envel ope>

B.3.2.3 Negative PushRsp Example

HTTP/1.1 500 Internal Server Error
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn

<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/" >
<SOAP-ENV:Body>
<SOAP-ENV:Fault>
<faultcode>SOAP-ENV:Server</faultcode>
<faultstring>Server Error</faultstring>
<detail>
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<m:NegativeRsp xmlns:m="http://www.ipdr.org/namespaces/ipdr">
<reasonCode>7</reason>
<segNumHint>2900</segNumHint>
</m:NegativeRsp>
</detail>
</SOAP-ENV:Fault>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

B.3.24 PullReq Example

POST /IPDRDocs HTTP/1.1
Host: ipdr_itl.xyz.com
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn
SOAPAction: "http://www.ipdr.org/soap”

<SOAP-ENV:Envelope
xmins:SOAP-ENV ="http://schemas.xml soap.org/soap/envel ope/™
SOAP-ENV :encodingStyle="http://www.ipdr.org/soap/encoding">
<SOAP-ENV:Body>
<m:PullReq
xmins:m="http://www.ipdr.org/namespaces/ipdr">
<versionld>3.1</versionld>
<groupld>voipl_group</groupld>
<groupSegNum>2916</groupSegNum>
<requestorl d>http://bssl.xyz.com:6000/voip_bss</requestorid>
</m:PullReg>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

B.3.25 Positive PullRsp Example

HTTP/1.1 200 OK
Content-Type: text/xml; charset="utf-8"
Content-L ength: nnnn

<SOAP-ENV:Envelope
xmins:SOAP-ENV ="http://schemas.xml soap.org/soap/envel ope/* >
<SOAP-ENV:Body>
<m:PullRsp xmlns:m="http://www.ipdr.org/ipdr">
<groupld>voipl group</groupld>
<groupSegNum>2916</groupSegNum=>
<docl d>2fac1234-7777-11b4-a222-08002b34c003</docl d>

<!-- Indentation level reset to fit on page -->

<d:IPDRDoc xmlns:d="http://www.ipdr.org/namespaces/ipdr"
xmins:xsi=" http://www.w3.0rg/2001/X ML Schema-instance"
xsi:schemal_ocation="http://www.ipdr.org/namespaces/ipdr SM3.1-A.0.4.xsd"
docld="2fac1234-7777-11b4-a222-08002b34c003"
version="3.1">

<IPDRRec info="aggregator.ipdr.org"/>
<IPDR segNum="1" time="2000-02-01T07:00:00Z">
<IPDR segNum="1" time="2000-02-01T07:00:00Z">
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<SSid="ses10" service="RTSP">
<SC xsi:type="SC-VOD-Type">
<subscriberld>Joe Blow</subscriberld>
<ipAddress>192.168.1.10</ipAddress>
</SC>
<SE xsi:type="SE-VOD-Type">
<hostName>rtsp.ipdr.org</hostName>
</SE>
</SS>
<UE xsi:type="UE-VOD-Type">
<movieName>Rocky CIX</movieName>
<startTime>1999-12-31T23:59:00Z</start Time>
<endTime>2000-01-01T04:15:00Z</endTime>
<numA udioStreams>1</numA udioStreams>
<numV ideoStreams>1</numVideoStreams>
<terminationStatus>normal </terminationStatus>
</UE>
</IPDR>
</d:IPDRDoc>

<!-- Indentation level restored -->

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

B.3.2.6 Negative PullRsp Example

HTTP/1.1 500 Internal Server Error
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn

<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/" >
<SOAP-ENV:Body>
<SOAP-ENV:Fault>
<faultcode>SOAP-ENV: Server</faultcode>
<faultstring>Server Error</faultstring>
<detail>
<m:NegativeRsp xmlns:m="http://www.ipdr.org/namespaces/ipdr">
<reason>6</reason>
<segNumHint>2918</segNumHint>
</m:NegativeRsp>
</detail>
</SOAP-ENV:Fault>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

B.3.2.7 CapabilityReq Example

POST /IPDRDocs HTTP/1.1
Host: ipdr_itl.xyz.com
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn
SOAPAction: "http://www.ipdr.org/soap”
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<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/"
SOAP-ENV :encodingStyle="http://www.ipdr.org/soap/encoding”>
<SOAP-ENV:Body>
<m:CapabilityReq
xmins:m="http://www.ipdr.org/namespaces/ipdr">
<versionld>3.1</versionld>
<requestor| d>http://bssl.xyz.com:6000/voip_bss</requestor|d>
</m: CapabilityReq>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

B.3.2.8 Positive CapabilityRsp Example

HTTP/1.1 200 OK
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn

<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/" >
<SOAP-ENV:Body>
<m:CapabilityRsp xmlns:m="http://www.ipdr.org/namespaces/ipdr">
<supportedProtocol List>
<supportedProtocol ltem version="3.1"
primitiveList="Capability, ListGroups, Subscribe, Push"
protocol Mapping="SOAP1.1">
<extension>
<transmitterld>http://voip_itl.example.com:6614/voip_it</transmitterld>
</extension>
</supportedProtocol ltem>
</supportedProtocol List>
</m:CapabilityRsp>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

B.3.2.9 ListGroupsReq Example

POST /IPDRDocs HTTP/1.1
Host: ipdr_itl.xyz.com
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn
SOAPAction: "http://www.ipdr.org/soap"

<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/"
SOAP-ENV :encodingStyle="http://www.ipdr.org/soap/encoding">
<SOAP-ENV:Body>
<m:ListGroupsReq
xmins:m="http://www.ipdr.org/namespaces/ipdr">
<versionld>3.1</versionld>
<requestor| d>http://bssl.xyz.com:6000/voip_bss</requestor|d>
</m:ListGroupsReq>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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B.3.2.10  Positive ListGroupsRsp Example

HTTP/1.1 200 OK
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn

<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/" >
<SOAP-ENV:Body>
<m:ListGropuRsp xmlns:m="http://www.ipdr.org/namespaces/ipdr">
<grouplnfoList>
<groupl nfoltem>
<groupld>voipl group</groupld>
<beginTime>2000-12-31T23:59:00Z</beginTime>
<beginSegNum>77</beginSegNum>
<endTime>2001-01-10T23:59:00Z</endTime>
<endSegNum>172</endSegNum>
</grouplnfoList>
<groupl nfoltem>
<groupl d>voip2_group</groupld>
<beginTime>2000-12-31T21:17:00Z</beginTime>
<beginSegNum>93</beginSegNum>
<endTime>2001-01-10T23:59:00Z</endTime>
<endSegNum>4011</endSegNum>
</grouplnfoList>
</grouplnfoList>
</m:ListGroupRsp>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

B.3.2.11  ListDocsReqg Example

POST /IPDRDocs HTTP/1.1
Host: ipdr_itl.xyz.com
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn
SOAPAction: "http://www.ipdr.org/soap"

<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/"
SOAP-ENV :encodingStyle="http://www.ipdr.org/soap/encoding">
<SOAP-ENV:Body>
<m:ListDocsReq
xmins:m="http://www.ipdr.org/namespaces/ipdr">
<versionld>3.1</versionld>
<requestorl d>http://bssl.xyz.com:6000/voip_bss</requestor|d>
<groupld>voip2_group</groupl d>
<sinceTime>2001-01-08T00:00:00Z</sinceTime>
<max|tems>2</max|tems>
</m: ListDocsReg>
</SOAP-ENV:Body>
</SOAP-ENV :Envelope>

B.3.2.12 PositiveListDocsRsp Example

| HTTP/1.1 200 OK
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Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn

<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/" >
<SOAP-ENV:Body>
<m:ListDocsRsp xmlns:m="http://www.ipdr.org/namespaces/ipdr">
<doclnfoList>
<doclnfoltem>
<docld>2fff1234-7777-11b4-a222-08002b34c003</docl d>
<docTime>2001-01-08T00:04:15</docTime>
<groupSegNum>3094</groupSegNum>
</doclnfoltem>
<doclnfoltem>
<docl d>2fff1234-ab77-91b4-a221-08002b34c003</docl d>
<docTime>2001-01-08T00:10:15</docTime>
<groupSegNum>3095</groupSegNum>
</doclnfoltem>
</docInfoList>
</m:ListDocsRsp>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

B.3.2.13  SubscribeReq Example

POST /IPDRDocs HTTP/1.1
Host: ipdr_itl.xyz.com
Content-Type: text/xml; charset="utf-8"
Content-L ength: nnnn
SOAPAction: "http://www.ipdr.org/soap”

<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/"
SOAP-ENV :encodingStyle="http://www.ipdr.org/soap/encoding">
<SOAP-ENV:Body>
<m:CapabilityReq
xmlns:m="http://www.ipdr.org/namespaces/ipdr">
<versionld>3.1</versionld>
<requestor| d>http://bssl.xyz.com:6000/voip_bss</requestor|d>
<groupld>voip2_group</groupld>
<beginSegNum>3094</beginSegNum>
</m: CapabilityReg>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

B.3.2.14  Positive SubscribeRsp Example

HTTP/1.1 200 OK
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn

<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/" >
<SOAP-ENV:Body>
<m:PushRsp xmlns:m="http://www.ipdr.org/namespaces/ipdr">
</SOAP-ENV:Body>
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</SOAP-ENV:Envelope>

B.3.215 UnsubscribeReq Example

POST /IPDRDocs HTTP/1.1
Host: ipdr_itl.xyz.com
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn
SOAPAction: "http://www.ipdr.org/soap”

<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/"
SOAP-ENV :encodingStyle="http://www.ipdr.org/soap/encoding">
<SOAP-ENV:Body>
<m:UnsubscribeReq
xmlns:m="http://www.ipdr.org/namespaces/ipdr">
<versionld>3.1</versionld>
<requestorl d>http://bssl.xyz.com:6000/voip_bss</requestor|d>
<groupld>voip2_group</groupld>
</m:UnsubscribeReg>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

B.3.216  Positive UnsubscribeRsp Example

HTTP/1.1 200 OK
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn

<SOAP-ENV:Envelope
xmlns: SOAP-ENV="http://schemas.xml soap.org/soap/envel ope/" >
<SOAP-ENV:Body>

<m:UnsubscribeRsp xmlns:m="http://www.ipdr.org/namespaces/ipdr" />

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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