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Abstract

In order to develop the IPDR record format it is required that a framework be in place that formally classifies
the “IP network and service elements’ and “support systems” Next, the relationship between such subsystems
needs to be in place to determine the flow of information between components. Findly, the requirements of
each subsystem must be determined in order to specify the type of “IP resource and service usage informatior?

that will be exchanged.

This document proposes a reference model to satisfy the above requirements. Chapter 2 proposes a generd |P
support sysem framework. This Chapter is intended to identify key components found in production IP
networks, present the relationship between them, and define basic terminology. The Chapter focuses on the
network and service element layer (NSE), and illustrates the conceptswith example ISP network infrastructures.
Chapter 3 details the business requirements that the structures and systems defined in Chapter 2 mugt satisfy.
Next, Chapter 4 describes the information flow requirements between the NSE layer and the various support
systems identified.

The following summarizes the essential content of each revision of this document, as of that release:

1.0 — This revision of the document represents the state of the work at a point determined by the working
groups to be useful for broader review and validation. Many issues have been identified for further work
and are not fully addressed in thisissue. Additionally, it is anticipated that domain experts will contribute
via liaison relationships currently being established. The services represented in this version may be
substentially altered once these contributions are considered, even if at the expense of backward
compatibility. Future revisions are expected to make every attempt to preserve investments made by
service providers and solution vendors by considering backward and forward compatibility whenever it is
practical.

1.1 — Thisrevision was editorial, reflecting comments received from public review and experiences of the first
prototype implementations. No significant changes to the 1.0 content occurred.

2.0 —This revision aso introduces a major upgrade of the syntax notation of the protocol, namely XML
Schema versus XML 1.0. This upgrade has been introduced to allow the protocol to specify strong
typing of the usage attributes, thus conforming to the business requirements for data integrity. In
addition, the dynamic operation of IDPR document transport has been specified, using the consensus
choice for best conforming to business requirements, Simple Object Access Protocol (SOAP). Finally,
the usage attributes for each of the services defined in the Business Requirements chapter are now
formally specified, using the XML Schema definition supplied in the Protocol chapter.

2.5 — This revison separates the service-specific requirements and associated formal specifications into
individual documents, thus allowing for addition and modifications on a per-service basis without
requiring a re-issue of this document. Also, the early results of the recently constituted Architecture
Working Group are reflected in Chapter 2. Finaly, subgantial upgrade of the transport protocol is
reflected in Chapter 4.

2.6 -- This revision expands the discussion of the architecture to differentiate the interfaces and nodes of the
reference model. The operations model has been moved to Chapter 2 and represented as individual
scenario variations. Thefile transfer protocol has been enhanced to bring it in alignment with the generic
requirements for revenue assurance. Finaly, the capabilities file has been defined and a schema
describing it is included.

3.0-- Thisrevision adds the compact encoding of the IPDRDoc. This encoding, based on XDR, is defined to
address the operational efficiency of the NDM-U protocol in the dimensions of storage, transmission
time, and processing overhead. A preliminary SOAP mapping was specified in NDM-U versions 2.0, 2.5
and 2.6. It has been removed from version 3.0. This decison was based on the lack of implementation
and operational experience. A full mapping of the operations defined in this section are an area for
further study.
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1. Introduction

1.1 Purpose

This document, in conjunction with the referenced Service Definition documents, is intended to specify
technical information that issufficient for practical implementations of interchange of usage data among
service elements participating in the delivery of | P-based services, either within a single enterprise or
across multiple enterprises.

The IPDR organization intends to submit this specificaion to selected accredited organizations for
consideration as an approved standard.

1.2 Scope

This document is limited to the discussion of issues as defined by the mission statement of IPDR.org,
namely:

The IPDR Organization (the* Organization”) isorga nized and operates as a non-stock not for profit
organization for the following purposes:

= To create and promote the adoption of interoperability standards for exchanging service
usage and control information between IP network or hosting elements and operations or
business support systems.

= To provide a standardized framework for the development of carrier-grade support
systems that enable next-generation digital service providers to operate efficiently and
cost effectively.

1.3 Compatibility

Future revisons are expected to make every attempt to preserve investments made by service providers and
solution vendors by considering backward and forward compatibility whenever it is practical.

1.4 Timeline

1.5 References

[1] Telecom Operations Map - Vesion 2.1, GB910, TeleManagement Forum
(TMF - http://mwww.tmforum.org), March 2000.

[2] XML SchemaPart 1: Structures, W3C Candidate Recommendation 24 October 2000. See
http://ww. w3. org/ TR/ xm schens 0.

[3] XML Schema Part 2: Data Types, W3C Candidate Recommendation 24 October 2000.

[4] Simple Object Access Protocol (SOAP) 1.1, W3C Note 08 May 2000.
Seeht t p: // www. w3. or g/ TR/ SOAP

[5] OSF CAE Specification, Document C706, 1997, Appendix A, located at:
http:/AMvww.opengroup.org/onli nepubs/009629399/.
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[6] IPDR Organization Home Page: http:/AMww.ipdr.org.

[7] Specification Guide for NDM-U Services— 1.0, October ??, 2001, IPDR.org.
[8] Application Service Provider Service Specification— ASP3.0-A.0

[9] Voiceover IP Service Specification—VolP 3.0-A.0

[10] Electronic Mail Service Specification — E-mail 3.0-A.0

[11] Authentication and Authorization Service Specification — A& A 3.0-A.0

[12] Internet Access Service Specification— GPRS and WAP 3.0-A.0

[13] Wholesale Service Specification 3.0-A.0

[14] Streaming Media Service Specification — VoD 3.0-A.0

1.6 Overview
This specification is divided into three major chapters:

» IPDR Reference Model - a definition of the abstract and operational relaionships between entities
involved in the generation, recording, storage, transport, and processing of usage attributes.

e Business Requirements - a definition of business requirements to be addressed by the protocol
specification and specific scenarios for the major process flows antidpated in actual application.

»  Protocol - the notation, data unit syntax, and dynamic procedures involved in the operation of the
interfaces specified in the reference model.

The Protocol chapter represents the specific design produced through analysis of the Business
Requirements chapter, consistent with the Reference Model chapter.
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1.7 Terminology and Glossary

1.7.1 Terminology

Term Definition

Accounting The process of collecting and analyzing service and resour ce usage metrics for the
purposes of capacity and trend analysis, cost allocation, auditing, and billing, etc.
Accounting management requires that resource consumption be measured, rated,
assigned, and communicated between appropriate business entities.

Mediation In view of network reference model, Mediation refers to the combination of the logical
entities IPDR recorder, IPDR transmitter, and IPDR store.

Resource A quantifiable asset employed by a Service Provider, or on behalf of a Service Provider
by another Service Provider, to fulfill a request of a Service Consumer. (Examples
include: files, communications, goods, etc).

Roaming Service usage initiated by a service consumer and provided by a service provider other
than the one with which the service consumer have business relationship.

Service Network and/or application operation that provides the Service Consumer with the
requested resour ce.

Service The beneficiary (human or sysem) of aservice.

Consumer

Service Any element that is responsible for fulfilling a Service Consumer request. (Examples

Element include: network equipment and system processes)

Service An enterprise that provides communications-based ser vices.

Provider

Session A set of related service usages; service usages may or may not be time based in the unit of
measurement.

Usage Consumption of r esour ces and servicesby a Service Consumer.

Usage A parameter whose value indicates some aspect of usage of a given service and/or

Attribute resour ce.

Usage Entry* | A Service-specific trigger resulting in the generation by a Service Element of a set of
Usage Attribute values related to Usage specific to a given Service Consumer

! Because of legacy issues, a Usage Entry from a given Service Element will not initidly conform to an
IPDR specification or, in some cases, may never conform. To be considered a Usage Entry the information
presented or made available by inference from the Service Element must minimally contain attributes from
some of the general attribute categories.
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1.7.2 Glossary:

ANI - Automatic Number Identification
ASP - Application Service Provider

BSS - Business Support Systems

CCl - Call Clarity Index

CRM - Customer Relationship Management
DSS - Decision Support Systems

DTD - Document Type Definition

DSL - Digital Subscriber Line

EP - End Point

ESN - Electronic Serial Number

ETSlI - European Telecommunications Standardization Institute
FolP - Faxover IP

GK - Gate Keeper

GPRS - General Packet Radio Service
GSM - Global System for Mobile Communications
IETF - Internet Engineering Task Force

IMSI - International Mobile Subscriber Identity
IP - Internet Protocol

IS - IPDR Store

ISDN - Integrated Services Digital Network

SO - International Standardization Organization
ISP - Internet Service Provider

IT - IPDR Trangmitter

ITU-T - Internaional Telecommunications Union — Telecommunications Standardization Section

MOS - Mean Opinion Score

NDM - Network Data Management

NDM-U - Network Data Management - Usage
NSE - Network Service Element

OSS - Operations Support System

PLMN - Public Land Mobile Network

PSTN - Public Switched Telephone Network
QoS - Quality of Service

RADIUS — Remote Access Dial-In Usage Server
RAS - Remote Access Server

SC - Service Consumer

SCN - Switched Communications Network
SE - Service Element

SMS - Short Message Service

SP - Service Provider

TIPHON- Telecommunications and |P Harmonization over Networks
TMF - TeleManagement Forum

TOM - Telecommunications Operations Map

UA - Usage Aggregators

uc - Usage Collectors

VolP  -Voiceover IP

VPN - Virtual Private Network

WAP - WirelessApplication Protocol

xDSL - Digital Subscriber Line of type x

XML - eXtensible Markup Language
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2. IPDR Reference Model

The IPDR organization has adopted the Telecommunication Management Forum's (TMF)
telecommunications operation map (TOM) for the purposes of motivating the functiona role and interfaces
of the IPDR specificationsrelative to operations support systems (OSS). We have chosen the TOM because
it is a well-known, indusgtry-accepted organizational model of telecommunications operations business
processes used by carriers and service providers today. The TMF Model is useful as a model of typical
systems, and as motivation for design decisions. However, the TMF Model itself is not part of IPDR, and
the data structures and interfaces of IPDR may be used in systems that vary substantidly from the TMF
Model. See[1] for more details.

2.1 IPDR and the TMF Model

The TOM, shown in Figure 1, identifies the core operation support processes found in a production carrier
business operation. The systems that implement the customer care, services development/operations and
network/systems management processes each provide a well-defined set of services that enable a carrier to
successfully deploy and manage telecommunications services. As the model shows, these systems are
organized in alayered fashion. Thus, each component builds on the services provided at a lower layer (and
possibly adjacent components) to deliver the required functionality. The IPDR organizatiai s charter isto
facilitate the integration of |P-based network elements into billing, reporting and assurance systems. In
particular, one key goal is to define a common usage record format and exchange protocol to facilitate the
flow of usage information from IP network elements managers to support systems. In the TOM, the
network data management (NDM) component (defined as part of the network and systems management
processes) defines the device-independent collection mechanism for such purposes. As such, the work of
this specification falls primarily within the domain of the Network Data M anagement component.

Fulfillment Assurance Billing

1 1
1 |
Sales Order 1'[ Problem CLgtoo;ner L invoicing/
Handling [ 1| Handling Il collections
1 Management |
|
1
1
|

Custolmer Care Processes
I

-

Service ; Service Service .
Planning/ Co:f?r\lljlrcaetion | Problem Quality ;| Rating and
Development L g | | Resolution Management | Discounting

Service Develdpment and Operations Procdsses
e | |

T T
Netwprk Network Iiletwork l\_letwork INetwork
Planning/ Provisionin Inventory Maintenance Data
9 ) 'a
t & Restoration MI nagement

Developmen MaI agement
Network and Systefs Management Processes!
Ll Ll

Figurel
Telecommunications Operations Map (TOM)

2.2 |IPDR NDM-U High-level Model

Within the scope of the NDM module, the TOM assumes interfaces to billing (i.e., rating and discounting)
and customer care systems (i.e., service quality management and problem resolution). Likewise, the TOM
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assumes that the NDM component must interface directly with the network and service element manager to
accomplish their various services.

The IPDR NDM-U reference model, shown in Figure 2, expands on the NDM definition by dividing the
module into layers; namely: (1) the network and service element layer, (2) the mediation layer, and (3) the
business support systems layer. Each layer is discussed below:

Networ k and service element layer (NSE): The NSE layer consists of all the network and service elements
required to provide an | P-based service to a given customer. For example, routers, access devices and
transmi ssion facilities together provide basic connectivity; firewalls might provide a security service; email,
file and print servers provide application services; gateways provide a trandlation service from circuit to
packet voice; and more. In addition to physicd devices, the systems that configure and manage such
devices are considered part of the NSE layer (note, that this functionality is identified as adjacent
component within the “Network and Systems Management” layer in the TOM model). Examples here
include a bandwidth management system, H.323 gatekeeper, RADIUS, authentication server or network
management platform.

Mediation layer: As shown in Figure 2, mediation systems sit between the network elements/infrastructure
and the business support sysems. Typically, a mediation system providesa single interface to BSS systems
that provides all network usage data and often a single interface for service elements provisioning. In terms
of usage collection, the goal of the mediation system is to capture al usage information required by the
BSS sygems, and export it within the temporal requirements. Thus, the mediation system must determine
the devices at the service element layer and interface with that infrastructure to extract the relevant usage
information. The second mediation goal is to pass provisioning information from the BSS, to the network
el ements — again, within the temporal constraints.

¢ Business support systems (BSS) layer: The BSS layer consists of the systems deployed by a Service
Provider or provider to support IP business operations. This layer corresponds to the “Systems
Development and Operation Processes’ and “Cugtomer Care Processes’ in the TOM model. Some
examples include hilling (i.e., rating and discounting), customer care/relationship management,
dedision support, and market analysis and fraud detection. The BSS layer is the highest layer in the
model. Thus, the BSS usage collection and provisioning requirements drive the mediation system and
ultimately the services provided at the service element layer.

Business Support Customer Analysis & Network

Systems | Billing Care/lCRM Reporting Operations DSS, Fraud ...

Network and Service

Elements Network and service elements

Figure2
IPDR NDM-U High-L evel M odel

The IPDR NDM-U model shown in Figure 2 gives a layered perspective of the components and interfaces
designed to meet the NDM-U specification. The usage collection process represents a flow of usage data
from the network and service elements to the BSS processes. The mission statement given in the
introduction limits the organization’ s current scope to the usage collection path (shown flowing upward in
Figure 2). Thus, provisioning or theinternal design of any of theidentified components is not considered in
this document.
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Figure 3 illustrates the usage data path from network elements (e.g., gateways, remote access servers
(RAYS), routers, and bandwidth managers) to a mediation devicein atypical IP network scenario. Note that
this example assumes the interface between the mediation device and network elements is based on a
proprietary access protocol, record format and API. The mediation system aggregates, normdizes and
correlates the usage data as required, and exportsthe data to the billing, decision support, or other business
support sysems.

RAS
[l
icati J Billi
Application & I iffing
E-commerce | Decision support
servers . M arketing
— Aggregation Network ops
c | ati Fraud
orrelation CRM
Normalization
Router
Firewall
Bandwidth "RSVP, DiffSer
MPLS, Traffic shapers, Proxies
| Other NE
Network & Service Elements BSS

Figure3

IPDR Record Flow Example

The IPDR NDM-U plays several roles in this data transfer. First, the IPDR record provides flexible
structure that is sufficdently powerful to describe the usage attributes collected by the mediation system,
and required by the BSS system. Second, the IPDR NDM-U provides a set of interfaces that facilitate the
exchange of IPDR records between mediation systems and BSS systems, or potentially between | P network
elements and BSS systems (as demonsrated by dotted lines). Finaly, the IPDR specification provides a
common format that facilitates the intermediate storage of IPDR records between |IPDR-enabled
components.

2.3 IPDR Record Contents

The IPDR record must be capable of characterizing any type of usage that might be collected from an I P-
based network or application service. As Figure 3 identifies, there are 5 attributes common to typical IPDR
records. Broadly, these components are the “who, what, where, when and why” vaues that describe a
particular usage event. Each is described briefly below (formal definitions are provided in alater chapter):

. {Who} (Responsible for the usage)
User ID

. {When}
End Time or Event Time

. {What}
Service
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Usage measures/ quantities

Ex: Bytes, packets, flows, hits, transactions, time duration...

QoS measures

State information

Event code (logon, logoff, threshold exceeded)

Other information about state transition or current state (Start Time)®
. {Where}

Traceability / Context

Source | dentifier

Destination Identifier

Service Element identifier (originator)
. {Why}

Event trigger type— (i.e., why is the network and service element reporting this data?)

In addition to the “BWS'  defined above, each record may include reference pointers to other IPDR records
that either capture related usage information, or contain usage information that was used to create the given
record.

2.4 The NDM-U Reference Model

In addition to the IPDR structure, the NDM-U specification defines a set of interfaces for exchanging
IPDRs between NDM-U-enabled devices or systems. As will be specified in the Protocol chapter, IPDRs
are packaged in protocol data units (PDUs) known as IPDR Documents (IPDRDocs). These PDUs are the
entities for which protocol transactions and tracking are done. All future references to IPDR documents
imply these formal protocol entities. Figure 4 shows the key interfaces and elements found within the
NDM-U reference model, represented in an abstract form. For instance, a product solution might be
developed that acts as the "generator"/*sensor” of usage data by means of passive monitoring of |P packet
streams, packaging sets of this data into IPDRDocs for forwarding to BSSs. Such a packaging of
functionality would internalize the A, B, and C interfaces, presenting to the “out Sde’ only the D interface.
Another "sensor"-only product might accept proprietary-format records of usage data from a "generator"
SE that offers such records via an FTP-based A interface and offers them to BSSs via an NDM-U-
compliant D interface. Both implementations are equally valid and might offer different value propositions
to various SPs looking for a usage solution. Note that this model does not constrain implementati ons to be
physically packaged as portrayed, nor to present all of the interfaces to other systems.

: Business
Service Service IPDR
Consumer ] Element . Recorder Si;i,;?g) | To/From
(SC) (SE) (IR} |B58) Other BSSs

Usage Data

{

A
Fy

Contro

Figure4

NDM-U ReferenceM odel

% Note that "always on" services may be measured via periodic emission of IPDRSs, recording usage since
the last interval boundary.
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This document focuses on the definition of IPDR Documents, the information content of |PDRs and the
interface between ITsand BSSs. The D interface is compleely specified in this document while other
interfaces are identified here to aid in decomposing the problem statement.

Implementations adhering to thisversion of NDM-U are not required to explicitly separate the IPDR
Recorder, IPDR Store and IPDR Transmitter roles, since the B and C interfaces are, as of thisrelease,
unspecified. Similarly, the E interface is not explicitly addressed in this release of the NDM-U. Asof this
writing, the IPDR organization working groups are beginning to address E interface. The E interface
discussion will specify detailed requirements and design (at least for IPDR-IPDR exchange scenarios).

2.4.1 NDM-U Nodes

24.1.1 Service Consumer (SC)

This is the human or machine initiating requests for services from the Service Element (SE). The Service
Consumer requesting and receiving services is typically the end user on end system. Note that an SC may
request services from an SE via another SE that is providing access to the Internet, thus involving more
than one SE in the providing of agiven service.

2412 Service Element (SE)

Thisisthe set of equipment and software that provides a valuable service to a Service Consumer. The
Service Element provides access to services and resources requested, authenticates Service Consumers,
authorizes access, performs accounting measurement for resources provided, provides services requested
by Service Consumer, and performs accounti ng measurement for services provided. Many classes of
Service Elements exist: Network routers, VOIP switches servers, ASP applications servers, etc. The IPDR
reference model applies to any type of Service Element that is capable of generating accountable usage
records (i.e. arecord of which services were provided to which consumers). An SE is a generalized
superset of Network Elements (NE).

24.1.3 |IPDR Recorder (IR)

This entity performs two principal functions: 1) Mediating proprietary protocols and data transactions from
a Service Element; and 2) Producing IPDRs resulting from the transformation of that proprietary data.
IPDR Recorder packages usage information into IPDRs, it presents a stream of IPDRs to an IPDR Store
and/or an IPDR Tranamitter. Multiple Service Elements can be connected to asingle IPDR Recorder.

241.4 |PDR Store(1S)

This is the entity that provides persistence to the IPDRs recorded by an IPDR Recorder. The IPDR Store
receives IPDRs from an IPDR Recorder and packages them into IPDR documents stored in a non-volatile
medium. The IS, also, provides a repository of IPDRDocs for transmisson or retransmission of selected
IPDRDocs by the IPDR Trangmitter to one or more Business Support Systems. An IPDR Store can receive
IPDRs from one or more IPDR Recorders and the IS can deliver IPDRDocs to one or more IPDR
Trangmitters.

24.1.5 IPDR Transmitte (IT)

The IPDR Trananmitter delivers IPDR documents to Business Support Sysems. These documents may be
retrieved from an IPDR Store, or they may be created directly by the IT. This entity performs three
principal functions. 1) Packaging of IPDRs from the IPDR Recorder into IPDRDocs; 2) Organization of
IPDRDocs containing usage of the same service type into Groups; and 3) Transmission (or retransmission)
of IPDRDocs from Groups to one or more Business Support Systems, using one of a set of transfer
protocols. An IPDR Tranamitter can deliver IPDRDocs to one or more Business Support Sysems.
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24.1.6 Business Support System (BSS)

This entity is any system that implements a technical or commercial function to perform one or more
processes in a telecommunications enterprise. A Business Support System receives information contained
in IPDRDaocs from an IPDR Tranamitter, processes the information contained in the contained IPDRs for
use in the commercia activities of a Service Provider, and presents information for transmittd to other
Business Support Systems. A Business Support System can receive IPDRDocs from one or more IPDR
Trangmitters.

2.4.2 NDM-U Interfaces

2421 A Interface

The A interface delivers usage information from Service Elementsto IPDR Recorders. The IPDR does not
attempt to constrain the file naming conventions, format, transfer protocol, sequencing, or other details of
the A interface data transfer mechanism. It is not assumed to be real-time nor batch.

An A interface receives data generated by a Service Element. At the present state of the industry, thisis
typically avendor-specific access protocol — often file-based, but sometimes CORBA, HTTP, or socket-
based. It typically includes high-volume data at a highly detailed granularity. However, the datais often
very equipment-level in detail (e.g. port number, |P address, or line number). Much of the A interface data
may require translation beforeit can be related to business-level entities (e.g. customer and price plan).

In addition to being equipment-level in detail, data transferred on the A interface is often incompletefor
business purposes. For example, interim usage details are common. Interim usage details are describing a
service delivery event that cannot be correctly interpreted without context provided by other data. For
example, “Sat Cdl” and“Stop Call” entries must be correlated to each other in order to determine call
length. Other examples of interim entries might be: Start Application, Service Query, Connect additional
line to conference, Drop line from conference, Convert text message to voice, etc.

Communication at this granular level and correlation/translation into useful business-leve identifiersisa
core competency of mediation packages. NDM-U assumes the communi cation, translation, and correlation
to be revenue-grade.

The IPDR Organization may comment on the data el ements required by the A interface for specific
services. Such comments are contained in the “ Assumptions for other interfaces’ section of the Service
Specifications.

Not all requirements inherent to the A interface are well supported by the IPDR NDM-U standard.
However, some types of equipments (e.g. application servers) are good candidates for generating usage
data using IPDR format and NDM-U protocols. It is, therefore, possible for Service Elements to generate
datain an IPDR compliant format. Such an interfacewill be identified as an A interface with an IPDR
compliant dataformat.

Typical requirements for the A interface (dbserved by the implementations of SE vendors, but not
necessarily by IPDR NDM-U) are:

*  Minimum encoding complexity

»  Convenience of data collection and record construction

e Minimum datasize

e Minimum imposition of data storage requirements on the SE

e Support for custom vendor features and capabilities
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2.4.2.2 B Interface

The B interface delivers IPDRs from IPDR Recorders to IPDR Stores and to IPDR Trangmitters. The
payload conforms to the schema definition of an IPDR. As of this issue of the NDM-U, the transfer
protocol for thisinterface is not specified.

24.2.3 C lInterface

The C interface delivers of IPDR documents from the IPDR Store to the IPDR Transmitter. Each IPDRDoc
contains one or more |PDRs from a particular Service Element served by a given IPDR Recorder. As of
thisissue of the NDM-U, the transfer protocol for thisinterface is not specified.

24.2.4 D Interface

The D interface delivers of IPDR documents from IPDR Tranamitters to Business Support Systems. The
transfer protocol on thisinterface is specified in Chapter 4.

2425 E Interface

The E interface delivers IDPR documents from one Business Support Systems to another BSS. Various
scenarios of providing service can be anticipated which will involve a combination of transport
technologies and multiple service providers. In such scenarios, the business relationships involved will
require the exchange of usage data for a variety of business process applications (e.g., net settlement, retail
bill detail, customer service, fraud abatement, marketing studies). The interface dedicated to such
exchange is the E interface. For IPDR-compliant service providers, the data exchanged may very well be
IPDRDocs being delivered via some variant of the D interface protocol. In hybrid cases, the sending or
receiving system may have to mediate the data format and protocol from or to an NDM-U-compliant form.
Other industry standards and practices will require mappings with respect to NDM-U for this to be
implemented. The definition of the details of the E interface will address this requirement.

Note that this document focuses on the definition of IPDR Documents, the information content of IPDR
records and the interface between ITsand BSSs. The D interfaceis completely specified in this document
while other interfaces are identified here to aid in decomposing the problem statement. Implementations
adhering to thisverson of NDM-U are not required to explicitly separate the IPDR Recorder, IPDR Store
and IPDR Trangnitter roles, since the B and C interfaces are unspecified. Similarly, interfaces A and E are
not explicitly addressed in this release of the NDMU. As of this writing, IPDR working groups are
beginning to address interfaces A and E.

2.5 NDM-U Model Usage Scenarios

The focus for specifying requirements is given to D interface though there may be implied requirements to
other interfaces. Section 3 provides general requirements and general usage attributes applicable to any IP
service. Note that any new |P service added in the future may impact the general requirements and usage
attributes. Section O provides IP services covered and yet to be covered in this chapter.

A number of assumptions are made in the following usage scenarios:

»  Home Service Provider handles all business needs (via BSS applications) of the Service Consumer.
*  Service Consumer may or may not be within the Home Service Provider’ s service area.

» BSStoBSSinterfaces (E Interface) is outsde the scope of this version of the NDM-U.

Some applications of NDM-U will result in large numbers of IPDRs being generated, requiring economical
storage, transport, and processing implementations. Several requirements stated below are intended to
address this assumption. However, no quantitative requirements regarding performance (end-to-end delay,
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transfer rate, etc.) or efficiency (message size, compression ratio, etc.) will be stated in this document. The
mechanisms designed in later chapters of this document, which satisfy the general requirements in this area,
should give implementers adequate tools to make cost versus technology tradeoffs, justified in light of the
business problem being solved. Product vendors designing implementations of this specification are
assumed to be aware of the overall marketplace requirements for such systems and service providers
selecting one or more of these implementations will be expected to require those vendors to demonstrate
competitive features in the area of performance.

2.5.1 SE Directly Interfaced to BSS

—P@ A/D BSS

Service Consumer

Figureb5

A service element can directly interface with the business support system. If an SE node supports the D
interface specifications including backing stores and the retranamission of IPDR documents, then the SE
node can communicate directly with the BSSnode. The IR, IS, and IT nodes do not necessarily have to be
independent system entities. In this case the IR, IS, and IT nodes are incorporated within the SE node.

2.5.2 SE Interfaced to BSS Via Mediation System

JeCRORONE

Service Consumer

Figure6

When an SE node provides a proprietary usage record interface or when it cannot provide record
aggregation or it does not provide record retransmission capabilities, then an external IPDR compliant
mediation system is required. The IPDR mediation system provides an interface to the SE node's
proprietary protocol viathe A interface, provides the required NDM-U D interface protocol, and it provides
an IPDR backing store for re-transmitting the IPDR records to the BSS. Thisisthetraditional IPDR NDM-
U topology.
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2.5.3 SE Interfaced to BSS Via Multiple Mediation Devices

)y
R ONORORORONE

Service Consumer

Figure?

In some cases due to legacy mediation systems or for other reasons, more than one mediation system may
be cascaded between the SE and BSS nodes. Two case arise. In one case Mediation system 1 can transmit
IPDRs to Mediation system 2 using the D interface protocol. In another case, if both mediation systems
know a common proprietary protocol, compliant to the A interface specifications they can use that
interface. In the former case, both mediation systems need to be IPDR compliant, while in the later case
only the second mediation systems needs to be IPDR compliant. Thisillustrates the A interfaces
requirement for being protocol compatible with the D interface.

2.5.4 Simple Roaming with Separate Access and Home Service
Providers

Roaming Network B

eToWC RoN

Roaming
Service Consumer

oWoRoNT

E-mail Service Home Network

m

Figure8

If an ISP offers roaming to its subscribers then the cooperating roaming ISP needs to be able to deliver its
roaming |PDR settlement records to the home ISP BSS. Thisisimplemented over the NDM-U defined E
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interface. IPDR settlement records may be tranamitted directly between participating BSS systems as
illustrated here, or they may communicate via an intermediate clearing house BSS system. In either case,
the settlement records are exchanged viathe NDM-U E interface protocol standard.

2.5.5 Service Provider also Provides an Application Service

Access Service

Service Consumer
E-mail Service  Application Service
Figure9
Access Service

Service Consumer

AB@D

Application Service
E-mail Service

Figurel0

If an ISP wants to unbundle its own local IP servicesto its subscribers it may offer several application
services on its own local network. Each of these services along with the basic access service would be
treated as separate SE nodes feeding into the common BSS system. Asin Figure 9 both SEsfeed into a
common IR node, which then make shared usage of the ISnode and the IT node. Figure 10 illustrates
where completely separate IR, 1S, and IT node sets serve each SE but all the IPDR usage records are till
transmitted to a common BSS system. |Rs are capable of receiving IPDRsfrom multiple SEs.
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2.5.6 Separate Home, Access, Transport, and Application Service
Providers Acting in Concert

I

BSS1

@O

Service Service Provu_jer 1
Consumer Access Provider

B C

Service Provider 2
Transport Provider

RGO NGO

D— BSS3
] Service Provider 3
Presentation Application Service Provider
Broadcast
Server E E
E
Ser.wce Proy|der 4 . BSS4
Intermediate Service Provider
E
Service Provider 5 BSSE

Home Access Provider

Figurell
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This scenario illustrates how IP service providers can jointly provide arealistic application to a service
consumer. The service consumer (SC) is

Roaming outside of his home wireless service area

Using adigital cellular network interface (e.g. GPRS or CDMA2000) on alaptop computer
To participate in net meeting, using an internet connection to

View abroadcast Power Point presentation and

Call into a conference call bridge using Vol P;

The conference bridgeis served by aPSTN, so the VolP call isan IP-to-PSTN call, served by a
gateway.

o 0k W DN

Figure 11 illustrates the interconnections among the service providers, while Figure 12 shows the sequence
of IPDR message interactions between them. Five service providers participate in this scenario:

1. Access Service Provider (SP1) - this provider grants roaming access to the service consumer.
2. Transport Service Provider (SP2) - this provider interconnects service providers SP1 and SP3.

3. Application Service Provider (SP3) - this provider offers the application service, relying on one or
more access/transport service providers to establish the session connection with service consumer.

4. Intermediate Service Provider (SP4) - this provider acts as an intermediate BSS on behalf of one or
more other service providers. Such applications as service bureaus, clearing houses, rating bureaus,
fraud bureaus, pre-paid authorization centers and other intermediate IPDR processing applications are
examples of therole of this service provider.

5. Home Access Service Provider (SP5) — thisisthe service consumea’ s home account service provider,
which ultimately bills the consumer. The other service providers deliver settlement IPDRs to SP5.

SE1 BSS1 SE2 BSS2 SE3 BSS3 BSS4 BSS5
event
event
event 3
event 4 event 5
event 6 event7
‘ event 8
event 9 event 10
Figurel2
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The following IPDR sequence of events occur:

SC initiates access request to the SP1. SE1 send start IPDR to BSS1

SCinitiates Vol P call to conference bridge viaSP2's gateway server,]. SE2 send start IPDR to BSS2.
SC initiates connection to SP3's prese ntation broadcast server. SE3 send start IPDR to BSS3
SC terminates Vol P call. SE2 send stop IPDR to BSS2

BSS2 send settlement IPDR to BSS5

SC terminates presentation session. SE3 send stop |PDR to BSS3.

BSS3 sends settlement IPDR to BSS4

BSS4 relays settlement |PDR to BSS5

SC terminates access. SE1 send stop IPDR to BSS1

10. BSS1 sends settlement IPDR to BSS5

© © N o g > w Dd PR

To simplify this scenario the intervening IPDR messages passing to and fromthe IR, IS, and I T have been
omitted in Figure 12. These IPDR messages have previoudy been discussed.
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3. Business Requirements

3.1 Introduction

This chapter provides high-level requirementsfor BSS applications needs. It also provides the framework
for specifying new IP services not aready covered in the various standalone Service Specification
documents.

Section 3.3 provides the general overview of the network model from previous chapters and its
applicability to the BSS applications needs. The focus for specifying requirements is given to D interface
though there may be implied requirements to other interfaces. Section Error! Reference source not
found. provides general requirements and general usage attributes applicable to any IP service. Note that
any new | P service added in the future may impact the general requirements and usage attributes. Section 0
provides IP services covered and yet to be covered in this chapter.

3.2 Assumptions

*  Home Service Provider handles al business needs (via BSS applications) of the Service Consumer.

*  Service Consumer may or may not be within the Home Service Provider’ s service area.

» BSStoBSSinterfaces (E Interface) is outsde the scope of this version of the NDM-U.

» Some applications of NDM-U will result in large numbers of IPDRs being generated, requiring
economical storage, transport, and processing implementations. Several requirements stated below are
intended to address this assumption. However, no quantitative requirements regarding performance
(end-to-end delay, trandfer rate, etc.) or efficiency (message size, compression ratio, etc.) will be stated
in this document. The mechanisms designed in later chapters of this document, which satisfy the
general requirements in this area, should give implementers adequate tools to make cost versus
technology tradeoffs, justified in light of the business problem being solved. Product vendors
designing implementations of this specification are assumed to be aware of the overall marketplace
requirements for such systems and service providers selecting one or more of these implementations
will be expected to require those vendors to demonstrate competitive features in the area of
performance.

3.3 Generic Requirements

3.3.1 Mediation

The general requirements for mediation (defined here as all those functions performed between the A and
D interfaces) are, in aimost all cases, service independent. Depending on the business model mediation
tasks could span a wide variety of actions. However, in general terms mediation tasks include the
collection, generation, aggregation and reconciliation of IPDRs across Service Elements, geographical
areas and time.

1. Mediation shall support both polling and the producer can initiate pushing for data transfer, so that the

datatransfer either by the consumer or autonomously.

Mediation shdl support datatransfer for both individual events and batches of events.

Mediation shdl support retrieval of IPDR documents.

Service elements shall be uniquely identified within the scope of each terminating IPDR Recorder.

Each IPDR shall have a unique event identifier within service elements. If IPDRs are related and the

relation is visible to the IPDR Recorder (aggregator) then, a reference to the related record (base IPDR)

shall contain this unique identifier.

6. |PDR shall enable the interim recording across multiple service elements and time. That is, enabling
event information to exist in multiple records, over several IPDR documents.

akrwd
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7. Mediation shall support uniquely identifying IPDR documents for the purpose of gap and duplicate
detection.

3.3.2 Format
This set of requirements pertains to the IPDR format.

1. TheIPDR format shal be extensible permitting the addition of any set of services and service specific
usage attributes.

2. ThelPDR format shall be able to self-describe its usage attributes.

3. ThelPDR format shall capture sufficient information to identify an IPDR Service Consumer.

4. The IPDR format shall provide specified data types, so that various systems can interpret the data
properly. Timesin IPDR should be expressed per 1SO 8601 format for the purpose of facilitating data
exchange. The specific time precision requirements vary with applications (e.g. IP packet time as
opposed to billing time) and are individually specified in the attribute list. For billing purpose, time
stamp accuracy should be 1 second or better. Local time zone offset with referenceto GMT should be
provided and should reflect local time of calling party for correct billing.

5. ThelPDR format shall support efficient encoding.

3.3.3 Application Protocol

The NDM-U protocol shall support encryption of IPDR documents.

The NDM-U shall use open protocols and description languages.

NDM-U protocol/format shall separate the record format and exchange protocol.

NDM-U protocol shall support transfer capabilities negotiation.

NDM-U protocol shall support both individual and batch transfers of data

NDM-U protocol shall support resynchronization to a particular point in the order of delivery of IPDR
documents.

oA~ WNE

3.3.4 Usage Attributes

1. The IPDR format specification shall indicate, for all usage attributes, if the information is required,
optional or conditional.

2. ThelPDR format specification shall indicate usage attributes data type.

3.  Where appropriate, a data type of value/unit shall be specified to denote the unit of measure of an
associated attribute value.

3.3.5 Settlement

1. The NDM-U protocol and format shall support roaming.
2. The NDM-U protocol and format shall support mobile service consumer.

3.4 Listing of Services

3.4.1 Services Covered

For describing the context environment of the business requirements listed in this chapter, a set of services
is analyzed. Then, for each service multiple use cases are depicted. The list of services considered in this
chapter is a representative and not a comprehensive list. Thislist will be augmented through contributions
by other relevant standard bodies and through the progress of IPDR organization work. See references|[7]
through [14] for the definitions of these services.

Services considered by the BR working group in this version of the draft are:
1. Video on Demand (VoD)

Services considered by the BR working group in previous version of the draft are:
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Application Services (ASP)

Voice over IP (VolP)?

E-mail Services

Streaming Media

Authentication and Authorization Services (AA)
Internet Access (induding wireless)
Content/Service (induding wireless)

Push Delivery (including wireless)

Wholesal e Requirements

WNoO~WNDNE

3.4.2 Services for Future Consideration

Since the list of services considered in this verson is not a comprehensive list, and recognizing the
importance of other services, we are including a list of services to be considered in future releases of this
specification:

Virtua Private Networks (VPN)
Multi-party conferencing (video/voice)
E-commerce/M-commerce

Unified Messaging

Video conferencing over IP
IPtelevision

ouh,hwNE

3.4.3 Services Considered by other Organizations

It is recognized that the specification of services requires expertise and experience in the providing or
equipping such services. The IPDR organization encourages domain experts and service providers to
submit specifications of services whose usage would be recorded by an IPDR Recorder. The form of such
submissions should conform to the templates and guidelines described in this chapter.

% Considerable modifications have occurred to this specification.
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4. NDM-U Protocol — IPDR Document Structure and
Transfer

This section contai ns a complete discussion of protocol; namely, the notation, encoding, message format,
procedure and semantics needed to implement the requirements specified in sections 2 and 3.

4.1 Overview of Encoding

This document defines two schemes for encoding I P usage records. Oneis atext-based XML encoding and
the other is a compact encoding based on XDR. A one-to-one mapping exists between each encoding
scheme. The XML encoding was developed first. Its strengths are that it is easy to read, debug, and
deploy, whileitsweakness is that it has alow information density and can slow down the exchange of
information. The compact encoding scheme was introduced in NDM-U v3.0 and is a high-performance
aternative to XML, alowing information to be exchanged at faster rate due to the vastly higher
information density of the usage records. XML Schemais used to compl etely describe the names, types
and order of elements in the XML encoding. It also provides the starting point for the compact encoding
since there is a one-to-one mapping between the XML encoding and the X DR-based compact encoding.
Section 4.2 describes the XML encoding scheme and section 4.3 describes the compact encoding scheme.

4.2 XML Encoding

A single Master IPDR Schema Document declares elements common to all | P-based Services. A service-
specific schema document is then used to define the usage attributes which describe usage events for a
particular type of service. For example, an IPDR instance document that corresponds to Streaming Media
services must account for the Movie Names, however an IPDR instance document corresponding to email
services would not. For this reason Streaming Media and email services require separate service-specific
schema documents.

The IPDR Document hierarchy allows an IPDRDoc to contain many usage records (IPDRs). Detals about
the consumer, service elements, and usage attributes are contained within each IPDR element. The master
schema does not define any child elements for the IPDR element because these details are specific to a
particular service and in fact may be different for each service. Note: Previous versions of the NDM-U
defined child elements (SS), (SC), (SE), and (UE) for the IPDR element, these sub-elements have been
deprecated and areno longer used in NDM-U 3.0 and subsequent versions.
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Figure 4.1 graphically presents the different IPDR elements and their relationship to each other”.

# docld # yersioh # creationTime # |PDRRecorderinfo
=tring tring deteTimetzec =tring

+ IPDRcreationTime
& e
+ IPDR - dateTimehizec

integer dateTimehizec

Figure 4.1

The document’s main body is made up of one or more IPDRs that represent single usage events.
The document has an optional ending block of information represented by IPDRDoc.End.

An IPDR contai ns data describing the consumer, service provider, and metrics or parameters of a specific usage
event. The usage represented may be measured as a discrete event, or part of an ongoing session.

Service specific schemas extend the base IPDR Schema by defining elements that are needed to characterize a
usage event for that particular service.

4.2.1 IPDR Master Schema

The Master IPDR Schema Document formally describes how all IPDR documents are constructed. Additional
details describing element use are included and considered part of the overall IPDR Document specification.
Comments do not form part of the specification.

All service-specific schema documents include the Master IPDR Schema Document via the
<include shemal ocation="...:" />

construct. Each IPDR instance document refers to one of the service-specific schema documents via the
xsi:schemal ocation="".."

attribute ass gned to the <IPDRDoc> element.

The most recent version of the Master IPDR Schema Document is available at:

http://www.ipdr.org/public/ipdr Doc3.0.xsd

The entire Master Schema is presented below and is followed by an annotated section containing further
description and restrictions on the various elements. The annotations are considered part of the specification.
The service-specific schema and annotations for the actual service specifications for the services listed in
Chapter 3 follow in References [7] through [13].

<?xm version
<schema xnl ns

"1.0" encoding = "UTF8"?>
"http://ww. w3. or g/ 2000/ 10/ XM_Schema"

*The symbols in this figure denote the following:“? —Optiond, “+” — A set of one or more occurrences.
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t ar get Nanespace = "http://wwv. i pdr. or g/ nanespaces/ i pdr"
xm ns:ipdr = "http://ww. i pdr.org/nanespaces/i pdr"
version = "3.0">

<el enent nane = "| PDRDoc" >

<annot at i on>
<docunent at i on>
The | PDRDoc el ement is the top-level container of a set
of I PDRs. The docunment will also define the entity
whi ch recorded these | PDRs via the | PDRRec el enent.
</ docunent ati on>
</ annot ati on>
<conpl exType>
<sequence>
<el enent ref
<el enment ref
</ sequence>
<attri bute nane

“ipdr:|PDR" maxCccurs = unbounded"/>
"i pdr: | PDRDoc. End" mi nCccurs = "0"/>

"docl d" use = "required" type =
"string"/>
<attribute nane
<attribute nane
"i pdr: dat eTi reMsec"/ >
<attribute nane
</ conpl exType>
</ el ement >
<el enent nane = "| PDRDoc. End" >
<annot at i on>
<docunent at i on>
The | PDRDoc. End el enment optionally marks the end of the
| PDR bl ock. It may contain some check information |ike
a count of | PDRs.
</ docunent ati on>
</ annot ati on>
<conpl exType>
<attribute nane
<attribute nane
</ conpl exType>
</ el ement >
<conpl exType nane = "| PDRType"
final = "restriction">
<annot at i on>
<docunent at i on>
This is the base type for the | PDR el ement. The
servi ce-specific schema can extend this by deriving
fromit.
</ docunent at i on>
</ annot ati on>

"version" type = "string"/>
"creationTi me" type =

"1 PDRRecor der | nf 0" type = "string"/>

"count" type = "integer"/>
"endTi ne" type = "ipdr:dateTi nreMsec"/>

<sequence>
<el enent nanme = "| PDRCreati onTi ne" type =
"i pdr: dat eTi reMsec" m nOccurs = "0"/>
<el enent nanme = "segNuni type = "integer" m nCccurs =

"0"/ >
</ sequence>
</ conpl exType>
<el erent nanme = "I PDR' type = "ipdr:|PDRType">
<annot ati on>
<docunent at i on>
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An | PDR descri bes an event between a service
consunmer and a service elenent. Details of the event
are contained within this record. Al |PDR el enents
have a tine i ndi cati ng when the event occurred.

</ docunent at i on>
</ annot ati on>
</ el ement >
<si npl eType nanme = "dat eTi neMsec" >
<annot ati on>
<docunent at i on>
This type supports tinme resolution at the millisecond
level It is further constrained to always use the
ti mezone designator "Z" indicating GMI. Quantities of
this type can optionally use 3 digits of fraction after
the second to represent the milliseconds. |f absent, it
is assuned the mllisecond conponent is ".000".
Exanpl e:  1999- 05- 31T13: 20: 00. 5617
</ docunent at i on>
</ annot at i on>
<restriction base = "string">
<pattern value = "[0-9]{4}-[0-9]{2}-[0-9]{2}T[0-9]{2}:[O-
9] {2}:[0-9]{2}(\.[0-9]{3})?Z2"/>
</restriction>
</ si npl eType>
<si npl eType nane = "i pV4Addr" >
<annot at i on>
<docunent at i on>
An | P version 4 address in dotted notation deci mal. Exanpl e:
15.13. 120. 22
</ docunent ati on>
</ annot ati on>
<restriction base = "string">
<pattern value = "[0-9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}\.[0-
9]{1,3}"/>
</restriction>
</ si npl eType>
<si npl eType nanme = "i pV6Addr" >
<annot at i on>
<docunent ati on>
An | P version 6 address in col on separated 2 byte bl ock
hexadeci mal not ati on
Exanpl e: FEDC: AB19: 12FE: 0234: 98EF: 1178: 8891: CAFF
</ docunent ati on>
</ annot ati on>
<restriction base = "string">
<pattern value = "[0-9a-fA-F]{4}:[0-9a-fA-F] {4}:[0-9a-f A-
F]{4}:[0-9a-fA-F]{4}:[0-9a-fA-F]{4}:[0-9a-fA-F] {4}:[0-9a-f A-F] {4}:[ 0-9a-f A-
Fl{4}"/>
</restriction>
</ si npl eType>
<si npl eType nanme = "UU D'>
<annot ati on>
<docunent ati on>
A universal unique id in hex dash notati on.
Exanpl e: f81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6
</ docunent at i on>
</ annot at i on>
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<restriction base = "string">
<pattern value = "[0-9a-fA-F]{8}-[0-9a-fA-F] {4}-[0-9a-f A
F1{4}-[0-9a-fA-F] {4}-[0-9a-fA-F] {12}"/ >
</restriction>
</ si npl eType>
</ schema>
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4.2.2 Annotated IPDR Master Schema

A description of each element in the IPDR Schema Document is presented below.

IPDRDoc

<el emrent nanme = "| PDRDoc" >
<annot at i on>
<docunent at i on>
The | PDRDoc el enent is the toplevel container of a

set of | PDRs. The docunent will al so define the
entity which recorded these I PDRs via the | PDRRec
el enent .

</ docunent ati on>
</ annot ati on>
<conpl exType>
<sequence>
<el ement ref

“ipdr:|PDR'" maxQccurs =
unbounded"/ >

<el ement ref "ipdr: | PDRDoc. End" mi nCccurs =

"0"/ >

</ sequence>

<attribute nane = "docld" use = "required" type =
"“string"/>

<attribute name "version" type = "string"/>

<attribute nane
"i pdr: dat eTi mreMsec"/ >
<attri bute nane
</ conpl exType>
</element>

“creationTi ne" type =

"] PDRRecor der | nfo" type = "string"/>

The attributes of the IPDRDoc element are described below.

e docld - A Universally Unique Identifier (UUID) — ed. note: thistype is not defined as part of the
base set of XML Schema datatypes. For the purposes of this document we will assume that it will
beincorporated in a later draft (either XM. Schema Datatypes or NDM-U)

» version - identifies the version of the Master IPDRDoc Schema being used. This version shall be
‘0.

e creationTime - indicates the time this document was created. (See the “Generic Requirements’
section for more information about timestamps’)

» IPDRRecorderinfo—identity of the IPDR Recorder responsible for the creation of this IPDRDoc.

IPDRDoc.End

<el ement nane="| PDRDoc. End" >
<conpl exType content="enpty">
<annot ati on>
<docunent ati on> The | PDRDoc. End el enent optionally marks the
end of the |IPDR block. It may ®ntain some check
information |ike a count of | PDRs.
</ docunent ati on>
</ annot ati on>
<attribute nanme="count" type="integer" use="optional"/>
<attribute name="endTi ne" type="dateTi neMsec" use="optional"/>
</ conpl exType>
</ el ement >
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The attributes of the IPDRDoc.End element are described bel ow.
e count - the number of IPDRs contained in this document (used as a check)..
e endTime - the time this document was completed. (See the “Generic Requirements’ section for
more information about timestamps’)

IPDR
<el ement nanme = "I PDR' type = "ipdr:|PDRType">
<annot at i on>
<docunent at i on>
An | PDR descri bes an event between a service
consurmer and a service elenent. Details of the event
are contained within this record. Al |IPDR el enents
have a tine i ndi cati ng when the event occurred.
</ docunent ati on>
</ annot at i on>
</element>
<conpl exType nane = "| PDRType"
final = "restriction">
<annot ati on>
<docunent ati on>
This is the base type for the |IPDR el enent. The
servi ce-specific schema can extend this by
deriving fromit.
</ docunent ati on>
</ annot ati on>
<sequence>
<el enent nane = "| PDRCreationTi me" type =
“i pdr: dat eTi reMsec" nmi nCccurs = "0"/>
<el enent nanme = "segNum' type = "integer" m nCccurs =
0"/ >

</ sequence>
</complexType>
The default child elements of the IPDR element are described below.

» |PDRCreationTime - the time the recorded usage event occurred. (See the “Generic
Requirements’ sectio n for more information about timestamps’)

* segNum - an optional integer value for auditing sets of IPDRs. The first IPDR in each IPDRDoc
has a seqNum value of 0. Each subsequent IPDR within the same IPDRDoc has a monotonically
increasing segNum.

| PDRtypes

<si npl eType nane = "dat eTi neMsec" >
<annot at i on>
<docunent at i on>
This type supports tine resolution at the mllisecond
level It is further constrained to al ways use the
ti nezone designator "Z" indicating GMI. Quantities of
this type can optionally use 3 digits of fraction

after the second to represent the mlliseconds. |If
absent, it is assuned the nmillisecond conponent is
".000".

Exanpl e: 1999- 05- 31T13: 20: 00. 561Z
</ docunent ati on>
</ annot ati on>
<restriction base = "string">
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<pattern value = "[0-9]{4}-[0-9]{2}-[0-9]{2}T[O-
9]1{2}:[10-9]{2}:[0-91{2}(\.[0-9]{3})?Z"/ >
</restriction>
</ si nmpl eType>
<si npl eType nanme = "i pV4Addr">
<annot at i on>
<docunent at i on>
An | P version 4 address in dotted notation deci mal. Exanpl e:
15. 13. 120. 22
</ docunent ati on>
</ annot ati on>
<restriction base = "string">
<pattern value = "[0-9]{1,3}\.[0-9]{1,3}\.[0-
9] {1,3}\.[0-9]{1,3}"/>
</restriction>
</ si npl eType>
<si npl eType nanme = "i pV6Addr">
<annot at i on>
<docunent at i on>
An | P version 6 address in colon separated 2 byte bl ock
hexadeci mal notation
Exanpl e: FEDC: AB19: 12FE: 0234: 98EF: 1178: 8891: CAFF
</ docunent at i on>
</ annot ati on>
<restriction base = "string">
<pattern value = "[0-9a-fA-F]{4}:[0-9a-fA-F]{4}:[0-9a-
fA-F]{4}:[0-9a-fA-F] {4}:[0-9a-fA-F] {4}:[0-9a-fA-F] {4}:[0-9a-f A-F] {4}: [ O-
9a-f A-F] {4}"/ >
</restriction>
</ si npl eType>
<si nmpl eType name = "UU D'>
<annot at i on>
<docunent at i on>
A uni versal unique id in hex dash notation
Exanpl e:  f81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6
</ docunent at i on>
</ annot ati on>
<restriction base = "string">
<pattern value = "[0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-
fA-F]{4}-[0-9a-fA-F] {4}-[0-9a-fA-F] {12}"/ >
</restriction>
</simpleType>

The schemafragment aboveislexically induded in the IPDRDoc schemato provide the default types
required to be used in service definition schemas (see [7]).
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4.3 Compact Encoding

4.3.1 Introduction tothe Compad Encoding

This section defines a document format that offers a compact and efficient representation of usage
accounting data. Thisformat has the additional benefit of providing awel-defined equivalent XML
encoding. Both the compact and XML formats are based on a common service definition specification
defined by IPDR. The service specification is expressed as one or more XML Schema documents, which
follow particular guidelines.

+-- +
| Service Definition(s) |
| (inXML Schema) |

+-- +
I I
% %
+o-- +  4---- +
| Usageinformation | | Usage information |
| (an XML Document) | | (acompact document)|
E + - +

The details of the XML encoding are contained in Section 4.2.

The compact encoding represents integers and floating point values in a binary format as opposed to XML
that uses an ASCII format. This increases the efficiency of reading and writing these values. The
identification of usage attributes is done using the same ASCI| names used in the XML format. These
names are defined in the Service Definitions. XML namespace concepts that prevent name collisions are
also supported.

The primary space savings comes from the separation of description of the usage attributes (i.e. their name
and type) from the actual event values.

In situations where multiple instances of the same event format occur, this separation allows description
information to be written only once in the document. Only the values are written for every event.

The exact format used to encode the values is defined in the RFC1832 External Data Representation
(XDR).

The compact document format allows for both encoding and decoding entities to process the documentsin
a stream-oriented fashion. That is, a decoding entity does not need to read to the end of the document
before beginning to extract information. Similarly, an encoding entity does not need to have all the
information in memory before beginning to write the document.

This streaming property can be critical when exchanging large sets of accounting information.

4.3.2 Requirements
The IPDR Protocol Working Group set the following requirements for a compact encoding format:

»  Theformat should be more space efficient than the XML equivalent (preferably by several times).
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e Theforma should allow for efficient parsing and processing.

*  Complexity should be minimized in order to spur adoption and inter-working systems, and aid in
debugging.

e Theforma would ideally draw from existing standards work.

» Theforma should provide performance and size characteristics that are comparable to known
vendor proprietary formats.

»  There must be well defined mapping from the service definition to the encoding.
e Theforma should allow for easy extension and expansion of the of defined services.

» Theforma should be self-describing. That is, knowing an encoding is an IPDR document, a
system should be able to extract the recorded usage information without additional externd
control.

4.3.2.1 Space Efficient

The exact savings is dependent on the length of the attribute names from the service definition, the ratio of
primitive types to string oriented data, and the number of occurrences of similar usage eventsin a
document.

Congder arecord which contains the following five usage attributes:

<IPDR xsi:type="AA-Type">
<subscriberld>joe</subscriberld>
<ipAddress>192.168.2.64</ipAddress>
<nasl dentifier>nasl.foo.com</nasld>
<acctlnputOctets>13444</acctl nputOctets>
<acctOutputOctets>77777</acctOutputOctets>
</IPDR>

Not including blanks and linefeeds this record occupies 219 bytes.
The compact encoding of this record is as follows:

00000002 00000001 FFFFFFFF 00000003
j o e 00 C0984020 0000000C n a s 1
f oo . com 00003484 00O012FDF

The compact encoding takes 48 bytes and is about 4.5 times more compact than the equivalent XML
encoding.

Note that one time header costsin either document format are not shown or counted. If only one or two
usage events are encoded in an instance document, then the compact format savings will be significantly
less than this factor. However as the number of events of a smilar type increases, the savings approaches
thisvalue.
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4.3.2.2 Efficient parsingand processing

Because numeric values are represented in binary format, they may be mapped directly into variables.
L ikewise when producing this format, variable contents may be simply written to thefile.

The descriptor format allows processing entities to operate in a table driven approach to the production and
consumption of different record types.

4.3.2.3 Low Complexity

There are only eight basic primitive types to encoded and decode. Record descriptors have a simple name
based format. Records themselves consist of only simple primitive types. The overall document structure
is closely related to XDR which allows the format to be described in a C-like language, which is concise
and well understood.

4.3.2.4 Existing standards wor k

The encoding policy for primitive vaues isbased on XDR [RFC1832], the service definition format is
common with that for XML IPDR Services and is a subset of XML-Schema. Support for multi-byte
character content is based on UTF-8 (RFC2279).

4.3.2.5 Performance and size char acteristics

Preliminary results look promising. However this documentcan’ t provide any quantitetive data since the
member companies are somewhat reluctant to share this data.

4.3.2.6 Well defined mapping

The names of usage attributes are common in the XML and compact encoding model and derive from the
same service specifications. [Note to ensure this, further redrictions on the use of XML-Schemawere
defined in NDM-U 3.0]

4.3.2.7 Extension and expansion

The meansfor extending service definitions by third parties aswell aswithin IPDR.org has been clarified
in NDM-U. It simply involves the creation of additional XM L-Schema documents to describe the new
service and the proper use of XML-Namespaces.

4.3.2.8 Self-describing

The document conta ns versioning information at the front of the header to support changes over time. The
document contains references via URI to namespace and service definitions and contains descriptor blocks
that identify usage attributes in events according to their XM L-Schema based service definition. This
produces a fully self-describing document.

Note that this assumes that the service definition URI information is present and accessble to the
processing entity.
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4.3.3 XDR Structure Definition

The compact encoding structure is defined using XDR notation. This provides a concise and readable
means to convey the elements of the encoded format.

This definition first presents the XDR specification language for the format and then describes the key
elements of the compact form in the following sub-sections.

~
*

IPDRDoc.xdr

Thisfile defines the structure of IPDRDocuments in a
compact format. It is expected that IPDRDocuments will
be stored in External Data Representation (XDR)
format according to the structures defined in this
file.

XDR isdefined in RFC1832.

In order to accommodate efficient encoding of large
sets of data, the compact IPDR deviates from XDR
when encoding the length field associated with
IPDRRecordData and the set of IPDRStreamElements.

In particular the length field uses avalue of
OxFFFFFFFF, in order to indicate that the element
count is indefinite. The number of elements for
these itemsisimplicit as part of decoding the
content of those items.

Note that only data structures are defined here.
This defines a format/structure to encode IPDRDocs it
does not define any transport.
/

o I T T R B T B R B N I B T

/-k

* Define our own string type, UTF8String. This emphasizes

* that the content may not be ASCII, but may be UTF-8 encoded
* representation of Unicode/ISO character set.

*

* Note that strings consisting of basic 7-bit ASCII characters

* are unchanged when represented in UTF-8.

*/

typedef opague UTF8String<>;

/*

* Allowed primitive data types

*/

enum AttributeType {
INTEGER =1,
UNSIGNED_INTEGER =2,
HYPER =3
UNSIGNED_HYPER =4,
FLOAT =5,
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DOUBLE =6,

BYTE_ARRAY =7,

UTF8 ARRAY =38
h

/* AttributeDescriptor
*
*An attribute descriptor defines one attribute which will
* gppear in arecord. It contains the attribute name and
* the attributes type.
*/
struct AttributeDescriptor {

UTF8String attributeName; /* The name of an attribute. This namewill either
* come from the default namespace or it will come
* from an alternate namespace as defined in the
* header. If an alternate namespace is used, the name
* will use XML syntax of the form nameSpacel d:attributeName
*/

Attribute typeCode; /* Describes the type of this attribute. Explicitly
* including the type allows us to continue parsing
* arecord even when the attribute name is unrecognized.
*/

—

~
*

RecordDescriptor

A record descriptor defines the set of attributeswhich are
carried in each record of adesignated type. If different
subsets of attributes are carried in different records, then
arecord descriptor isrequired for each.

* X %k X X X X

The record descriptor contains a sequence of attributeDescriptors
* which identify the name and type of the attributes which are

* associated with this record type. The type definition will

* alow an entity which does not recognize some of the attributes

* to still successfully parse the document.

*/

struct RecordDescriptor {

int descriptorld; /* The descriptorld is an integer which will allow
* individual recordsin a given document to specify
* which descriptor describes their layout.
*/

UTF8String typeName; /* identifies arecord type defined in a service definition.

* Record types specify the optional and mandatory fields.
* Note that there may be multiple descriptors associated
* with the same named type if they use different sets of

* optional attributes.

*/
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AttributeDescriptor attributes<>; /* Ligts the attributes in the order they will appear
* inrecordsin this document. A record which points
* to this descriptor's descriptorld, must exactly
* match the set of attributesidentified in thislist.
*/

h

/* IPDRRecordData

* An individual record is apacked set of attribute values

* determined by arecordDescriptor. The values are encoded
* into the octet array according to their primitive format

* and the XDR encoding rules. The overall length of the

* opague array is specified usng the indefinite form (a

* deviation from RFC 1832) in order to enable the output

* to be produced efficiently.

*/

typedef opagque | PDRRecordData<>;

~
*

IPDRRecord

An ipdrRecord structure represents a single recorded usage
event. Itisaflat set of unique attributes. The specific
attributes are determined by the a recordDescriptor which is
referenced by index value.

The set of attribute values are encoded according to CDR rules
asif astruct had been defined with elements of the type
identified in the recordDescriptor and in the order defined

by the recordDescriptor.

L I I T R I

*/
struct IPDRRecord {
int descriptorld; /* The index value of the descriptor which
* describes thisrecords attributes. 1t must
* match the descriptor id in a recordDescriptor
* encountered earlier.
*/

IPDRRecordData data; [* The packed set of attributes */
};

/* IPDRDocEnd

*

* An IPDRDocENd element is the last element in a sequence of
* ipdrStreamElement's contained in the doc.

*/
struct IPDRDocEnd {
int count; /* indicates the number of usage elements carried
* in this stream of usage events, or -1 if
* not used.
*/
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hyper endTime; [* 64-bit time representation, defined to be
* the number of milliseconds since
* Jan. 1,1970 0:00 GMT.
*
/
¥

/*

* Types of SreamElements

*/

enum ElementType {
RECORDDESC =1, /* Describesarecord structure */
IPDRREC =2, /* Thevaluesof asinglerecord */
DOCEND =3 /* Indicates the end of the element stream */

b

/* |PDRStreamElement

*

*  AnipdrStreamElement defines the types of hon-header
* records which are contained in an IPDRDoc.

*/

union |PDRStreamElement switch (ElementType kind) {
case RECORDDESC: RecordDescriptor desc;

case IPDRREC: |PDRRecord rec;

case DOCEND: IPDRDocEnd docEnd;

b

/* NameSpacelnfo

* This associates anamespace URI with a smple identifier. Itisused
* to incorporate namespaces besides default from which attributes

* are defined.

*/

struct NameSpacel nfo {

UTF8String nameSpaceURI; /* The URI for an alternate namespace. For example
* http:/mvww.foo.com/ipdr/namespace
*/

UTF8String nameSpacel D; /* A string identifier which will be used to prefix attributes
* which come from this namespace (e.g. "foo" would
* result in attributes being named like "foo:specialAttr"
*/

/* IPDRHeader

*  The IPDRHeader containsgeneral information about this document,
* including versioning, information about the recorder and

* referencesto IPDR Service definitions and their namespaces.

*/
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struct IPDRHeader {
int version, /* The compact format version. Currently =1*/

UTF8String  ipdrRecorderlinfo; /* Identification information for the producer
* of this document. Typcialy URI, or blank

*/

hyper startTime; /* Number of seconds since the Epoch
* (00:00:00 UTC, January 1, 1970)
*/

UTF8String defaultNameSpaceURI; /* Identifies the default Namespace associated with
* thisrecord. Those attribute names which are
* unqualified will be assumed to be from this namespace
* (e.g. "http:/Aww.ipdr.org/namespace)
*/

NameSpacel nfo otherNameSpaces<>; /* Identifies additional namespaces from which
* attributes are derived. Thislist may be empty.
*/
UTF8String serviceDefinitionURIs<>; /* Identifies the set of service definitions from
* which the records are produced.
*/
opague docld<>; /* The UUID associated with this document */

h

~
*

IPDRDoc

An IPDRDoc represents a collection of usage events recorded
in a compact binary format consistent with the External
Data Representation (XDR defined in RFC1832).

The information content of the compact format is equivaent
to that contained in an XML encoded form.

Note that the length of the elements array uses the
indefinite form (a deviation from RFC1832). To support
efficient encoding of large sets of events.

L R S T B R

*/
struct IPDRDoc {

IPDRHeader header;  /* contansinformation describing this
* |PDR document
*/

IPDRStreamElement elements<>; /* The descriptors and ipdrRecords may be
* intermixed. An ipdrRecord may not refer
* to a descriptor which has not previously
* gppeared. The ipdrDocEnd must be the final
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* element.
*/
1
4.3.4 Compact Format Definition

The basic structure is shown below:

S +
| Header |
S +
| Descriptor |
S —— +
| Usage Event |
R R —— +
S —— +
| Usage Event |
S +
| DocEnd |
S R —— +

Multiple descriptors may appear in asingle document. The descriptors may be intermixed with usage
events. The only requirement is that a descriptor must appear before any usage event which referencesit.

The Doc End element may appear exactly once and must be the last element in the document.

It should be noted that in order to support the stream based encoding and decoding there are two points
where arrayswill be encoded using an indefinite length indicator. This technique is a deviation from
RFC1832, but is necessary in order to reduce the possible memory and data copy requirements which could
result from requiring the length be calculated up front.

The use of indefinite length does not produce any ambiguity when decoding the document, because in both

caseswhere it is used, the process of decoding the indefinitelength content will clearly identify where the
end of the indefinite length set is located.

4.3.4.1 Compact Document Header

The document header is structured as follows.

+- +
| Version |
+- +
| Recorder Info [
+- +
| Creation Time |
+- +
| Default Namespace |
+- +
| Other Namespaces |
+- +
| Service Defs |
+- +
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| Document UUID |
+- +

434.1.1Version
The version number is recorded as a 32-hit integer.

The version number associated with this specificaion shdl be 1.

4.3.4.1.2 Recorder Info

The recorder info is encoded as a 32-bit length indicator followed by a sequence of bytes of the specified
length. Padding with bytes containing zero are used to ensure the set of bytes ends on a 4-byte boundary
(in accordance with X DR encoding policy).

The length specifies the number of bytes (not including any padding). The length does not include the 4-
bytes which the length indicator itself occupies.

The content of the Recorder Info is not specified in this document. It may be a URI reference or other
information which aids in the identification of the element which created the document.

4.3.4.1.3 Creation Time

The creation time is a 64-bit integer value representing the time the time the recording entity began
creating this document. The value represents the number of milliseconds since Jan. 1, 1970 0:00 GMT.
4.3.4.1.4 Default Namespace

The Default Namespace is encoded as a 32-bit length indicator followed by a sequence of bytes of the
specified length. The Namespace, if present, should bein the form of aURI.

This namespace creates an association between unqualified attribute names and the default namespace, as
specified in the "Namespacesin XML" W3C Recommendation.
4.3.4.1.5 Other Namespaces

The Other Namespaces item is encoded as a 32-bit integer representing the number of namespace items,
followed by that many namespace item.

Each namespace item represents a pair of UTF-8 strings which contain a prefix and a namespace URI.
Each of these UTF-8 stringsis encoded s a 32-bit length indicator followed by a sequence of bytes of the
specified length.

If present these namespace items will be used to associate qualified attribute names with agiven namespace
as specified in the "Namespaces in XML" W3C Recommendation.

These namespaces in turn are associated with Service Definitions asfollows:
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The array of Namespace items must be equal to or less than the number of Service definition items. A
Namespace item in the array of Other Namespaces isassociated with the service definitionin the same
position in the array. Any service definition which does not have a corresponding Namespace item is
considered to be associated with the default namespace.

A namespace item may have a zero length prefix name and namespace URI component. In the namespace
item is considered to represent the default namespace.

See"XML Schema - 1 Structures’ for a discussion of the association of Namespaces and Schemeas.

4.3.4.1.6 Service Definitions

The Service defintions are encoded as 32-bit integer representing the number of UTF8 strings which
represent the service definition URIs. It isrecommended that these URI's be accessible to the reader.

Each Service definition is a 32-bit length indicator followed by a sequence of bytes of the specified length.

It is assumed that the service definition URL's point to instances of XM L-Schema documents which are
further constrained to conform to the guidelines defined by the IPDR Service Definition Guide.

These Service Definitions will contain XML element definitions including typing and descriptive
information. Thisinformation can be used to by a consuming entity to derive additional details about the
individual usage attributes.

The usage attributes referenced in the document descriptors should correspond to entity definitions (with
the appropriate namespace qualification) appearing in these Service definitions.

Note however if attributes do not appear in a Service definition or no service definitions are present or the
service definition URIs are unreachable, the document itself is still able to be processed. Therewill merely
be less explicitly available information about the attributes. And there is a greater risk that documents may
refer to attributes using the same name with a different meaning.

4.3.4.1.7 Document UUID

Each document produced by arecorder will have a globally unique identifier to aid in the tracking of usage
information delivery.

The UUID shall be encoded as a 32-bit length specifier (which will always have the value 16) followed by
the 16-byte UUID sequence. UUID's are defined in the OSF specification for Distributed Computing
Environment (DCE).

4.3.4.2 Stream Elements

The compact document format contains a header followed by a sequence of Stream Elements. Stream
Elements are one of three types:

»  Descriptor - adescriptor defines the structure of an IPDR Record. The descriptor is composed of a
sequence of Attribute Descriptorswhich define the name and type of each Usage attribute as it
will appear in an record.
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» |PDR Record - arecord consists of areference to a descriptor followed by a sequence of values
encoded in the order defined by the descriptor. Each value is encoded following the rulesfor the
primitive type identified in the descriptor.

»  Document End - this structure is used to mark the end of a series of stream elements. It also
contains a count of IPDR Records and a timestamp indicating when the recorder completed
production of this document.

In the XDR description language presented earlier the sequence of Stream elementsis defined in the
IPDRDaoc structure as.

IPDRStreamElement  elements<>;

XDR specifies the rules for encoding the variable length array of elements as encoding a 32-bit integer
indicating the total number of elements followed by the encoded instances of those elements.

+-- —t
| Element Array Count* |
+-- —t
| Encoded Element [

+-- —+
| Encoded Element |
I I

+-- -t

L .
| Encoded Element |
I I

+-- —+

Requiring that the number of elements be encoded before the elements themselves are laid down in the
record isimpractical in applications where avery large set of usage events are to be recorded. In some
casesit is desirable to begin recording the set of events before all the usage events have even arrived. In
this case the recording entity will not have knowledge of how many elements are to be produced at the time
the array length isto be encoded. This specification deviates from the XDR encoding, by instead requiring
that the length always be specified by the value OXFFFFFFFF. This indicates that the number of elements
must be determined through the process of decoding the sequence of elements.

The end of the sequence of elements is unambiguoudy determined by the presence of a Document End
element. After decoding this d ement the sequence is considered complete.

4.3.4.2.1 Record Descriptor

The record descriptor defines the structure of one set of usage events which may appear later in this
seguence of stream e ements.

It is encoded as follows:

+-- —t
| Union Discriminator |
+-- —t
| Descriptor ID |
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+-- —t
| TypeName |
+-- —+
| Attribute Desc Count |
+-- —t
| Attrribute Descriptor |
+-- —t

| Attrribute Descriptor |
+-- —+

+-- -t

| Attrribute Descriptor |
+-- —t

The union discriminator field is the mechanism used by X DR to distinguish among different instances of a
union type. Thisfield is always represented by a 32-bit integer. Stream elements which are Record
Descriptors use the value 1, to distingui sh them from other stream element types.

The descriptor ID is a 32-bit integer identifier used to distinguish between other record types which may
appear in the same stream. It is recommended to begin issue descriptor ID's beginning with 1 or 0 and
assign sequential id's as new descriptors are added to a given document.

The typeName is a 32-bit length indicator followed by a sequence of bytes of the specified length. Itis
intended to refer to a ComplexType definition which appearsin a service definition. The typeName may
be namespace qualified if the type definition is from one of the other namespaces and not the default
namespace.

The attribute descriptor count is encoded as a 32-bit integer. It represents the number of attribute
descriptors which are present.

The order of the attribute descriptors indicates the order in which values for this record type will be
encoded in IPDR Record datastream elements.

Each attribute descriptor consists of two fields:

4.3.4.2.1.1 Attribute Name

The Attribute Name is encoded as a 32-bit length indicator followed by a sequence of bytes of the specified
length.

The attribute name is a character string identifying an attribute. The name isformulated according to the
conventions defined in the W3C Recommendation, Namespacesin XML. Specifically the presence of the
":" character is used to indicate a non-default namespace. The substring on the left of the":" should match
aprefix defined in the Other Namespaces section of the header. If no":" is present then the nameis
considered to be taken from the default namespace. In either case, the name should match an attribute
definition in one of the referenced service definitions. Although the presence of the service definitions are
not required, if there isno match, then additional information about the attribute will not be directly known
to a consuming application.
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An application may have additional information about a named attribute through external means not
provided in this specification. However in this situation it should be noted that the self-describing nature of
the document is diminished.

4.3.4.2.1.2 Primitive Types
The primitive type is encoded as a 32-bit integer value.

The atomic primitives provided by this specification are the following, have the following identifier
assignments:

INTEGER =1,
UNSIGNED_INTEGER =2,
HYPER =3,
UNSIGNED_HYPER =4
FLOAT =5,
DOUBLE =6,

BYTE_ARRAY =7,
UTF8_ARRAY =8

An Integer is a 32-bit signed integer value.

An Unsigned integer is a 32-bit unsigned integer value

A Hyper is a 64-bit signed integer value.

An Unsigned hyper is a 64-bit unsigned integer va ue.

A Float is a 32-bit floating point value.

A Double is a 64-bit floating point value.

A Byte array is a sequence of bytes of a specified length.

A UTF8 array is a byte sequence which represents the UTF8 encoding of a string of characters. The length
indicates the number of byteswhich UTF8 encode this string. Strings are not null terminated. ASCI|
strings which are made up of characters exclusively in the range 0x00-0x7F do not require any
transformation to be represented in UTF8. Character code pointswhich are in the range 0x80-0xFF and
those which require multiple bytes have a simple mapping function defined in RFC 2279.

UTF8 is defined as a separate primitive type, because the use of information encoded as strings is a broadly

applicable distinction from data which consists of a sequence of byte values which do not represent
character code points.

4.3.4.2.1.3 Firg Normal Form

The sets of information which can be encoded for a single usage event are considered to be in "first normal
form". First normal formisabasic relational database concept which states that the basic properties of
tables are that they are made of atomic primitives and do not have multiple values for any attribute.

Usage events which consist of lists of information can gill be represented by dividing the information
content into different record descriptors and linking the events with some common identifier(s).
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Alternatively some simple lists could be carried in string or byte array fields, although thisis discouraged,
because the self-describing nature of the document, in particular the embedded list, is diminished.

4.3.4.2.2 | PDR Record Data
The record data identifies the descriptor that defines the layout of the encoded values followed by the

encoded values themselves packed according to the XDR encoding rules for the primitive type associated
with each attribute.

+-- -+
| Union Discriminator |
+-- —+
| Descriptor ID |
+-- —+
| Length * |
+-- —+
| Encoded value |
+-- —+
| Encoded value |
+-- —+
+-- —+
| Encoded value |
+-- —+

The union discriminator field is the mechanism used by XDR to distinguish among different instances of a
union type. Thisfield is always represented by a 32-bit integer. Stream elements that are IPDR Record
Datause the value 2, to distinguish them from other stream element types.

The descriptorid is a 32-bit integer identifier that should match a descriptor id defined previously in this
document instance in a Record Descriptor stream element.

The encoding of the length element diverges from the XDR specification. Ordinarily this would represent
the number of bytes that make up the series of encoded values contained in the data. However, because the
encoded values may contain variable length byte arrays, and strings that must be UTF8 encoded, it can be
ineffident to calculate the length separately from the process of encoding the values. Therefore the length
is represented by the value OxFFFFFFFF that indicates that the individual values must be decoded
according to the specified record descriptor.

The end of the sequence is determined unambiguously upon decoding the last value of the sequence of
attributes.

4.3.4.2.3 Document End
The document end identifies the last element in the sequence of stream elements. It also provides summary

information about the document. Specifically the number of usage events in the stream and the time when
the document was compl eted are recorded.

+-- -+
| Union Discriminator |
+-- -+
| Usage Event Count |
+-- -+

©2001 IPDR, Inc. Page 49 of 74 November 2, 2001



Network Data M anagement - Usage (NDM -U) for |1 P-Based Services Version 3.0

| Document Completion Time |
+-- -+

The union discriminator field is the mechanism used by X DR to distinguish among different instances of a
union type. Thisfield isaways represented by a 32-bit integer. The Document End stream element uses
the value 3, to distinguish it from other stream € ement types.

The usage event count is encoded as a 32-bit integer value. It should match the number of IPDR Record
Data stream elements that appeared in this document.

The completion time is encoded as a 64-bit integer va ue representing the number of milliseconds since Jan.
1, 1970 0:00 GMT.

4.3.5 References
Note that all RFCs are available from http:/Aww.ietf.org/rfc/rfcNNNN.txt.
All W3C recommendations are available from http:/Awww.w3.org/TR/#Recommendations.
Publicly available IPDR specifications are available from:
http:/Mww.ipdr.org/techni cd-work/document-rel eases.htm.
R. Srinivasan, "XDR: External Data Representation Standard”,

RFC 1832, August 1995

Bray, T., J. Padli, and C. Sperberg-M cQueen, "Extensible
Markup Language (XML) 1.0", W3C Recommendation, 2nd edition 6 October 2000

"Namespacesin XML", W3C Recommendation, January 1999.

"XML Schema Part 2: Datatypes’, W3C Recommendation, May 2001.
"XML Schema Part 1: Structures®, W3C Recommendation, May 2001.
IPDR Service Definition Guidelines.

T. Berners-Lee, R. Fidding, U.C. Irving, L. Masinter, "Uniform
Resource Identifiers (URI): Generic Syntax". RFC 2396,

August 1998.

N. Brownlee, A. Blount, "Accounting Attributes and Record Formats",
RFC 2924, September 2000

K. McCloghrie, J. Heinanen, W. Greene,A. Prasad, "Accounting
Information for ATM Networks', RFC 2512, February 1999

F. Yergeau, "UTF-8, atransformation format of 1SO 10646",
RFC 2279, January 1998.

OSF specification for Distributed Computing Environment (DCE).
OSF CAE Specification, Document C706, 1997

P. Leach, R. Salz, UUIDs and GUIDs, |ETF draft, 1998. Expired,
but available at: http://www.webdav.org/specs/draft-leach-uuids-guids-01.txt
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4.4 Document Transfer

4.4.1 Introduction

First, it should be noted that the transfer protocol described in this version of the document is limited to the
D interface.

The NDM-U Transfer Protocol provides three models of delivery:

* |T Push, where the IPDR Transmitter is responsiblefor delivering IPDR documents to a known
BSS system.

»  BSSPull, where a BSS system requests specific documents froman IT.

» Demand Poll, where the IT system notifies the BSS of the availability of IPDR documents and the
BSSisresponsible for pulling them.

The Transfer Protocol is defined in atransport neutral manner. The working groups of IPDR.org will
define specific mappings. 1n 3.0 thereis a single specified transport mapping, thefile based transfer
protocol. Thisfile based mapping is aminimal implementation of the demand poll model. For thefile
based mapping, a subset of capabilities are supported and communication is done through the file system
rather than over the network.

A preliminary SOAP mapping was specified in NDM-U versions 2.0, 2.5 and 3.0. It has been removed
from version 3.0. This decisionwas based on the lack of implementation and operational experience. A
full mapping of the operations defined in this section are an area for further study.

The following sections define the Protocol:

e “Groups, Seq uence numbers, Document ids and Subscriptions” describes how the IPDR Trangamitter
organizes IPDRDocsfor retrieval and delivery to BSS systems. The protocol primitives are dependent
on these concepts.

*  “NDM -U Protocol Primitivesand Parameters’ specifies the set of operations available in the 3.0
version of the Transfer Protocol, and illustrated by the State Diagrams. These are again presented in a
protocol neutral format. One exception is the definition of a“Capabilit y file’. ThisXM L document is
further described in the next section.

» A datediagram view of the protocol interchanges, note that this does not specify any particular
encoding or transfer mechanism. The protocol neutral model allows for the assignment of different
mappings for the same basic protocal..

e “Capability Files, A Means for Subsequent Extension” descr ibes how the XML based capability record
can be exchanged between an I T and BSS, and how extensions are managed.

« "9 mpleFile Scheme Mapping,” describesthe file based transfer protocol used in several IPDR
interoperability demonstrations. Note that this is now considered an instance of the defined protocol
(albeit atrivia one).

» “Sxurity Considerations’, describes the sec urity mechaniams available with the currently defined
protocol mappings.
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4.4.2 Groups, Sequence Numbers, Document Ids and Subscriptions

An |PDR Transmitter organizes IPDRDocs into groups. A sequence number and a unique document id
identify the documentsin agroup. BSS systems access IPDRDocs by explicitly pulling specific
documents, or by subscribing to a group to request delivery by the IPDR Trangnitter.

4.4.2.1 Groups

An |PDR Transmitter will receive either IPDR Documents from an IPDR Store or individual IPDRs from
one or more IPDR Recorders. If individual records are received, it isthe responsibility of the IPDR
Trangmitter to assign sets of records to an IPDRDoc and to place themin alogical IPDR Store.

Each IPDR Document the IPDR Trangmitter must process isassigned to zero or more groups. The
business rules, which assign IPDR Documents to groups, are alocal matter for the IPDR Transmitter.
Similarly the set of groups maintained by the IPDR Transmitter is alocal matter.

Groups are named with astring identifier. The assignment of group names are a local matter, the only
restriction isthat an IPDR Tranamitter with multiple groups must have a different name for each group.
Two different IPDR Tranamitters may use the same group name, but no rel ationship between these groups
isimplied.

4.4.2.2 Group Sequence Numbers

When the IPDR Tranamitter assigns an IPDR Document to a group the document is given the next
available sequence number for that group. Sequence numbers within agroup are never repeated. To
guarantee this property 64-bit integers may be needed to prevent roll over.

Sequence numbers are positive integers that increase by one for each new document. When anew group is
created, the first document assigned to that group should be given the sequence number of 1.

As IPDR Documents are aged off based on policy, the corresponding sequence number within that group is
no longer considered available.

4.4.2.3 Subscriptions

The NDM-U Transfer protocal provides a Push, Pull and Demand Poll based model for delivering IPDR
Documents.

The concept of a subscription isintroduced for the Push and Demand Poll models. A BSS system
subscribes to a document group maintained by the IPDR Transmitter. During the life of this subscription
the IPDR Trangmitter will attempt to transfer each document in that group to the BSS. As new documents
are added to the group these will also be delivered. Note that in the case of Demand Poll the document
identifiers are delivered, but the BSS must pull the IPDRDoc itself.

Subscriptions may be explicitly requested by a BSS system through the subscribe primitive. Subscriptions
may also be explicitly ended by a BSS system using the unsubscribe primitive.

Alternatively subscriptions may be set up on the IPDR Transmitter through local means (i.e. configuration).
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During the subscription, the IPDR Tranamitter will attempt to deliver each IPDR Document in the
associated group to the configured BSS system exactly once.

The simplest mechanism to accomplish such atransfer isto serialy deliver each document in order of their
assigned sequence numbers.

Alternative mechanisms which deliver documentsin paralld over multiple communication channels to the
BSS may dso be desirable, however the mechanism to recover documents is not defined by this protocol.

4.42.4 Document lds

An IPDR Doc should have a globally unique idertifier associated with it. These are Universal Unique
Identifiers (UUIDs).

Thisidentifier is assigned when the IPDR Document is created. When the IPDR Transmitter assigns a
document to a group, the document's Id is not modified. Rather the document is assigned a sequence
number within that group. If the same document is assigned to multiple groups, the sequence number
assigned for each group isunrelated. However the document maintains its single unique document
identifier, so that instances of the same document in multiple groups can be identified.

The definition of Universd Unique Identifiers resdes in the OSF specification for Distributed Computing
Environment (DCE). OSF CAE Specification, Document C706, 1997, Appendix A, located at:

http:/Avww.opengroup.org/onlinepubs/009629399/

UUIDs are equivaent to Microsoft s Globally Unique Identifiers (GUIDs).

An open source C implementation of UUID generation is available in the appendix of the IETF draft, draft-
leach-uuids-guids-01.txt. Thisdraft has expired, but an archived copy is available at:

http:/Avww.ipdr.org/public/draft-leach-uui ds-guids-01.txt

Note: the IETF draft was alowed to expire because the group considered the OSF work a referenceable
standard and did not chose to duplicate it.
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4.4.3 Protocol Primitives and Parameters
The following sections summarize the parameters to each NDM-U Transfer protocol primitive.

Unless otherwise indicated all parameters are required.

4.43.1 CapabilityReq

A request for a BSS to determine the modes of transfer and the versions of the transfer protocol supported
by anIT.

It has the following parameters:

e version - theversion of the NDM-U protocol in use. (string, eg. “3.0"). Anot her level of
subidentifiers could be introduced to represent bug fixes or minor corrections (e.g. 3.0.1), but is
discouraged. Thisversion uses the major revision number 3 and minor number of 0.

* requestorld - an identifier of the requestor. Thisisuseful for log and audit purposes today and BASIC
authorization. (string, URL identifying the requestor, eg. “ http://voip_bss.example.com:6615/bss1”).

4.4.3.2 CapabilityRsp+

The response carries a description of all available NDM-U transfer capabilities supported by this IPDR
Trangmitter (IT).

NOTE: The XML encoding of the capabilities is considered the canonical description for all subsequent
IPDR Transmitter protocol revisions and alternate mappings. All IT implementations must support
exporting information regarding their capabilitiesviaflat filesin thisformat. Similarly it is assumed that
systems interested in accessing the services of an IT implementation will be able to consume this
description.

It has thefollowing parameter:

»  supportedProtocolList - alist of items, which describe the capabilities of this transmitter. Each item
consigs of three subfields, plus optional extensions:

» version- aprotocol version that this IPDR Transmitter supports. (string, e.g. “30")

e primitiveList - alist of the operations. A single name identifies the request, response+ and
response- primitives , which are supported by this IPDRTranamitter. (string list, eg. “ Capability,
LigGroups, Subscribe, and Push”). Notethat U nsubscribeisimplied if Subscribe is offered.

»  protocolMagpping - a specific transport that issupported. Currently the only mapping specified is
“‘Hle.

» extension - acontainer for version specific information. The contents of the extension are
determined by the version and protocol Mapping, and can be ignored by systems not supporting
them. For version 3.0 the only supported subfield is identification information for the transmitter.
Example:

<extension>
<transmitterld>http://voip_itl.example.com:6614/voip_it</transmitterld>
</extension>

See the foll owing section on Capability Files and Extensions for a complete example.

44.3.3 CapabilityRsp- (seegeneral NegativeRsp)
Rejects a capability request.
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4434 LigGroupsReq
A request for the BSS to determine the available groups of an IT.

It has the following parameters:

* version - theversion of the NDM-U protocol in use. (string, eg. “3.0")
» requestorld - an identifier of the requestor. Thisisuseful for log and audit purposes today and BASIC
authorization. (string, URL identifying the requestor, eg. “ http://voip_bss.example.com:6615/bss1”)

4435 LigGroupsRsp+

Carries the response to the request.
It has the following parameters:

» grouplnfoList - alist of items, which describe the groups currently available from this transmitter.

Each item consists of five subfields:

» groupld - the name of a group supported by this transmitter. (string, eg.“ voipl group”)

*  beginTime- the time the first document currently available from this group was created.
(timestamp, e.g. “2000 -12-31T23:59:00Z")

*  beginSegNum - the sequence number of this document within the group. (integer, e.g. 7013)

» endTime- the time the last document currently available from this group was created. (timestamp,
eg. “2001 -01-10T23:59:00Z")

* endSegNum - the sequence number of this document within the group. (integer, e.g. 10987)

44.3.6 LigGroupsRsp- (seegeneral NegativeRsp)
Rejects agroup listing request.

4437 LigDocsReq
A request for the BSS to determine the documents in a group.

It has the following parameters:

e version - theversion of the NDM-U protocol in use. (string, eg. “3.0")
» requestorld - an identifier of the requestor. Thisisuseful for log and audit purposes today and BASIC
authorization. (string, URL identifying the requestor, eg. “ http://voip_bss.example.com:6615/bss1”)
e groupld - the name of the group on this transmitter to have its documents listed. (string, e.g.
“voipl_group”)
» [optional any one of the following three, if none are specified it is equivalent to sinceSegNum=0]
» sinceTime[optional] - only list documents in this group, which were since the specified time,
inclusive. (timestamp, e.g. “2 001-01-08T00:00:00Z")
»  groupSegNum [optional] - only list the document in this group assigned this sequence number.
(integer, e.g. 9188)
e sinceSegNum [optional] - only list documents in this group with a sequence number greater than
or equal to thisvalue. (integer, e.g. 9100)
*  maxltems[optional, default=dl] - the returned list should not exceed this number of items. (integer,
e.g. 50)
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4438 LisgDocsRsp+
Carries the response to the request.

It hasthefollowing parameters:

» doclnfoList - alist of items, which describe the documents meeting the criteria specified on the
request. Each item consists of three subfields:
» docld - the universally unigueidentifier (UUID) for this IPDRDoc. (UUID, e.g. 2fac1234-31f8-
11b4-a222-08002b34c003. See[1])
» docTime- the time this document was created. (timestamp, e.g. “2001 -01-08T00:00:00Z")
»  groupSegNum - the sequence humber associated with this document in the group. (integer, e.g.
9188)

4.43.9 LigDocsRsp- (seegenera NegativeRsp)

Rejects a document list request.

4.4.3.10 SubscribeReq

A request for the BSS to acquire a subscription to a group (either document push or demand pall).
It has the following parameters:

» version - theversion of the NDM-U protocol in use, and expected for responses. (string, eg. “3.0")

» requestorld - an identifier of the requestor. In the context of a subscription request, this contains the
necessary information for the IPDR Transmitter to initiate messages back to the requestor. (string,
URL identifying the requestor, eg. “h ttp:/Aoip_bss.examplecom:6615/bss1”)

e groupld - the group, which the requestor wants to receive, push indications of subsequent IPDR
documents. (string, e.g. “voipl _group”)

*  beginSeqNum [optional, default=0] - the earliest sequence number from which to begin transmitting
documents. If the IPDR document of this sequence number exists in the group, then this document and
all subsequent documents (ordered by sequence number) in the group will be transmitted. If this
document has already been aged out within the group, then the lowest sequence number available
which isgreater than beginSegNum should begin the sream. (integer, e.g. 7000)

e idOnly [optional, defalt="N" ] - a Boolean flag indicating whether the requestor wants the documents
transmitted on the PushReq, or just the documents identifier (the latter case corresponds to the
“Demand Poll” modd v s. true Push). (boolean, e.g. “Y")

4.4.3.11 SubscribeRsp+

Carries the response to the request.
It has the following parameters:

e groupld - the group actually subscribed to. For this version, thisvalue should match that requested.
(string, eg. “ voipl_group”)

*  beginSegNum - the actual sequence number within the group from which PushReq's will begin.
(integer, e.g. 7132)

4.4.3.12 SubscribeRsp- (seegeneral NegativeRsp)

Rejects a subscription request.
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4.4.3.13 UnsubstribeReq

A request for the BSS to rel ease a subscription to a group.
It has the following parameters:

e version - theversion of the NDM-U protocol in use, and expected for responses. (string, eg. “3.0")

» requestorld - an identifier of the requestor. Thisis necessary to identify an existing subscription.
(string, URL identifying the requestor, eg. “ http:/Avoip_bss.example.com:6615/bss1”)

» groupld - the group that the requestor wants to unsubscribe from. (string, eg. “ voipl_groug’)

4.4.3.14 UnsubscribeRsp+
Carries the response to the request.

It has no parameters.

4.4.3.15 UnsubscribeRsp- (see general NegativeRsp)

Rejects an unsubscribe request.

4.43.16 PushReq

A request sent by the IT to the BSSwhen the next document is available or it wakes up to retransmit, an
unacknowleged document.

It has the following parameters:

» version - theversion of the NDM-U protocol in use, and expected for responses. (string, eg. “3.0")

* requestorld - an identifier of the requestor. Note that in this case the requestor isthe IPDR Trangmitter
in all other casesit isthe BSS end of the D interface. (string, URL identifying the requestor, e.g.
“http:/Nvoip_itl.example.com:6614/voip_it")

e groupld - the subscribed group that this document is associated with. (string, e.g. “voipl _group®)

* docld - the universally uniqueidentifier (UUID) for this IPDRDoc. (UUID, e.g. 2fac1234-31f8-11b4-
a222-08002b34c003. See[1])

»  groupSegNum - the sequence number associated with this document in the group. (integer, e.g. 9188)

» IPDRDoc [optional, dependent on the “idOn 1y’ flag setting at time of subscription] - the information
content of the IPDRDocument. (IPDRDac, thismay be either the compact encoding or XML encoded
document.)

4.43.17 PushRsp+

Carries the response to the request.

It has no parameters.
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4.4.3.18 PushRsp- (see general NegativeRsp)

Rejects a document push request.

4.4.3.19 PullReq

A reguest sent by the BSS to the I T to retrieve a specific document.
It has thefollowing parameters:

e version - theversion of the NDM-U protocol in use, and expected for responses. (string, eg. “3.0")
» requestorld - an identifier of the requestor. Thisisuseful for log and audit purposes today and BASIC
authorization. (string, URL identifying the requestor, eg. “ http://voip_bss.example.com:6615/bss1”)
* groupld - the group that this document is associated with. (string, e.g. “voipl_group”)
» [exactly one of thefollowing two is required]
» docld - the universally unique identifier (UUID) for thisIPDRDoc. (UUID, e.g. 2fac1234-31f8-
11b4-a222-08002b34c003. See[1])
» groupSegNum - the sequence number associated with this document in the group. (integer, e.g.
9188)

4.4.3.20 PullRsp+

Carries the response to the request.
It has the following parameters:

» groupld - the group that this document is associated with. (string, e.g.“ voipl group”)

* groupSegNum [optional, default none] - the sequence number associated with this document in the
group. (integer, e.g. 9188)

» docld - the universally unigueidentifier (UUID) for thisIPDRDoc. (UUID, e.g. 2fac1234-31f8-11b4-
a222-08002b34c003. See[5])

» |PDRDoc - the information content of the IPDRDocument. (IPDRDoc, thismay be either the compact
or XML encoded document.)

4.4.3.21 PullRsp- (see general NegativeRsp)

Rejects arequest to retrieve (pull) a document.

4.4.3.22 NegativeRsp

The negative response is a single primitive whichprimitive that isused to indicate a failure on any request.
It has the following parameters:

» reasonCode- a numeric identifier indicating the recipient of arequest failed to processit. (integer, e.g.
3)
Current code set:
1- nosuchversion. Therecipient does not support the version requested.
2 - no such primitive. The recipient accepts the proposed version, but does not support this particular
primitive.
3- unauthorized. The requestor is not recognized as having permission to perform this request.
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4 - no such group. A group specified on arequest does not exi<.

5- groupSegNum not yet available. No documents in this group have been assigned this high of a
sequence number.

6 - groupSegNum aged off. The document in this group is no longer available to this tranamitter.

7 - changeSegNum. The receiver would like a different sequence number pushed.

8- docldisnot available. The requested document is not available in this group (either because the
document 1d was never available or because it has been aged off)

9- aready subscribed. A subscription request has already been fulfilled for this requestor and group.

10 - already unsubscribed. An unsubcribe request has arrived for arequestor that is not recognized as
subscribed.

» delayHint [optional, default none] - hint indicating a recommended amount of time in millisecondsfor
the requestor to wait before issuing asimilar request. The requestor may ignore the hint if present.
(integer, e.g. 60000)

» segNumHint [optional, default none] - hint indicating the closest sequence number, which can be
delivered or is expected. A requestor may use this information to alter the next document in a group
pushed or pulled.

» versionHint [optional, default none] - indicates a preferred version, which may not result in errors.
(string, eg.“3.0")

o primitiveHint [optional, default none] - indicates the set of primitives, which are supported by the
receiver of arequest. A single name identifies the request and response primitives that are supported
by this IPDRTrangmitter. (string list, e.g. “Capabilit y, ListGroups, Subscribe, Unsubscribe, Push”)
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4.4.4 State Diagrams
The following state diagrams depict the states and transitions used by the NDM-U Transfer Protocol.

For each transfer scenario, there is a state diagram associated with the IT and another associated with the
BSS.

The state diagram attempts to provide a protocol neutral way to depict the behavior of the IT and BSS
during exchanges of IPDR documents.

44.4.1 Readingthe State Diagrams

Each diagram depicts a set of states and the transition arcs between states are |abeled with the Stimulus
("S") which causes a state transition and the Response ("R") to the stimul us.

All of the state machines contain the start state. Most state machines do not define aterminal state, as
normal operation of these entities is to continue indefinitely. The behavior on system shutdown and restart
is for the state machine to begin again at the start state. It is assumed that necessary state information is
maintained across system restart. Thisincludeslast sequence number sent, information about
subscriptions, etc.

Some of the stimulus or response items in the diagram also describe a condition. Thisis represented by a
parenthesis after the name of the stimulus or response event. For example"S: PushReq (gap)", indicates a
push request arrived but it is not the expected next document.

4.2.4.2 Subscription Services (I1T)

The IPDR Trangmitter supports various inquiries about its capabilities and documents. These are lumped
together as the Subscription Services. The diagram shows that upon start up any inbound request arriving
at the IT issimply serviced by the appropriate positive or negative response.

I T states (I T Subscription Service)

- S:CapablityReq
S: ListGraupsReq ) %
R: LigGroupsRsp R: CapabilityRsp

S:SubscribeReq (valid group)

R: SubscribeRsp + and create new

S: ListDocsReq state machine to service subscription.

R: LigDocsRsp or

ListDocsRsp- (invdid group, S:UnsubscribeReq (exi ging sub)

R: UnsubscribeRsp + and end state
machine for that BSS.

/vs:SubscribeReq (invalid group)
R: SubscribeRsp -

S:startup

R: none
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4.4.4.2 Push Service (IT)

The IPDR Transamitter manages a separate state machine for each active subscription. As new documents
arrive in the group, the tranamitter attempts to deliver them to the BSS via PushReq messages. The
transmitter will typically await a response before proceeding. If aresponse is not received in a configured
amount of time t1, the sender will pause for a configured interval of time t2 and then attempt to deliver the
same document. Thisimpliesthat areceiver may receive a duplicate IPDRDoc after a communication
failure and recovery. The dodd, or groupld and groupSegNum fields allow a BSS to identify duplicates.

Moving to the unsubscribed state effectivey ends this instance of the state machine.

Note that parallel transmission of documents between an IT and BSS system could be conducted across
multiple communicetion channels.

I T states (IT Push Scenario)

S: subscription created

- none S:wakeup or next doc in group avail

R: PushReq
\ S: PushRsp(+ or - gap) a/vat
R: updae segnum
eSpoNse

S: subscription ended
¥Y—sTimeat —

R: none
R: slegp

4.4.4.3 Push Service (BSS)

A subscribing BSS system must first complete a subscriptionto an IT and then will receive a stream of
documents. The documents contain a sequence number associated with the group identifier allowing gaps
or duplicates to be detected in the stream.

Moving to the unsubscribed state effectivey ends this instance of the state machine.

Note that parallel transmission of documents between an I T and BSS system could be conducted across
multiple communication channels.
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BSS states (I T Push Scenario)

S: timeout
R: SubscribeReq

S: operator requests Await S: SubscribeRsp+ O S: PushReq (acceptable)

subsaription. Pt R:none R: PushRsp+
Rz&lbs}m‘ae‘(’ Subscription \
>

i SubsaribeRsp-
unsubscribed : none S: operator reguests unsub @ R: PushRsp-
R: UnsubscribeReg Q
S: UnsubscribeRgp+ Await S: PushReg
R: none unsubscriptio R: PushRsp+ and Ga‘p deteCt
update expected next seq
S: timeout

R: UnsubscribeReq

S: PushReq (gap)

S: startup
R: none

4.44.4 Pull Service(IT)

The pull serviceis effectively stateless from the I T’ s perspective. Docu ments are requested in the context
of agroup either by Docld or groupSegNum. If available they are delivered, otherwise an error is sent.

I T states (BSS Pull Scenario)

S:PullReq (available graup/id or aged off id or future id)
R: PullRsp (+ o - gap or - not ready)
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4445 Pull Service (BSS

The BSS can continue to pull documents by incrementing the groupSegNum parameter. When aresponse
indicates the document is not available, the BSS will wait and then repoll for events. An aternative to
timer based polling, demand polling may be used.

BSS states (BSS Pull Scenario, Simple)

S: wakeup
R- PullReq

e response

and timer

;sstarlup g Sitimeoutor
: Set seqnum to next expected. PullRsp-

Set timer to 0 R: update timer

44.4.6 DemandPoll Service (BSS)

The BSS can maintain a subscription to a group, but chose to only receive the docld and groupSegNum, not
the document itself. These natifications can then replace the need for timers.

BSS states (BSS Pull Scenario, Demand
Pall)

S: timeout
R: SubscribeReq

S: RUllRsp+ (mareinseq)
S: operator requests Await S: SubsciibeRspr R: Rull Reg
5"% Subscription R: none S: RishRey
R: Subscy eq : RishRsp+ a

. SubscribeRsp S: operator requestsiingib Idle
R: none R: UnsubscribeReq

unsubscribed

Await
unsubsriptiol

S: UnsubscribeRsp+
R: none

S: timeout or
PullRsp-
R: st imer

S: timeout
R: UnsulscribeReq
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4.4 5 State Definitions

4451 Unsubscribed

For the Push and Demand Poll dialogs there is a date associated with being "unsubscribed". BSS systems
subscribe to receive events from the IPDR Transmitter. Once subscribed the state machines will begin
from the "start" state, but prior to subscription, the system is considered unsubscribed.

4452 Start

Thisisthe starting point for each state machine. When initidization of the system is complete, represented
by the stimulus "startup”, this state isleft. Systems only return to the Start state by some externally defined
restart mechanism.

4253 Idle

A system isin this state when there is no active communication with its peer.

4.25.4 Await Response

A systemisin this state when an IPDR document has been transmitted or requested, but acknowledgement
from the peer has not yet been received.

4255 Await Subscription
A BSSwill enter this state when subscribing to a group.

4.25.6 Await Unsubscription

A BSSwill enter this state when unsubscribing from a group.

425.7 Gap Detect

This state is entered by a BSS system when it receives an IPDRDoc from the I T that it does not expect..
This can happen when a BSS is down for a prolonged period of time and aging policies on the I T side result
in an IPDR document being removed from the IT system.

The methods for addressing this situation are considered a policy of the system. The protocol provides
some simple means to attempt resynchronization. A BSS System always has the pull mechanism available
to retrieve documents in an "out of band" manner.

A BSS system may |leave the Data Gap state either based on automated policy or operator intervention.
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4.4.6 Stimulus and Responses

The mgjority of the stimulus and responses in the system are messages. push or pull requests or responses
or administrative requests or responses.

In addition to the protocol messages, the systems maintain timers in states containing the word "Await".
Timer expiration is the second most common stimul us.

The duration of the timers is an implementation matter and is not defined by this protocol.

The state machine also has some decisions keyed off the IPDR Document sequence humber specified. The
sequence numbers alow the IT and BSS to maintain synchronization of the documents transferred.

4.4.7 Capability Files and Protocol Extension

To address anticipated work by the IPDR Organization's Protocol W orking Group in the area of both
refining the protocol and creating additional mappings to address compactness and processing effidency, a
general extension model is defined.

This model alows a BSS to identify the capabilities available from a given IPDR Transmitter. In particular
it defines a simple “bootstrapp ing” model to identify all future capabilities.

All IT'ss hould have associated with them a*“Cgpabilit y URL”. ThisUR L idertifies a file which contains
the XML encoding of a CapabilityRsp primitive (see Primitives and Parameters section).

For example an IPDR Transmitter may have the Capability URL of
http:/Avoipl.myco.com/voipl capabilitiesxml. The specific file naming is determined by the IT itself, but
it is recommended to end withthe®. xml” suffix.

Thiswould imply through the default HTTP port, there should be an XML document describing the
capabilities of that IT.

By parsing this XML document an implementation can identify instances of all versionsit recognizes,
supported by the IT. In addition for those recognized protoca versions and mappings, additional extension
information can be parsed.

4.2.8The capabilities file documents the particulars of the protocol implementation for the I T with which it
isassociated. The following is the schema of the capabilitiesfile:

<?xml version ="1.0" encoding = "UTF-8"?>
<I--Generated by XML Authority. Conforms to w3c http:/Mww.w3.0rg/2000/10/X ML Schema-->
<xsd:schema xmlns = "http://www.ipdr.org/namespaces/ipdrCap"
targetNamespace = "http://www.ipdr.org/namespaces/i pdrCap"
xmins:xsd = "http:/iww.w3.0rg/2000/10/X M L Schema"
version = "3.0"
elementFormDefault = "qualified"
attributeFormDefault = "unqualified">
<xsd:complexType name = "extensionType">
<xsd:sequence minOccurs = "0" maxOccurs = "unbounded">
<xsd:any namespace = "##any" processContents = "lax"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name = "supportedProtocolltemType'>
<xsd:sequence>
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4.4.8 File Sharing Protocol Mappings

4.4.8.1 Rationale

Thisisafile sharing implementation of the transfer protocol. It supportsminimal demand polling.
IPDR.org has hosted several interoperability demonstrations based on this file-oriented scheme. Itis
relatively easy to implement, but lacks the rich feature-set supported by the full state machine specification
of the transfer protocol.

4.4.8.2 Overview

This section describes the basic terminology and mechanics of the file sharing implementation of the
transfer protocol, while sections 4.2.10.3 thru 4.2.10.7 provide a more thorough description of the file
sharing transfer protocol.

The abstract transfer protocol, described in sections 4.2.1 thru 4.2.7, is based on the assumption that there is
request/response based communication channel between an IPDR Trangamitter (for the purposes of this
discussion thiswill be referred to as the IPDR Producer) and a BSS (henceforth referred to as an IPDR
Consumer). Since thisfile sharing implementation of that transfer protocol has no such formal
communication channel, many of the details presented in the transfer protocol section won' t map to this file
sharing scheme in an explicit way. However many key concepts do map from the transfer protocol to this
file sharing approach. Section 4.2.10.2.6 describes how the primitives defined in the general transfer
protocol map to the elements of thefile sharing implementation of the transfer protocol.

4.4.8.2.11PDRDocs and Subscription Groups

Asan IPDR Producer creates IPDR documents (abbreviated as IPDRDocs) it places them into ASCII files,
with one IPDRDoc per file. The IPDR Producer sorts each IPDRDoc into one or more groups. |PDRDocs
will often be grouped by service type, by customer name, or by a combination of the two, though the IPDR
Producer is also allowed to use any other useful policy to sort IPDRDocs into groups. These groups are
referred to as subscription groups to match the terminology used in the transfer protocol. Subscription
groups provide an easy way for an IPDR Consumer to access only those subsets of |PDRDocs that are of
interest to it.

4.4.8.2.2 Control filesand Control file Rolling

Asthe IPDR Producer places an IPDRDoc into a subscription group, it adds the name (and possibly the
location) of the IPDR document fileto the last line of the current control filefor that subscription group.
The names of the control files follow a predictable naming convention, which is
<prefix><sequenceNumber><suffix>. The IPDR Producer may periodically create a new control file and
name it by incrementing the current sequence number by one. This process of periodically switching to a
new control fileisreferred to as“rolli ng”. Whe n the Producer does this, it places a special end-of-file
string at the end of the previous control file, so that any consumers who are reading from subscription
group will know to stop reading the old control file and to open the new control file. A common rolling
policy is one that uses date-time stamps, such that the IPDR Producer would change control files every
hour or every day. However the IPDR Producer is free to implement any “ralli ng” polic y.
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4.4.8.2.3 Capability File

The IPDR Producer maintains a capability file, which has alist of al the subscription groups. The
capability file contains all theinformation an IPDR Consumer needsto “ subscribe” to one or more
subscription groups. In this file sharing implementation, subscribing simply involves the IPDR Consumer
copying or ftping the IPDRDocs from a subscription-group. In thisfile-sharing scheme, the IPDR Producer
has no knowledge of which IPDR Consumers are reading its IPDRDocs, nor does it know which
IPDRDocs have been accessed.

4.4.8.2.4 RangeFile

All of the control files for a specific subscription group are contained in one directory and the path to this
directory isin the capability file. The control file directory also contains arange filefor that subscription
group. It may also contain the IPDR document files to which the control files refer but thisis not required.
Therangefileis used IPDR Consumers subscribed to the subscription-group to determine which control
files currently exist for that subscription group, and most importantly which control file is currently having
the names of new IPDR document files appended to it. The range file contains two sequence numbers
separated by adash. Thefirst is the sequence number of the oldest control file. The second is the fixed-
length sequence number of the current control file. At times, if the size of the sequence number isn'tlar ge
enough to handle the number of control files, the sequence number may reach its maximum value and then
roll back to all zeroes. So it is possible that the left-hand sequence number in the rangefile may be larger
than the right-hand sequence number. An IPDR Consumer that has just subscribed to a subscription group
would read the range-filefor that group to get the sequence number of the oldest control-file. Using that
sequence number, the IPDR Consumer could determine the name of the oldest control-file and start reading
the IPDRDacs to which that file refers. By consecutively incrementing the sequence number, it could then
read through al control-filesin order till it reached the end of the most recent one

4.4.8.2.5 Aging of IPDR Documents and Control files

Multiple control files are used to make it easy for the IPDR Producer to periodically remove old IPDRDoc,
aprocess known as “agi ng’. Usin g the rangefile the IPDR Producer can easily identify the oldest control
files and remove those control files as well as the IPDRDocs to which those control filesrefer. When
removing old IPDR documents and control files, the rangefile would also be updated to reflect the recent
deletions. The IPDR Producer is free to implement any aging policy. One common aging policy would
involve checking the control files on adaily basis, and deleting all control files that are more than aweek
old. However, in high volume environments the check might be done on an hourly basis and the IPDR
Producer might remove al files that are more than aday old. The file sharing implementation of the
transfer protocol provides an infrastructure that supports a variety of aging policies, so the choiceisup to
the IPDR Producer.

4.4.8.2.6 Mappings from Transfer Protocol to File Sharing Implementation

There are no explicit primitives for CapabilityReq, ListGroupsReq, and ListGroupsRsp; however the
functions performed by these primitives can still be accomplished within the file sharing implementation.
Instead of issuing a ListGroupsReq and waiting for the ListGroupsRsp, the IPDR Consumer can get alist
of subscription groups by reading the capability file and reading the <grouplnfoList> and <grouplnfoltem>
elements. Rather than exchanging LigDocsReq and ListDocsRsp messagesto get alig of al the
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documents in a subscription group, the IPDR Consumer reads the range file and control files for that
subscription group. The IPDR Consumer subscribes to a subscription group simply by monitoring
available files without the explicit knowledge of the Producer, so there are no analogues in the file-sharing
mapping to the SubscribeReq, SubscribeRsp, UnsubscribeReq, UnsubscribeRsp, PushReq, or PushRsp
primitives. The IPDR Consumer accomplishes a PullReg/PullRsp simply by copying or ftping an
IPDRDoc referred to in acontrol file for a particular subscription group.

4.4.8.31PDR Document Files

Each IPDR document must be placed in an ASCII file. Eachfile must contain exactly one IPDRDoc.
These IPDR document files are not required to follow any specific naming convention, however, each
IPDR document file name must be unique. The IPDR Producer is responsiblefor ensuring that no two
IPDR documents are created with identical names. It may be useful to incorporate such information as the
IPDR Producer name, a date/time stamp, and/or the IPDRDoc UUID into the file name.

4.4.8.4 Subscription-group Control-files

Each subscription group has one or more control files. Each control fileisan ASCII file that lists a subset
of file names corresponding to the IPDR documents included in that subscription group. Thefirst line of
each control file must always be"VERSION 2" follo wed by alinefeed character.

Each subsequent line of the control file contains the either the URL or the file name of exactly one IPDR
document file. If just the IPDR document file name is used, it is assumed to reside in the same directory as
the control file that referencesit. Each line of text in the control file should be terminated with exactly one
linefeed.

The IPDR Producer must append a“VE RSION 2” totheend of the control file to denote that no more
IPDR document filenames will be added to that control file

The maximum number of linesin a control file isunconstrained. The minimum number of linesin a
control fileis 1 while the control fileis till “acti ve” (ie. the 1PDR Producer is still adding IPDR document
filenames to that control file), and 2 once the control file is no longer having new IPDR document
filenames added to it. A minimal control file, that is no longer active would look like this (where <EOF>
denotes the end-of -file):

VERSION 2
VERSION 2
<EOF>

The name of the control file isrequired to follow the naming convention specified in the IPDR Producers
capability file. The control file name has unchanging prefix and suffix, which are defined in the capability
file using the <control FilePrefix> and <control FileSuffix> elements. In between these there must be a
sequence number. The sequence number is adecimal integer with the number of digits specified by the
<control FileNamePolicy> in the capability file. The sequence number part of the control file name must
aways have the number of digits specified in the capability file and must use leading0 sto effect this.

The presence of an IPDR document filename or URL in the control file implies that the named IPDR
Document file must exist. The IPDR Producer is responsible for ensuring that files cited in the control files
are actually available at the referenced location.

The IPDR Producer is responsible for ensuring that control file references point only to valid, fully formed,
completed (no longer changing) IPDR documents. Thisimplies that the IPDR Producer should finish
writing to an IPDR document file before appending tha files name to the control file, and should de ete
control files before deleting IPDR documents.
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When reading the control file, the IPDR Consumer is required to open it in read-only mode. When adding
new IPDR documents to a subscription-group, the IPDR Producer should open the control file in append
mode.

4.4.8.5 Control FileRolling and Aging

In production erivonments, a single control file is insufficient because over time it will grow very large.
In addition this would imply that the referenced IPDR document files are kept indefinitely (sincethey are
referenced by the control file).

An optional rolling policy can be employed to indicate that a new control file will be created periodically.
The use of the rolling option requires that control file names contain a sequence number embedded between
the prefix and the suffix. The number of digits in that sequence number shall be held constant and the
numeric value shall rise incrementally (recycling to O upon hitting the highest vaue).

If the <controlFilePrefix>was“voip IT1 " , the <controlFileNamePolicy> was “N NNNNN”, and the
<control FileSuffix> was".lo g”, thent he control file names would be generated in the following order:

voipl 1T1 000000.log
voipl IT1 000001.log
voipl 1T1 000002.log

voipl 1T1 999997.log
voipl 1T1 999998.10g
voipl 1T1 999999.log
voipl IT1 000000.log
voipl IT1_000001.log

Note how the sequence number wraps around from 999999 to 000000. Thisisthe only time that the
sequence numberswori t be monotonically increasing. It isthe responsibility of the IPDR Consumers to
sequence number rollover in the particular case where the rangefile has a left-hand sequence number that is
larger than the right-hand sequence number. 1PDR Producers are strongly encouraged to choose a
sufficient number of digits for the sequence number to prevent rollover from occurring within the time
intervd in which this file sharing trangfer protocol will be used in a production environment.

If therolling policy is used, the last line of a completed control file shal always be "VERSION 2". This
implies that no additional appends will be made to this control file and a higher numbered control fileis
available; the IT isresponsible for ensuring this to be true. Only one control file per group may be open for
appending by the I T.

The IPDR Producer may delete old control files and corresponding IPDR document files based on locally
defined aging policies, however the list of exigting control files must always remain contiguous. For

instance, it would be incorrect for an IPDR Producers to delete control file voip-0004.1og if both voip-
0003.log and voip-0005.1og still exist, since that would introduce a discontinuity in sequence numbers.

4.4.8.6 Capability File Annotated Description

The capability set documented here corregponds to the following entry in the capability file:

<supportedProtocolltem version=3.0 protocolMapping="Fil € encoding="X ML">
<primitiveLigt>
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<primitiveltem>Pull</primitivel tem>
</primitiveL ist>
<extension>
<grouplnfoList>
<groupl nfoltem>
</grouplnfoltem>
</grouplnfoList>
</extenson>
</supportedProtocol Item>

Each subscription group must have a groupl nfoltem element containing the following
sub-elements:

<groupld></groupld>

<control FileDirectory></control FileDirectory>
<controlFilePrefix></control FilePrefix>

<control FileNamePolicy></control FileNamePolicy>
<control FileSuffix></control FileSuffix>

All of these elements are constrained to contain a string containing only the following characters ‘0 -9'a -
z’i A_Z!ll. 1,[ _L,L: 1: ll'ardﬂ 1.

4.4.8.6.1 <groupld>

The <groupld> element must contain the name of the subscription group described by this
<grouplnfoltem> element. It should be a non-zero length string of allowable characters. Some examples
might include: “vag’,”e mail-1", and “best -hosting-co’.

4.4.8.6.2 <controlFileDir ectory>

The <controlFileDirectory> contains the URL that points to the directory containing the control files and
the range file for the subscription group. A URL isrequired here to avoid the complications that can arise
when local O/S file naming conventions are used. For instance, Microsoft Windows and Unix/Linux
operating systems use different charactersto denote path’ s (Windowsuses \', while Unix uses /'). The
URL can either bea* file” oran® http:”. So me examples might include: “file://C/IPDRNoIpl/”,

“ http:/Mmvww.best.com/voipl”.

4.4.8.6.3 <controlFilePr efix>

The <control FilePrefix> element contains a string of allowable characters that denotes thefirst part of the
name of all of the control files in the subscription groups. Some possible examples include “ voip-”,
“i nterngt-access ”, and “best.com”

4.4.8.6.4 <controlFileNamePolicy>

The <control FileNamePolicy> element mug contain one or more ‘N’ characters, where the number of ‘N ’
characters denotes the number of digits in the sequence number embedded in the name of al control files
for this subscription group. Some examplesinclude “N NNNNN”,and“ NNNNNNNNNN".
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4.4.8.6.5 <controlFileSuffix>

The <control FileSuffix> element contains a string of allowable characters that denotes thelast part of the
name of all of the control filesin the subscription groups. Some possible examples include “.log’, “-

4.4.8.6.6 Sample Capability File

<supportedProtocolltem version=3.0 protocolMapping="Fil & encoding="X ML">
<primitiveLigt>
<primitiveltem>Pull</primitivel ten>
</primitiveList>
<extension>
<grouplnfoList>
<groupl nfoltem>
<groupld>sm</groupl d>
<control FileDirectory> http:/ww.best.com/sm</control FileDirectory>
<control FilePrefix>sm-</control Fil ePrefix>
<control FileNamePolicy>NNNNNNNN</control FileNamePolicy>
<control FileSuffix>-control </control Fil eSuffix>
</groupl nfoltem>
<groupl nfoltem>
<groupl d>voip</groupld>
<controlFileDirectory>file://C/IPDR/voip/</control FileDirectory>
<controlFilePrefix>voip_IT1 </control FilePrefix>
<control FileNamePolicy>NNNNNN</control FileNamePolicy>
<control FileSuffix>.log</control FileSuffix>
</grouplnfoltem>
</grouplnfoList>
</extenson>
</supportedProtocol Item>

This capabilities file describes two subscription groups. vod and voip.

The voip subscription group has all its control fileslocated in“ file://C/IPDR/voip’. Then ames of the
control fileswould al look like voip_IT1 000001.log. The following name would not be allowed
voip_IT1 1.log since the control file nameis required to have an eight digit sequence number embedded
between the prefix and the suffix.

The an (sn stands for Streaming Media) subscription group has al its control files located at
“http:/Mmvww.best.com/sm”. The names of the control-fileswould al look like sm-00000001-control.

4.4.8.7 Rangefile

Each subscription group must have arangefile. The rangefileis used by both the IPDR Producer and any
IPDR Consumers subscribed to the subscription group to determine which control files currently exis for
that subscription group, and most importantly which control fileis currently having the names of new IPDR
document files appended to it. The range file contains two sequence humbers separated by a dash. The
first is the sequence number of the oldest control file. The second is the sequence number of the current
control file.  The name of the range file must be the name of the subscription group, found in the
<groupld> element, concatenated with the string “-range-file’. The rangefile for a particular subscription
group must resde in the same directory as the control filesfor that subscription group. Thisdirectory is
specified by the <control FileDirectory> element for that subscription group in the capability file.
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4.4.9 Security Considerations

Thereis one mapping of the transfer protocol for NDM-U 3.0: File based. The File based mapping is
dependent on the underlying security model maintained by the file system (or network shared file system).
In a user/group model, group level permission could be associated with specific document groups. This
protocol does not currently provide any details related to the usage of file system permissions.

4.4.10 Implementation Considerations

IPDR.org is currently developing reference libraries implementing the various aspects of the protocol
defined in this specification. Availability of these APIsto IPDR member companiesis expected in the
spring of 2002.
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