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1 Introduction 

 
IPDR/XDR is an encoding format that offers a compact and efficient representation of usage 
accounting data described by IPDR/Service Definitions.  The relationship between IPDR/XDR 
and IPDR/XML is shown below. 
 
 
                              +-------------------------+ 
                               | Service Definition(s) | 
                               |    (in XML Schema)  | 
                              +-------------------------+ 
                                 |                             | 
                                v                            v 
         +---------------------------+   +----------------------------+ 
         | Usage information       |     | Usage information        | 
         |   (an XML Document) |     |   (a compact document)| 
         +---------------------------+   +----------------------------+ 
 
 
The IPDR/XDR encoding represents integers and floating point values and other binary data 
such as addresses and timestamps in a binary format as opposed to XML that uses an ASCII 
format.  This increases the efficiency of reading and writing these values.  The identification of 
usage attributes is done using the same ASCII names used in the XML format.  These names are 
defined in the Service Definitions.  XML namespace concepts that prevent name collisions are 
also supported. 
 
The primary space savings comes from the separation of description of the usage attributes (i.e. 
their name and type) from the actual event values. 
 
In situations where multiple instances of the same event format occur, this separation allows 
description information to be written only once in the document.  Only the values are written for 
every event.  This produces an approximately 4 times improvement in storage space and 
processing efficiency based on initial observations. 
 
The IPDR/XDR format allows for both encoding and decoding entities to process the documents 
in a stream-oriented fashion.  That is, a decoding entity does not need to read to the end of the 
document before beginning to extract information.   Similarly, an encoding entity does not need 
to have all the information in memory before beginning to write the document. 
 
This streaming property can be critical when processing large sets of accounting information. 
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2 Requirements 

  
The IPDR Protocol Working Group set the following requirements for a compact encoding 
format: 
 

• The format should be more space efficient than the XML equivalent (preferably by 
several times). 

 
• The format should allow for efficient parsing and processing. 

 
• Complexity should be minimized in order to spur adoption and inter-working systems, 

and aid in debugging. 
 

• The format should ideally draw from existing standards work. 
 

• The format should provide performance and size characteristics that are comparable to 
known vendor proprietary formats.  

 
• There must be well defined mapping from the service definition to the encoding. 

 
• The format should allow for easy extension and expansion of the of defined services. 

 
• The format should be self-describing.  That is, knowing an encoding is an IPDR 

document, a system should be able to extract the recorded usage information without 
additional external control.  

 
 

2.1 Space Efficient 

 
The exact savings is dependent on the length of the attribute names from the service definition, 
the ratio of primitive types to string oriented data, and the number of occurrences of similar 
usage events in a  document. 
 
Consider a record which contains the following five usage attributes: 
 

     <IPDR xsi:type="AA-Type"> 
       <subscriberId>joe</subscriberId>  
       <ipAddress>192.168.2.64</ipAddress> 
       <nasIdentifier>nas1.foo.com</nasId>  
       <acctInputOctets>13444</acctInputOctets>  
       <acctOutputOctets>77777</acctOutputOctets> 
     </IPDR> 

 
Not including blanks and linefeeds, this record occupies 219 bytes. 
 
The compact encoding of this record is as follows: 
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00 00 00 02   00 00 00 01   FF FF FF FF   00 00 00 03 
j  o  e  C0   98 40 20 00   00 00 0C n    a  s  1  .   
f  o  o  .    c  o  m  34   84 00 01 2F   DF 

  
The compact encoding takes 45 bytes and is about 5 times more compact than the equivalent 
XML encoding. (Note: for readability ASCII characters such as “joe”, etc. have been preserved, 
all other binary elements are shown in hexadecimal format). 
 
In this example, the one time header costs in either document format are not shown or counted.  
If only one or two usage events are encoded in an instance document, then the compact format 
savings will be significantly less than this factor.  However as the number of events of a similar 
type increases, the savings approaches this value. 
 

2.2 Efficient parsing and processing 

 
Because numeric values are represented in binary format, they may be memory transfered 
directly into variables.  In contrast, ASCII representations of numbers need to be parsed or 
formatted from or to their ASCII equivalents.  This is what yields the processing savings in 
addition to the memory savings. 
 
The descriptor format allows processing entities to operate in a table driven approach for the 
production and consumption of different record types. 
   
 

2.3 Low Complexity 

 
There are thirteen basic primitive types to encoded and decode.  These types correspond to the 
types used by most modern programming languages.  Note that these types include unsigned 
integral types as well as signed types.  Java does not natively support unsigned types, but can 
accommodate them by upcasting to the larger integral type (e.g. unsigned int to long), for all 
types except unsigned long.   
 
Record descriptors have a simple name based format.  The overall document structure is closely 
related to XDR which allows the format to be described in a C-like language, which is concise 
and well understood. 
 
 

2.4 Existing standards work 

 
The encoding policy for primitive values is based on XDR [RFC1832], the service definition 
format is common with that for XML IPDR Services and is a subset of XML-Schema.  Support 
for multi-byte character content is based on UTF-8 (RFC2279). 
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2.5 Performance and size characteristics 

 
Clear savings in space and processing are apparent from the example cited above.  A factor of 4 
or 5 in savings is a reasonable rule of thumb. 
   
 

2.6 Well defined mapping 

 
The names of usage attributes are common in the IPDR/XML and IPDR/XDR models and derive 
from the same IPDR/Service Definitions. IPDR/Service Definitions are constrained to guarantee 
this mapping is enabled.  This is in one of the motivations for the IPDR/Service Specification 
guidelines, which restrict the use of the standard XML-Schema to ensure the ability to encode 
information in either IPDR/XML or IPDR/XDR. 
     
 

2.7 Extension and expansion 

 
The means for extending service definitions by third parties as well as within IPDR..org is 
inherited from the IPDR/Service Specification guidelines.  It simply involves the creation of 
additional XML-Schema documents to describe the new service and the proper use of XML-
Namespaces. 
 
 

2.8 Self-describing 

 
The document contains versioning information at the front of the header to support changes over 
time.  The document contains references via URI to namespace and service definitions and 
contains descriptor blocks that identify usage attributes in events according to their XML-
Schema based service definition.  This produces a fully self-describing document. 
  
Note that this assumes that the service definition URI information is present and accessible to the 
processing entity. 
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3   XDR Structure Definition 

 
The compact encoding structure is defined using XDR notation.  This provides a concise and 
readable means to convey the elements of the encoded format.  It also provides a means to map 
to an encoding according to the XDR RFC, with two modifications: 
 

1. XDR specifies a padding of all encoded types to 4 byte boundaries.  The padding to 4 
byte boundaries is removed in IPDR 3.5.  IPDR 3.1 and 3.1.1 did follow this 
guideline, but analysis of IPDR/Streaming indicated that it was not desirable to 
preserve. 

2. In some cases the use of indefinite length is used to support streaming. Indefinite 
length is indicated by the 4 byte length quantity 0xFFFFFFFF.  When this is used, the 
encoding or decoding is still possible because the content has an structure which is 
well defined according to XDR rules and can be unambiguously processed. 

 
 

/*  IPDRDoc.xdr 
 * 
 *    This file defines the structure of IPDRDocuments in a  
 *  compact format.  It is expected that IPDRDocuments will 
 *  be stored in External Data Representation (XDR) 
 *  format according to the structures defined in this  
 *  file. 
 * 
 *    XDR is defined in RFC1832. 
 * 
 *    In order to accommodate efficient encoding of large 
 *  sets of data, the compact IPDR deviates from XDR  
 *  when encoding the length field associated with 
 *  IPDRRecordData and the set of IPDRStreamElements. 
 * 
 *    In particular the length field uses a value of 
 *  0xFFFFFFFF, in order to indicate that the element 
 *  count is indefinite.  The number of elements for 
 *  these items is implicit as part of decoding the 
 *  content of those items. 
 * 
 *   The rules are also modified to remove the 4 byte 
 *  boundary padding constraint.  I.e. all fields are  
 *  placed adjacent to one another with no padding employed. 
 * 
 *    Note that only data structures are defined here. 
 *  This defines a format/structure to encode IPDRDocs it  
 *  does not define any transport. 
 */ 
 
/* 
 *  Define our own string type, UTF8String.  This emphasizes 
 * that the content may not be ASCII, but may be UTF-8 encoded 
 * representation of Unicode/ISO character set. 
 * 
 *  Note that strings consisting of basic 7-bit ASCII characters  
 * are unchanged when represented in UTF-8. 
 */ 
typedef opaque UTF8String<>; 
 
 
/* 
 * Allowed data types 
 */ 
[Ed. Note:   drop the enumeration which was here, since the integer field actually 
contains both a typeId and some flags for lists and structures] 
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/*  AttributeDescriptor 
 *   
 *  An attribute descriptor defines one attribute which will 
 * appear in a record.  It contains the attribute name and 
 * the attributes type. 
 */ 
struct AttributeDescriptor { 
 
  UTF8String  attributeName;   /* The name of an attribute.  This name will either 
                               * come from the default namespace or it will come 
                               * from an alternate namespace as defined in the 
                               * header.  If an alternate namespace is used, the name  
                               * will use XML syntax of the form nameSpaceId:attributeName 
                               */ 
 
  int   typeId;    /* Describes the type of this attribute.  Explicitly 
                            * including the type allows us to continue parsing 
                            * a record even when the attribute name is unrecognized. 
                            */ 
}; 
 
 
/*  RecordDescriptor 
 * 
 *  A record descriptor defines the set of attributes which are  
 * carried in each record of a designated type.  If different 
 * subsets of attributes are carried in different records, then 
 * a record descriptor is required for each. 
 * 
 *  The record descriptor contains a sequence of attributeDescriptors 
 * which identify the name and type of the attributes which are 
 * associated with this record type.  The type definition will 
 * allow an entity which does not recognize some of the attributes 
 * to still successfully parse the document.   
 */  
struct RecordDescriptor { 
   
  int  descriptorId;                 /* The descriptorId is an integer which will allow 
                                      * individual records in a given document to specify  
                                      * which descriptor describes their layout. 
                                      */ 
 
  UTF8String  typeName;               /* identifies a record type defined in a service  
                                      * definition. 
                                      * Record types specify the optional and mandatory           
                                      * fields. 
                                      * Note that there may be multiple descriptors 
                                      * associated with the same named type if they  
                                      * use different sets of optional attributes.  
                                      */ 
 
  AttributeDescriptor attributes<>;  /* Lists the attributes in the order they will appear 
                                      * in records in this document. A record which points 
                                      * to this descriptor's descriptorId, must exactly  
                                      * match the set of attributes identified in this 
                                      * list. 
                                      */ 
 
}; 
 
 
/* IPDRRecordData 
 * 
 * An individual record is a packed set of attribute values  
 * determined by a recordDescriptor.  The values are encoded 
 * into the octet array according to their primitive format 
 * and the XDR encoding rules.  The overall length of the  
 * opaque array is specified using the indefinite form (a 
 * deviation from RFC 1832) in order to enable the output 
 * to be produced efficiently. 
 */ 
typedef opaque IPDRRecordData<>;     
 
 
/*  IPDRRecord 
 * 
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 *   An ipdrRecord structure represents a single recorded usage 
 *  event.  It is typically flat set of unique attributes.  The specific 
 *  attributes are determined by the a recordDescriptor which is 
 *  referenced by index value. 
 * 
 *   The set of attribute values are encoded according to XDR rules 
 *  as if a struct had been defined with elements of the type 
 *  identified in the recordDescriptor and in the order defined 
 *  by the recordDescriptor. 
 * 
 *   Situations where repeating elements or substructures are present 
 *  are described in the IPDR/XDR 3.5 documentation. 
 */ 
struct IPDRRecord { 
  int descriptorId;               /* The index value of the descriptor which 
                                   * describes this records attributes.  It must 
                                   * match the descriptor id in a recordDescriptor 
                                   * encountered earlier. 
                                   */ 
 
  IPDRRecordData data;            /* The packed set of attributes  */ 
}; 
 
 
/* IPDRDocEnd 
 * 
 *   An IPDRDocEnd element is the last element in a sequence of  
 *  ipdrStreamElement's contained in the doc. 
 */ 
struct IPDRDocEnd { 
  int             count;         /* indicates the number of usage elements carried 
                                  * in this stream of usage events, or -1 if 
                                  * not used. 
                                  */ 
 
  hyper          endTime;       /* 64-bit time representation, defined to be 
                                 * the number of milliseconds since  
                                 * Jan. 1, 1970 0:00 GMT. 
                                 */ 
}; 
 
 
/* 
 * Types of StreamElements 
 */ 
enum ElementType { 
     RECORDDESC = 1,       /* Describes a record structure             */ 
     IPDRREC    = 2,       /* The values of a single record            */ 
     DOCEND     = 3        /* Indicates the end of the element stream  */ 
}; 
                           
 
/*  IPDRStreamElement 
 * 
 *    An ipdrStreamElement defines the types of non-header  
 *   records which are contained in an IPDRDoc.   
 */ 
union IPDRStreamElement switch (ElementType kind) { 
   case RECORDDESC:  RecordDescriptor  desc; 
   case IPDRREC:     IPDRRecord        rec; 
   case DOCEND:      IPDRDocEnd        docEnd; 
}; 
 
 
/*  NameSpaceInfo 
 * 
 *  This associates a namespace URI with a simple identifier.  It is used 
 * to incorporate namespaces besides default from which attributes 
 * are defined. 
 */ 
struct NameSpaceInfo { 
 
  UTF8String  nameSpaceURI; /* The URI for an alternate namespace.  For example 
                             * http://www.foo.com/ipdr/namespace 
                             */ 
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  UTF8String  nameSpaceID;  /* A string identifier which will be used to prefix attributes 
                             * which come from this namespace (e.g. "foo" would 
                             * result in attributes being named like "foo:specialAttr" 
                             */ 
}; 
 
 
/*  IPDRHeader 
 * 
 *   The IPDRHeader contains general information about this document, 
 *  including versioning, information about the recorder and  
 *  references to IPDR Service definitions and their namespaces. 
 */ 
struct IPDRHeader { 
 
  int              version;          /* The compact format version.   Moves to 4 for  
                                      * IPDR 3.5 (was 3 for IPDR 3.0,3.1)  
                                      */ 
 
  UTF8String      ipdrRecorderInfo;  /* Identification information for the producer 
                                      * of this document.  Typcially URI, or blank 
                                      */ 
 
  hyper           startTime;         /* Number of seconds since the Epoch  
                                      * (00:00:00 UTC, January 1, 1970) 
                                      */ 
 
  UTF8String defaultNameSpaceURI;   /* Identifies the default Namespace associated with 
                                     * this record.  Those attribute names which are 
                                     * unqualified will be assumed to be from this  
                                     * namespace 
                                     * (e.g. "http://www.ipdr.org/namespace) 
                                     */ 
 
  NameSpaceInfo otherNameSpaces<>;  /* Identifies additional namespaces from which 
                                     * attributes are derived.  This list may be empty. 
                                     */ 
 
  UTF8String serviceDefinitionURIs<>; /* Identifies the set of service definitions from 
                                       * which the records are produced. 
                                       */ 
 
  opaque docId<>;                     /* The UUID associated with this document */ 
 
}; 
   
 
/*  IPDRDoc 
 * 
 *   An IPDRDoc represents a collection of usage events recorded 
 *  in a compact binary format consistent with the External 
 *  Data Representation (XDR defined in RFC1832). 
 *  
 *   The information content of the compact format is equivalent 
 *  to that contained in an XML encoded form. 
 * 
 *   Note that the length of the elements array uses the 
 *  indefinite form (a deviation from RFC1832).  To support  
 *  efficient encoding of large sets of events. 
 * 
 */ 
struct IPDRDoc { 
 
  IPDRHeader           header;       /* contains information describing this  
                                      * IPDR document  
                                      */ 
   
  IPDRStreamElement    elements<>;   /* The descriptors and ipdrRecords may be  
                                      * intermixed.  An ipdrRecord may not refer 
                                      * to a descriptor which has not previously 
                                      * appeared.  The ipdrDocEnd must be the final 
                                      * element. 
                                      */ 
}; 
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4   Compact Format Definition 

 
The basic structure is shown below: 
 
   +------------------+ 
    |     Header         | 
   +------------------+ 
    |   Descriptor     | 
   +------------------+ 
    |  Usage Event   | 
   +------------------+ 
            ... 
   +------------------+ 
    |   Usage Event  | 
   +------------------+ 
    |     Doc End      | 
   +------------------+ 
 
Multiple descriptors may appear in a single document.  The descriptors may be intermixed with 
usage events.  The only requirement is that a descriptor must appear before any usage event 
which references it. 
 
The Doc End element may appear exactly once and must be the last element in the document. 

4.1 Deviations from the XDR Encoding RFC 

It should be noted that in order to support the stream based encoding and decoding there are two 
points where arrays will be encoded using an indefinite length indicator.  This technique is a 
deviation from RFC1832, but is necessary in order to reduce the possible memory and data copy 
requirements which could result from requiring the length be calculated up front. 
 
The use of indefinite length does not produce any ambiguity when decoding the document, 
because in both cases where it is used, the process of decoding the indefinite length content will 
clearly identify where the end of the indefinite length set is located. 
 
In addition there is another deviation from RFC1823 introduced in IPDR 3.5, which is the 
elimination of the use of padding to 4 byte boundaries. 
 
This does not produce ambiguity either, but does mean that encodings in compliance with the 
IPDR 3.0, 3.1 or 3.1.1 formats may differ from those in IPDR 3.5 and beyond.  For this reason 
the version number in IPDR/XDR 3.5 is incremented to 4 from the previous version 3.  Note that 
versions numbers 1 and 2 were not used. 
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4.2 Compact Document Header 

 
The document header is structured as follows. 
 

/*  IPDRHeader 
 * 
 *   The IPDRHeader contains general information about this document, 
 *  including versioning, information about the recorder and  
 *  references to IPDR Service definitions and their namespaces. 
 */ 
struct IPDRHeader { 
 
  int              version;          /* The compact format version.   Moves to 4 for  
                                      * IPDR 3.5 (was 3 for IPDR 3.0,3.1)  
                                      */ 
 
  UTF8String      ipdrRecorderInfo;  /* Identification information for the producer 
                                      * of this document.  Typcially URI, or blank 
                                      */ 
 
  hyper           startTime;         /* Number of seconds since the Epoch  
                                      * (00:00:00 UTC, January 1, 1970) 
                                      */ 
 
  UTF8String defaultNameSpaceURI;   /* Identifies the default Namespace associated with 
                                     * this record.  Those attribute names which are 
                                     * unqualified will be assumed to be from this  
                                     * namespace 
                                     * (e.g. "http://www.ipdr.org/namespace) 
                                     */ 
 
  NameSpaceInfo otherNameSpaces<>;  /* Identifies additional namespaces from which 
                                     * attributes are derived.  This list may be empty. 
                                     */ 
 
  UTF8String serviceDefinitionURIs<>; /* Identifies the set of service definitions from 
                                       * which the records are produced. 
                                       */ 
 
  opaque docId<>;                     /* The UUID associated with this document */ 
 
}; 

 

4.2.1 Version  

 
The version number is recorded as a 32-bit integer. 
 
The version number associated with this specification shall be 4. 
 
 

4.2.2 Recorder Info 

 
The recorder info is encoded as a 32-bit length indicator followed by a sequence of bytes of the 
specified length.  Padding with bytes containing zero are used to ensure the set of bytes ends on 
a 4-byte boundary (in accordance with XDR encoding policy).  
 
The length specifies the number of bytes (not including any padding).  The length does not 
include the 4-bytes which the length indicator itself occupies. 
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The content of the Recorder Info is not specified in this document.  It may be a URI reference or 
other information which aids in the identification of the element which created the document. 
 
 

4.2.3 Creation Time 

 
The creation time is a 64-bit integer value representing the time the time the recording entity 
began  creating this document.  The value represents the number of milliseconds since Jan. 1, 
1970 0:00 GMT. 
 
 

4.2.4 Default Namespace 

 
The Default Namespace is encoded as a 32-bit length indicator followed by a sequence of bytes 
of the specified length.  The Namespace, if present, should be in the form of a URI. 
 
This namespace creates an association between unqualified attribute names and the default 
namespace, as specified in the "Namespaces in XML" W3C Recommendation. 
 
 

4.2.5 Other Namespaces 

 
The Other Namespaces should enumerate those namespaces used in addition to the Default 
Namespace in a given instance document. 
 
If all of the attribute references come from a single namespace, then the Default Namespace will 
suffice and Other Namespaces will have a length of 0. 
 
Namespaces are defined by the various IPDR/Service Definitions which are used for a given 
document instance.  Note that namespaces may be directly referenced by a schema (via the 
targetNamespace directive) or may be used indirectly when one schema imports another schema 
from a different namespace. 
 
In either case it is important that all namespaces in use for an instance document be identified by 
the combination of the Default Namespace field and the Other Namespaces field. 
 

4.2.6 Service Definitions 
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The Service definitions are encoded as 32-bit integer representing the number of UTF-8 strings 
which represent the service definition URIs.  It is recommended that these URI's be accessible to 
the reader. 
 
Each Service definition is a 32-bit length indicator followed by a sequence of bytes of the 
specified length. 
 
It is assumed that the service definition URL's point to instances of XML-Schema documents 
which are further constrained to conform to the guidelines defined by the IPDR Service 
Definition Guide. 
 
These Service Definitions will contain XML element definitions including typing and 
descriptive information.  This information can be used to by a consuming entity to derive 
additional details about the individual usage attributes. 
 
The usage attributes referenced in the document descriptors should correspond to entity 
definitions (with the appropriate namespace qualification) appearing in these Service definitions. 
 
Note however if attributes do not appear in a Service definition or no service definitions are 
present or the service definition URIs are unreachable, the document itself is still able to be 
processed.  There will merely be less explicitly available information about the attributes.  And 
there is a greater risk that documents may refer to attributes using the same name with a different 
meaning. 
 
 

4.2.7 Document UUID 

 
Each document produced by a recorder will have a globally unique identifier to aid in the 
tracking of usage information delivery. 
 
The UUID shall be encoded as a 32-bit length specifier (which will always have the value 16) 
followed by the 16-byte UUID sequence.  UUID's are defined in the OSF specification for 
Distributed Computing Environment (DCE). 
 
 

4.3 Stream Elements 

 
The compact document format contains a header followed by a sequence of Stream Elements.  
Stream Elements are one of three types: 
 

• Descriptor - a descriptor defines the structure of an IPDR Record.  The descriptor is 
composed of a sequence of Attribute Descriptors which define the name and type of each 
Usage attribute as it will appear in an record. 
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• IPDR Record - a record consists of a reference to a descriptor followed by a sequence of 
values encoded in the order defined by the descriptor.  Each value is encoded following 
the rules for the primitive type identified in the descriptor. 

 
• Document End - this structure is used to mark the end of a series of stream elements.  It 

also contains a count of IPDR Records and a timestamp indicating when the recorder 
completed production of this document. 

 
In the XDR description language presented earlier the sequence of Stream elements is defined in 
the IPDRDoc structure as: 
 
      IPDRStreamElement    elements<>; 
 
XDR specifies the rules for encoding the variable length array of elements as encoding a 32-bit 
integer indicating the total number of elements followed by the encoded instances of those 
elements. 
 
Requiring that the number of elements be encoded before the elements themselves are laid down 
in the record is impractical in applications where a very large set of usage events are to be 
recorded.  In some cases it is desirable to begin recording the set of events before all the usage 
events have even arrived.  In this case the recording entity will not have knowledge of how many 
elements are to be produced at the time the array length is to be encoded.  This specification 
deviates from the XDR encoding, by instead requiring that the length always be specified by the 
value 0xFFFFFFFF.  This indicates that the number of elements must be determined through the 
process of decoding the sequence of elements. 
 
The end of the sequence of elements is unambiguously determined by the presence of a 
Document End element. After decoding this element the sequence is considered complete. 
 
 

4.3.1 Record Descriptor 

 
The record descriptor defines the structure of one set of usage events which may appear later in 
this sequence of stream elements. 
 
It is encoded as follows: 
 

 
/*  RecordDescriptor 
 * 
 *  A record descriptor defines the set of attributes which are  
 * carried in each record of a designated type.  If different 
 * subsets of attributes are carried in different records, then 
 * a record descriptor is required for each. 
 * 
 *  The record descriptor contains a sequence of attributeDescriptors 
 * which identify the name and type of the attributes which are 
 * associated with this record type.  The type definition will 
 * allow an entity which does not recognize some of the attributes 
 * to still successfully parse the document.   
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 */  
struct RecordDescriptor { 
   
  int  descriptorId;                 /* The descriptorId is an integer which will allow 
                                      * individual records in a given document to specify  
                                      * which descriptor describes their layout. 
                                      */ 
 
  UTF8String  typeName;              /* identifies a record type defined in a service  
                                      * definition. 
                                      * Record types specify the optional and mandatory           
                                      * fields. 
                                      * Note that there may be multiple descriptors 
                                      * associated with the same named type if they  
                                      * use different sets of optional attributes.  
                                      */ 
 
  AttributeDescriptor attributes<>;  /* Lists the attributes in the order they will appear 
                                      * in records in this document. A record which points 
                                      * to this descriptor's descriptorId, must exactly  
                                      * match the set of attributes identified in this 
                                      * list. 
                                      */ 
 
}; 

 
         
The union discriminator field is the mechanism used by XDR to distinguish among different 
instances of a union type.  This field is always represented by a 32-bit integer.  Stream elements 
which are Record Descriptors use the value 1, to distinguish them from other stream element 
types. 
 
• The descriptor ID is a 32-bit integer identifier used to distinguish between other record types 

which may appear in the same stream.  It is recommended to begin issue descriptor ID's 
beginning with 1 or 0 and assign sequential id's as new descriptors are added to a given 
document. 

 
• The typeName is a 32-bit length indicator followed by a sequence of bytes of the specified 

length.  It is intended to refer to a ComplexType definition which appears in a service 
definition.  The typeName may be namespace qualified if the type definition is from one of 
the other namespaces and not the default namespace. 

 
• The attribute descriptor count is encoded as a 32-bit integer.  It represents the number of 

attribute descriptors which are present. 
 
The order of the attribute descriptors indicates the order in which values for this record type will 
be encoded in IPDR Record data stream elements. 
 
Each attribute descriptor consists of two fields: 
 

/*  AttributeDescriptor 
 *   
 *  An attribute descriptor defines one attribute which will 
 * appear in a record.  It contains the attribute name and 
 * the attributes type. 
 */ 
struct AttributeDescriptor { 
 
  UTF8String  attributeName;   /* The name of an attribute.  This name will either 
                               * come from the default namespace or it will come 
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                               * from an alternate namespace as defined in the 
                               * header.  If an alternate namespace is used, the name  
                               * will use XML syntax of the form nameSpaceId:attributeName 
                               */ 
 
  int   typeId;    /* Describes the type of this attribute.  Explicitly 
                            * including the type allows us to continue parsing 
                            * a record even when the attribute name is unrecognized. 
                            */ 
}; 

4.3.1.1 Attribute Name 

 
The Attribute Name is encoded as a 32-bit length indicator followed by a sequence of bytes of 
the specified length. 
 
The attribute name is a character string identifying an attribute.  The name is formulated 
according to the conventions defined in the W3C Recommendation, Namespaces in XML.  
Specifically the presence of the ":" character is used to indicate a non-default namespace.  The 
substring on the left of the ":" should match a prefix defined in the Other Namespaces section of 
the header.  If no ":" is present then the name is considered to be taken from the default 
namespace.  In either case, the name should match an attribute definition in one of the referenced 
service definitions.  Although the presence of the service definitions are not required, if there is 
no match, then additional information about  the attribute will not be directly known to a 
consuming application. 
 
An application may have additional information about a named attribute through external means 
not provided in this specification.  However in this situation it should be noted that the self-
describing nature of the document is diminished. 
 
 

4.3.1.2 Primitive Types 

 
[Ed. Note:  synch this up with discussion in IPDR/Streaming, add discussion for structures and lists.  Discuss 
differences from IPDR 3.0/3.1] 
 
int             0x00000021 
unsignedInt     0x00000022 
long            0x00000023 
unsignedLong    0x00000024 
float           0x00000025 
double          0x00000026 
hexBinary       0x00000027 
string          0x00000028 
boolean         0x00000029 
byte            0x0000002a 
unsignedByte    0x0000002b 
short           0x0000002c 
unsignedShort   0x0000002d 
 
STRUCTURE       0x80000000 
ARRAY           0x40000000 
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**  Replace model with bit masks for List and Structure.  If Structure is 
set the low order type bytes should be 0.  If List is set it indicates 
that the field is a list of 0 or more instances of the type implied 
by the rest of the type id. 
 
The typeId is encoded as a 32-bit integer value. 
 
The high order two bits are used to identify two flags, the structure flag and the array flag.  The 
second low order byte is used to indicate a derived type, but is ignored by the basic encoding 
rules, and only the low order byte is used to identify the primitive type. 
 
The low order primitive type byte in IPDR/XDR 3.5 uses a different set of type identifiers 
compared to the IPDR 3.0 and 3.1 specification.  This is used to accommodate the harmonization 
between the type space of RFC XXXX (CRANE) and the earlier IPDR XDR type space used in 
version 3 of IPDR/XDR. 

4.3.1.3 First Normal Form 

 
The sets of information that can be encoded for a single usage event were required to be in "first 
normal form" for IPDR 3.0 and 3.1.  First normal form is a basic relational database concept that 
states that the basic properties of tables are that they are made of atomic primitives and do not 
have multiple values for any attribute. 
 
Dividing the information content into different record descriptors and linking the events with 
some common identifier(s) can still represent usage events that consist of lists of information.  
Alternatively some simple lists may  be carried in string or byte array fields, although this is 
discouraged, because the self-describing nature of the document, in particular the embedded list, 
is diminished. 
 

4.3.1.4 Information not in First Normal Form 

IPDR's existing service definition model has proven to be well suited to many usage collection 
scenarios. However, some sets of scenarios, such as multi-party calling, and some existing 
industry standard formats, such as 3GPP S-CDR's and G-CDR's, require a record which has 
repeating primitive elements or substructures. XML itself easily supports structures, however we 
must also preserve our mapping ability to compact IPDR as well as maintain backwards 
compatability for existing service definitions.  
 
The following sections describe a model for enabling support of structures in IPDR service 
defintion and IPDR/XML and IPDR/XDR encodings.  
 
Note: that IPDRs current First Normal Form (FNF) restriction should be encouraged for all 
usage exchange, where it is sufficient. There are key benefits in processing efficiency and 
database mapping which is erased by more complex structures.  
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4.3.1.4.1 XML Example 

Here is a simple example to demonstrate repeating fields and substructures in a single record. It 
is loosely based on some of the 3GPP mobile CDR's.  
 

<IPDR xsi:type="GatewayExample">  
  <subscriber>k123455</subscriber>  
  <sourceStationID>station7.region3.foo.com</sourceStationID> 
  <qosVolume>  
    <volume>100</volume> 
    <qosLevel>2</qosLevel>  
    <startTime>20020904T13:13:13Z</startTime>  
    <endTime>20020904T13:15:13Z</endTime>  
  </qosVolume>  
  <qosVolume>  
    <volume>200</volume>  
    <qosLevel>5</qosLevel>  
    <startTime>20020904T13:15:14Z</startTime>  
    <endTime>20020904T13:19:13Z</endTime>  
  </qosVolume>  
</IPDR>  

 
In this case the element "qosVolume" is a repeating structure. It is repeating, since in the 
example there are two occurences of qosVolume. It is structured in that it is not a primitive type, 
rather it is made of of four subelements, volume, qosLevel, startTime and endTime.  
 

4.3.1.4.2 XDR Example 

An XDR equivalent, in hex format is shown.  
 
This assumes that there is a DesciptorID=1 associated with the type qosVolumeEvent and 
DescriptorID=2 associated with type "GatewayExample".  
 

00 00 00 02  00 00 00 02  FF FF FF FF  00 00 00 06  
k  1  2  3   4  5  00 00  00 00 00 18  s  t  a  t  
i  o  n  7   .  r  e  g   i  o  n  3   .  f  o  o  
.  c  o  m   00 00 00 02  00 00 00 64  00 00 00 02  
41 55 66 92  41 55 68 92  00 00 00 C8  00 00 00 05  
41 55 66 92  41 55 68 92  
 
Breaking this down we see:  
00 00 00 02 <-- union discriminator indicating IPDR record  
00 00 00 02 <-- descriptor id for GatewayExample  
FF FF FF FF <-- indefinite length tag  
00 00 00 06 <-- string len  
k 1 2 3 4 5 00 00 <-- subscriber string 0 
0 00 00 18 <-- string len  
s t a t i o n 7 . r e g i o n 3 . f o o . c o m <-- stationid string  
00 00 00 02 <-- array length (for qosVolume elt)  
00 00 00 64 <-- volume  
00 00 00 02 <-- qosLevel  
41 55 66 92 <-- 32-bit timestamp in UTC  
41 55 68 92 <-- 32-bit timestamp in UTC  
00 00 00 C8 <-- volume (second qosVolume)  
00 00 00 05 <-- qosLevel  
41 55 68 92 <-- 32-bit timestamp in UTC  
41 55 6A 92 <-- 32-bit timestamp in UTC  

 

4.3.2 IPDR Record Data 
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The record data identifies the descriptor that defines the layout of the encoded values followed 
by the encoded values themselves packed according to the XDR encoding rules for the primitive 
type associated with each attribute. 
 

/*  IPDRRecord 
 * 
 *   An ipdrRecord structure represents a single recorded usage 
 *  event.  It is typically flat set of unique attributes.  The specific 
 *  attributes are determined by the a recordDescriptor which is 
 *  referenced by index value. 
 * 
 *   The set of attribute values are encoded according to XDR rules 
 *  as if a struct had been defined with elements of the type 
 *  identified in the recordDescriptor and in the order defined 
 *  by the recordDescriptor. 
 * 
 *   Situations where repeating elements or substructures are present 
 *  are described in the IPDR/XDR 3.5 documentation. 
 */ 
struct IPDRRecord { 
  int descriptorId;               /* The index value of the descriptor which 
                                   * describes this records attributes.  It must 
                                   * match the descriptor id in a recordDescriptor 
                                   * encountered earlier. 
                                   */ 
 
  IPDRRecordData data;            /* The packed set of attributes  */ 
}; 

 
 
• The descriptor id is a 32-bit integer identifier that should match a descriptor id defined 

previously in this document instance in a Record Descriptor stream element. 
 
• The encoding of the length element diverges from the XDR specification.  Ordinarily this 

would represent the number of bytes that make up the series of encoded values contained in 
the data.  However, because the encoded values may contain variable length byte arrays, and 
strings that must be UTF-8 encoded, it can be inefficient to calculate the length separately 
from the process of encoding the values.   Therefore the length is represented by the value 
0xFFFFFFFF that indicates that the individual values must be decoded according to the 
specified record descriptor. 
 
The end of the sequence is determined unambiguously upon decoding the last value of the 
sequence of attributes. 

 
 

4.4 Document End 

 
The document end identifies the last element in the sequence of stream elements.  It also 
provides summary information about the document.  Specifically the number of usage events in 
the stream and the time when the document was completed are recorded. 
 

/* IPDRDocEnd 
 * 
 *   An IPDRDocEnd element is the last element in a sequence of  
 *  ipdrStreamElement's contained in the doc. 
 */ 
struct IPDRDocEnd { 
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  int             count;         /* indicates the number of usage elements carried 
                                  * in this stream of usage events, or -1 if 
                                  * not used. 
                                  */ 
 
  hyper          endTime;       /* 64-bit time representation, defined to be 
                                 * the number of milliseconds since  
                                 * Jan. 1, 1970 0:00 GMT. 
                                 */ 
}; 

 
• The usage event count is encoded as a 32-bit integer value.  It should match the number of 

IPDR Record Data stream elements that appeared in this document. 
 
• The completion time is encoded as a 64-bit integer value representing the number of 

milliseconds since Jan. 1, 1970 0:00 GMT.    


